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Acomputationallysoundprover
Goal:
Buildaspecialized,computationallysound,automaticprover.

Resultsalreadyobtained:
Anautomatic,computationallysoundproverthat

•generatesproofsbysequencesofgames,asinShoup’sorBel-
lareandRogaway’smethod;

•provessecrecyandthateventsareexecutedwithnegligible
probability;

•providesagenerictreatmentofcryptographicprimitives,in-
cludingshared-andpublic-keyencryption,signatures,MACs,
hashfunctions;

•issoundinthepresenceofanactiveadversary,foraparamet-
ricnumberofsessions;

•evaluatestheprobabilityofanattack(exactsecurity).

Theuserisallowed(butdoesnothave)tointeractwiththe
provertomakeitfollowaspecificsequenceofgames.

Exampleshandled:

•manyprotocols:correctversionsofNeedham-Schroeder,
Denning-Sacco,Otway-Rees,Yahalom,...protocols;

•FullDomainHashsignaturescheme;

•encryptionschemesofBellareandRogaway,CCS’93.

Publications:
B.Blanchet,IEEES&P,Oakland,2006

B.BlanchetandD.Pointcheval,CRYPTO,2006.

Proverathttp://www.di.ens.fr/~blanchet/cryptoc-eng.html

Planedextensions:

•Authenticationproperties.

•Otherprimitives,suchasDiffie-Hellmankeyagreements.

•Improvementsintheproofstrategy,formoreautomation.

Acomputationallysoundlogic
Goal:
Designacomputationallysoundlogicforreasoningsymbolically
onprotocols.

Resultsalreadyobtained:

•AdaptationoftheProtocolCompositionLogic(PCL)tothe
computationalmodel.

SoundnessproofforasubsetofPCLwithpositivetests.

•Extensiontoprovemorecomplexproperties,suchassecrecy
ofkeys.

Thislogiciscompositional.Forexample,fromthesecurityof
keysestablishedusingakeyexchangeprotocol,onecanprove
thesecurityofasecurechannelapplicationthatusesthesekeys.

Publications:
M.Backes,A.Datta,A.Derek,J.C.Mitchell,andM.Turuani,TCS.

A.Datta,A.Derek,J.C.Mitchell,andB.Warinschi,CSFW’06.

Planedextensions:

•SoundnessforanyproofinPCLwithcomputationaltests.

•Makethesemanticsmoredirectandnatural.

Casestudiesandcomparison
ofthevariousapproaches

Goal:Comparetheresultsobtainedbythethreeapproaches
above,onexamplesrangingfromprotocolsoftheliteratureto
morecomplex,realisticprotocols.

Themodularapproach
Goal:
Obtaincomputationalsoundnessresults,i.e.,showthatsecurity
intheformalmodelimpliessecurityinthecomputationalmodel.

Resultsalreadyobtained:

•Computationalsoundnesswasshownforpublic-keyencryp-
tionandsignatures.

Basedonthisresult,wehaveimplementedatoolthatprovides
computationalproofsofprotocols,usingtheAVISPAformal
protocolanalyzer.

•Wehaveextendedcomputationalsoundnessresultstothecase
ofhashfunctions,withastrongernotionofsymbolicsecrecy,
decidableforaboundednumberofsessions.

•Forsymmetricencryption,computationalsoundnesstypically
requirestheabsenceofkeycycles.Wehaveshownthatthis
propertyisdecidableforaboundednumberofsessions.

•Wehavedevelopedanequationaltheoryforspecifyingcryp-
tographicprimitives,suchthat(symbolic)staticequivalence
issoundwithrespecttocomputationalindistinguishability.

Thisresultincludesthepossibilityforanadversarytoguess
lowentropyvalues,suchaspasswords(guessingattacks).

Publications:
M.Abadi,M.Baudet,andB.Warinschi,FoSSaCS’06

V.CortierandE.Zalinescu,LPAR’06

V.Cortier,H.Hördegen,andB.Warinschi,ICS’06

V.Cortier,S.Kremer,R.Küsters,andB.Warinschi,FSTTCS’06

Softwareathttp://www.loria.fr/~hordegen/avispa/

Planedextensions:

•Branchingproperties(e.g.,fairness).

•Secrecyofkeys.

•Primitiveswithmorecomplexequationaltheories(Diffie-
Hellman,XOR,CBCencryption).


