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Cryptographic schemes Protocols Specifications of primitives

Exercise 1: preliminary definition SUF-CMA

Definition (SUF-CMA MACs)

The advantage of the adversary against strong unforgeability under
chosen message attacks (SUF-CMA) of MACs is:

suf —cma

SUCCMAC (ta qmaqval) =

max Pr | K il mkgen; (m, s) « AmacC-k)verify(k.) - verify(m, k, s) A
A s is not the result of calling the oracle mac(., k) on m

where A runs in time at most t,
calls mac(., k) at most g, times with messages of length at most /,
calls verify(., k,.) at most g, times with messages of length at most /.

MAC is SUF-CMA if and only if Succf\;l'i_ccma(t, 9m, qQv, 1) is negligible
when t, gm, gy, | are polynomial in the security parameter.
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Cryptographic schemes Pro

Exercise 1: preliminary definition IND-CCA2

Definition (IND-CCA2 symmetric encryption)

The advantage of the adversary against indistinguishabibility under
adaptive chosen-ciphertext attacks (IND-CCA2) of a symmetric
encryption scheme SE is:

md CCaZ(t, de, dd, I67 Id) =
b@{O, 1}k & kgen;

max 2 Pr b Aenc(LR(.,.,b),k),dec(.,k) b =bA _q
A A has not called dec(., k) on the result of

enc(LR(.,., b), k)

Succg

where A runs in time at most t,

calls enc(LR(., ., b), k) at most g. times on messages of length at most /.

calls dec(., k) at most gy times on messages of length at most /.

SE is IND-CCAZ2 if and only if Succ'nd “A2(t. ge, Gd, le, Ig) is negligible
when t, ge, 94, Le, Iy are pol nomlal in the security parameter.
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Cryptographic schemes Protocols Specifications of primitives

Exercise 1: preliminary definition INT-CTXT

Definition (INT-CTXT symmetric encryption)

The advantage of the adversary against ciphertext integrity (INT-CTXT)
of a symmetric encryption scheme SE is:

int—ctxt

SUCCSE (t7 Qe,qda/eald) =

k& kgen; ¢ + Aenc(-k)dec(k)#EL - dec(c, k) # L A
c is not the result of a call to the enc(., k) oracle

max Pr

where A runs in time at most t,
calls enc(., k) at most g times with messages of length at most /e,
calls dec(., k) # L at most g4 times with messages of length at most /.

SE is INT-CTXT if and only if SucciS"E_CtXt(t, e, Gd, les 14) is negligible
when t, ge, qq, Le, lg are polynomial in the security parameter.
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Cryptographic schemes

Exercise 1

© Show using CryptoVerif that, if the MAC scheme is SUF-CMA and
the encryption scheme is IND-CPA, then the encrypt-then-MAC
scheme is IND-CPA.

@ Show using the same assumptions that the encrypt-then-MAC
scheme is IND-CCA2.

© Show using the same assumptions that the encrypt-then-MAC
scheme is INT-CTXT.

@ What happens if the MAC scheme is only UF-CMA?
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Cryptographic schemes

Exercise 2: Preliminary definition

A public-key encryption scheme AE consists of

@ a key generation algorithm (pk, sk) bl kgen
@ a probabilistic encryption algorithm enc(m, pk)
@ a decryption algorithm dec(m, sk)

such that dec(enc(m, pk), sk) = m.

The advantage of the adversary against indistinguishability under
chosen-plaintext attacks (IND-CPA) is

SucciA"f_:j*Cca2 (t) =

b <5{0, 1}; (pk, sk) £ kgen;

max 2Pr | (mo, my, ) < A1(pk); y < enc(mp, pk); | — 1

b < Ax(mo, my,s,y): b’ =b
where A = (A1, .A) runs in time at most t.

AE is IND-CPA if and only if SucciAng_Cpa(t) is negligible when t is
polynomial in the security parameter.
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Cryptographic schemes

Exercise 2

Suppose that H is a hash function in the Random Oracle Model and that
f is a one-way trapdoor permutation.

Consider the encryption function Epx(x) = fpr(r)||H(r) & x, where ||
denotes concatenation and @ denotes exclusive or (Bellare & Rogaway,
CCS'93).

@ What is the decryption function?

@ Show using CryptoVerif that this public-key encryption scheme is
IND-CPA.
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Protocols

Exercise 3

Consider the fixed version of the Woo-Lam shared-key protocol, by
Gordon and Jeffrey (CSFW'01):

A= B: A

B — A: N (fresh nonce)
A— B: {m3, B, N}kAS
B—S: A, B,{m3, B, N}kAS
S — B: {m5,A, N}kBS

At the end, B verifies that {m5, A, N},gs is the message from S.

Show that, at the end of the protocol, A is authenticated to B.

Suggestion: one may consider
@ First, a simple version in which A talks only to B, B talks only to A,
and S talks only to A and B.

@ Then, generalize to the case in which A, B, and S may also talk to
dishonest participants.
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Protocols

Exercise 4

Consider the Needham-Schroeder public-key protocol, as fixed by Lowe.
We first consider a simplified version without certificates:

A — B {Na, pka}pks
B — A: {NA7 N37 pkB}pkA
A— B: {NB}pkB

Show that, at the end of the protocol, A and B are mutually
authenticated.
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Exercise 4

Protocols

Now consider the full version with certificates:

A— S:
S — A
A— B:
B — S:
S — B:
B — A
A— B:

(A, B)

(Pke, B, {pkg, B} sks)
{NA7A}P/<B

(B,A)

(Pka, A, {Pka, A} sks)
{NAv Ng, B}PkA
{NB}PkB

Show that, at the end of the protocol, A and B are mutually

authenticated.
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Specifications of primitives

Exercise 5

The advantage of the adversary against strong unforgeability under
chosen message attacks (SUF-CMA) of MACs is:

suf—cma

SUCCMAC (tv qmaqV7l) =

k& mkgen; (m, s) « Amactk).verify( k) - verify(m, k, s) A
s is not the result of calling the oracle mac(., k) on m

max Pr

where A runs in time at most t,
calls mac(., k) at most g, times with messages of length at most /,
calls verify(., k,.) at most g, times with messages of length at most /.

Represent SUF-CMA MACs in the CryptoVerif formalism.
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Specifications of primitives

Exercise 6

A signature scheme S consists of

@ a key generation algorithm (pk, sk) & kgen

@ a signature algorithm sign(m, sk)

e a verification algorithm verify(m, pk, s)
such that verify(m, pk, sign(m, sk)) = 1.
The advantage of the adversary against unforgeability under chosen
message attacks (UF-CMA) of signatures is:

uf—cma

Succg (t,qs,1) =

(pk, sk) & kgen; (m, s) « A%8"CSK)(pk) : verify(m, pk,s) A
m was never queried to the oracle sign(., sk)

max Pr

where A runs in time at most t,
calls sign(., sk) at most gs times with messages of length at most /.
Represent UF-CMA signatures in the CryptoVerif formalism.
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Specifications of primitives

Exercise 7

The advantage of the adversary against ciphertext integrity (INT-CTXT)
of a symmetric encryption scheme SE is:

int—ctxt

SUCCSE (t7 qeaqdaleald) =

k& kgen; ¢ < Aenc(-k)dec(- k)AL - dec(c, k) # L A

max Pr [ "]
A c is not the result of a call to the enc(., k) oracle

where A runs in time at most t,
calls enc(., k) at most g times with messages of length at most /e,
calls dec(., k) # L at most g4 times with messages of length at most /.

Represent INT-CTXT encryption in the CryptoVerif formalism.
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Specifications of primitives

Exercise 8

A public-key encryption scheme AE consists of

@ a key generation algorithm (pk, sk) bl kgen

@ a probabilistic encryption algorithm enc(m, pk)

@ a decryption algorithm dec(m, sk)
such that dec(enc(m, pk), sk) = m.
The advantage of the adversary against indistinguishability under
adaptive chosen-ciphertext attacks (IND-CCA2) is

Succj&’g_“ﬁ(t, qd) =

b&40,1}: (pk, sk) & kgen:
max 2 Pr (mo, my, s) < AfeC("Sk)(Pk)?y < enc(mp, pk);
A b o Agec(-,sk)(m()’ my,s,y): b =bA
Ay has not called dec(.,sk) on y

where A = (A1, A2) runs in time at most t and calls dec(., sk) at most
g4 times. Represent IND-CCA2 encryption in the CryptoVerif formalism.
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