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Ourresearch
Solving security problems Devising formal methods
A programming securely A clear attacker models
with cryptography A program verification tools
A stopping web attacks A bug finding techniques

A building secure systems

Developing practical tools and systems

A P, miTLSHACL*ProVerif CryptoVerif
ProScript CryptoCatQuickChick...
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Finding attacks in TLS

TTS mITLS 3SHAKE SMACK
SMACK Introduction Threat Model SKIP-TLS Attack

SMACK: State Machine AttaCKs

VHC miPKI
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\c“ Lomputcn Bug lu\poecs Br oad Security Flaws

am bug could make 000 websites achable

Implementations of the Transport Lay!
handle a variety of protocol versions

modes and key exchange methods, | March 4, 2014

Introduction

| Triple

prescribe a different message sequen |

hlam ~f dadl I TLS Weaknesses

server. We address the prq

machine that can correctly
modes.

Tracking the FREAK Attack

The Logjam Attack

‘Warning! Your web browser is vulnerable to Logjam and can be tricked into using weak encryption. You should

update your browser,
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+ PDF of slides

ars technica

MAIN MENU MY STORIES: FORUMS

Ars Technica has arrived in Europe. Check it out!

RISK ASSESSMENT ~ SECURITY & HACKTIVISM

“FREAK” flaw in Android and Apple devices

cripples HTTPS crypto protection

by Dan Goodin - Mar 3, 2015 10:07pm CET

Bug forces millions of sites to use easily breakable key once thought to be dead.

Diffie-Hellman key exchange is a popular cryptographic algorithm that allows Intefnet protocols to agree on a
shared key and negotiate a secure connection. It is fundamental to many protocolsfincluding HTTPS, SSH, IPsec,

iffie-Hellman key exchange has been deployed:

at IEEE S&P (Oakland) in
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