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Computer systems are insecure




Computer systems are insecure
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A Software bears most of the burden for security
I pervasive security enforcement impractical
I bad securityperformance tradeoff
I just write secure code ... all of it!

A Consequencevulnerabilitiesin every syste

i violations of weltstudied s ans
safety and security policies v




HP reinventing the computer

A opportunity to fix this:
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I new securit alledicro-policies




Micro-policies

A addlarge tagto each machine word

word tag —— tag[0] tag[1] tag[2]

A words in memory and registers are all tagged

pC tag mem[0 tag
r0 tag mem[1 tag
rl tag mem[2] tag
2 tag mem[3 tag




Tagbased instructiodevel monitoring

pC tpc mem[0] tmO
C
r0 tr0 mem[1] ml €
rl trl mem|[2] tm2
2 tr2 mem|[3] tm3
decodeMmem[1]) = add rO rl r2
tpc “ tr0 trl “ tr2 “ tml

add
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Tagbased instructiodevel monitoring

pC tpc mem[0] tmO
r0 trO mem[1] tml
rl trl mem[2] tm2 (&
2 tr2 mem[3] tm3 (L
decodemem[1]) = store rO rl
tpc “ tr0 “ trl “ tm3 “ tm2

store

>
L monitor__

/
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—3 Dad action stopped!
disallow 7



Features of micrgpolicies

A low-level and finegrained large pesword tags,
checked and propagated on each instruction

A expressive can enforce large number of policie
A flexible: tags and monitor defined by software
A efficient: hardware caching

A secure formally verified to provide security
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Expressiveness

A Micro-policy mechanism can enforce:

memory safety
codedata separation
control-flow integrity
compartment isolation
taint tracking
iInformation flow control
monitor selfprotection
dynamic sealing

and probably a
lot more!

History.
ADARPA CRASH/SAFE pro|
Alifferent mechanisms for
most of these things
Anicro-policies were only
used for IFC ... but they are

lot more expressive than we

realized at first
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Flexibility by examplanemory safety

A Our memory safety mickpolicy prevents W
n

| spatial violations reading/writing out of bou
I temporal violations use after free, invalid free
| for heap-allocated data(for now)

A Pointers becomenforgeable capabilities).”

I can only obtain a valid pointer to a memory region
Aby allocating that region or
Aby copying/offsetting an existing pointer to that region



Memory safety micrepolicy

LIH Y | fkf—2 B - - _
G@M(,) | 0@ME,) | ... 0@ME,) | 7@MO
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p= ASF@rJt/r(,C) ABFK@ptr(c) =
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C=cC g
HL) H T 15 0 El}<kr
@)r of re@ out of bounds
free p

D Y4
T, :==1| ptr(c) tags on values
T.:=Mc,1) | F tags on memory

color of region tag of co@
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Memory safety micrepolicy

1 k-1 K

0
7dR |0@F |..|0@F |7@MOR

p = ASF@ptr(c) ASFK@P”M

G o B

out of bounds

free p
B><@ HLT :=ifptr(c)  tags on values
use after free| T, == MC,T) | F  tags on memory
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Efficiently executing micrpolicies

op | tpc tl t2 t3 tci

lookup \1, zero overhead hits!

foun
J op | tpc t1 t2 t3 tci tpcQ| tr

op | tpc t1 t2 t3 tci tpcQ| ftr
op | tpc t1 t2 t3 tci tpcQ| ftr
op | tpc t1 t2 t3 tci tpcQ| ftr

hardware cache
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Efficiently executing micrpolicies

tpc tl t2 t3 tci tpcQ| tr

Iookup ¢ misses trap to software

LINE RdzOS R a

op | tpc t1 t2 t3 tci tpcQ| ftr
op | tpc t1 t2 t3 tci tpcQ| ftr
op | tpc t1 t2 t3 tci tpcQ| ftr
op | tpc t1 t2 t3 tci tpcQ| ftr

hardware cache
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memory safety + coddata separation + taint tracking + contftdw integrity

simple RISC processorstage inorder Alpha
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Targeted architectural optimizations
A groupingopcodesand ignoring unused tags
A transferring only unique tags to/from DRAM
A using much shorter tags echip

A caching composite policies separately



Izeompl.
no free lunch
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memory safety + coddata separation + taint tracking + contftdw integrity

simple RISC processorstage inorder Alpha
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Memory safe abstract machine

correctly implement¢
.l IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Micro-policy
Symbolic i, ........................ <“_“
correctly implement¢
Monitor

Concrete Rule cache| ...
machine i 1 -

Generic Framework

= | memory safety

Formally
verified
security

(using Coqg proof assistant)

i memory safety |
micro-policy

---------------------------------

correctly
implements

ASM

monitor
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Abstract machine for P

correctly implement$

Micro-policy
SymbOIiC maChine ................ I.D. ................
correctly implement¢
Monitor

Concrete Rule cache|

machine

monitor for P ]

P in {IFC,CFI}

<« SEeCUle

(e.g. noninterference)

| | Secure
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Upcoming

A Interaction with loader, compiler, and OS
A Secure micrepolicy composition

A Better energy efficiency + adaptive usage
A Modern RISGnstruction set (e.g. ARM)

A More realistic processor
(our-of-order execution, multcore)
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Take away

A Micro-policies Yy 2 @3St &S OdzNA
I low-level, fine-grained,expressive, flexible,
efficient, formally secure

A Current collaboratorsINRIA& UPeni:

i Arthur Azevedo de AmorimAndré DeHon
Maxime DenesUdit DhawanNick Giannarakis
/| NG Nf A, YanhisNligiare®Benjamin Pierce
Antal SpectoZabuskyAndrew TolmachNikosVasilakis
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5 not to criticize the affected websites but to demonstrate that the attacks we describe &
been responsibly disclosed to the affected vendors, giving them ample time to respon
t and effective actions taken following our reports, in particular coming from Akamai,
ackerOne for their disclosure coordination and collaboration efforts.
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