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Abstract

In order to obtain implementations of security protocols proved se-
cure in the computational model, we previously proposed the following
approach: we write a specification of the protocol in the input language
of the computational protocol verifier CryptoVerif, prove it secure us-
ing CryptoVerif, then generate an OCaml implementation of the protocol
from the CryptoVerif specification using a specific compiler that we have
implemented. However, until now, this compiler was not proved correct,
so we did not have real guarantees on the generated implementation. In
this paper, we fill this gap. We prove that this compiler preserves the
security properties proved by CryptoVerif: if an adversary has probabil-
ity p of breaking a security property in the generated code, then there
exists an adversary that breaks the property with the same probability p
in the CryptoVerif specification. Therefore, if the protocol specification
is proved secure in the computational model by CryptoVerif, then the
generated implementation is also secure.

Keywords: cryptographic protocol, computational model, implementation,
compiler, CryptoVerif, OCaml, verification

1 Introduction

The verification of security protocols is an important research area since the
1990s: the design of security protocols is notoriously error-prone, and errors
can have serious consequences. Formal verification first focused on verifying
formal specifications of protocols. However, verifying a specification does not
guarantee that the protocol is correctly implemented from this specification.

*This paper is an extended version of the work originally presented at the 2nd Conference
on Principles of Security and Trust (POST 2013), Rome, Italy, March 2013 [10].



It is therefore important to make sure that the implementation is secure, and
not only the specification. Moreover, two models were considered for verifying
protocols. In the symbolic model, the so-called Dolev-Yao model, messages are
terms. This abstract model facilitates automatic proofs. In contrast, in the
computational model, typically used by cryptographers, messages are bitstrings
and attackers are polynomial-time probabilistic Turing machines. Proofs in the
latter model are more difficult than in the former, but yield a much more precise
analysis of the protocol. Therefore, we would like to obtain implementations of
protocols proved secure in the computational model.

To reach this goal, we proposed the following approach in [9]. We start
from a formal specification of the protocol. In order to prove the specified
protocol secure in the computational model, we rely on the automatic protocol
verifier CryptoVerif [0} 8, [7]. This verifier can prove secrecy and authentication
properties. The generated proofs are proofs by sequences of games, like the
manual proofs written by cryptographers. These games are formalized in a
probabilistic process calculus. The specification of the protocol given as input
to CryptoVerif then consists of a process representing the protocol to prove (the
initial game of the proof), assumptions on the cryptographic primitives (such
as “encryption is IND-CPA” and “decrypting a ciphertext with the correct key
yields the initial cleartext”), and the security properties to prove. CryptoVerif
then looks for a proof of the desired security properties, and when it finds one,
it also provides a formula that bounds the probability of success of an attack
against the desired properties as a function of the runtime of the adversary,
the number of sessions of the protocol, and the probability of breaking each
primitive.

In order to obtain a proved implementation from the specification, we have
written a compiler that takes a CryptoVerif specification and returns an imple-
mentation in the functional language OCaml (http://caml.inria.fr). This
compiler starts from a CryptoVerif specification annotated with implementation
details. The annotations specify how to divide the protocol in different roles, for
example, key generation, server, and client, and how to implement the various
cryptographic primitives and types. They also specify which CryptoVerif vari-
ables should be written into files, because they are communicated from one role
to another. For instance, the key generation typically writes long-term keys into
files, so that they can be used by subsequent roles. The compiler then generates
an OCaml module for each role in the input file. In order to get a full imple-
mentation of the protocol, this module is combined with manually written code,
responsible in particular for sending and receiving messages from the network,
which we call the network code. For instance, in the case of the client-server
protocol, both the client and server programs consist of a mix of our generated
modules, which deal with the heart of the cryptographic protocol, and manually
written network code, which deals with non-cryptographic details.

To make sure that the generated implementation is actually secure, we need
to prove the correctness of our compiler. This proof was still missing in [9].
It is the topic of this paper. To make this proof, we need a formal semantics
of OCaml. We adapt the operational small-step semantics of a core part of
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OCaml by Owens et al. [I7, [I8]. We add to this language support for simplified
modules, multiple threads where only one thread can run at any given time,
and communication between threads by a shared part of the store.

An adversary against the generated implementation is an OCaml program
using the modules generated by our compiler. On the CryptoVerif side, an ad-
versary is a process running in parallel with the verified protocol. In our proof,
for each OCaml adversary, we construct a corresponding CryptoVerif adversary
that simulates the behavior of the OCaml adversary. When the OCaml adver-
sary calls one of the functions generated by our compiler, which comes from an
oracle in the CryptoVerif process, the CryptoVerif adversary calls this oracle.
Then we establish a precise correspondence between the traces of the Cryp-
toVerif process with that CryptoVerif adversary and the traces of the OCaml
program. This correspondence allows us to show that the probability of success
of an attack is the same on the CryptoVerif side and on the OCaml side. There-
fore, if CryptoVerif proves that the protocol is secure, then the generated OCaml
implementation is also secure, and the bound on the probability of success of
an attack computed by CryptoVerif is also valid for the implementation.

We have made several assumptions to obtain this proof; the most important
ones are:

Al. The random number generator used by the OCaml cryptographic library
is perfect.

A2. The implementation of each cryptographic primitive is a pure function
and satisfies the assumptions made on it in the specification.

A3. The roles are executed in the order specified in CryptoVerif (e.g., in a
key-exchange protocol, the key generation is called before the servers and
clients).

A4. The adversary and the network code do not access files created by our
implementation (e.g. private key files).

A5. The network code is a well-typed OCaml program, which does not use
unsafe OCaml functions to bypass the type system.

A6. The network code does not mutate data passed to or received from gener-
ated code. This property can be guaranteed by representing such data by
immutable OCaml types. However, such data includes bitstrings and the
most natural type for representing bitstrings is the OCaml type string,
which is mutableﬂ Immutable strings can be implemented in OCaml us-
ing an abstract type instead of string. In our semantics, strings are
immutable values.

A7. Our semantics of threads is obeyed, which implies that only one thread
can run at any given time and that one cannot fork in the middle of a
role.

IFrom version 4.02, OCaml has a command-line option that makes string immutable.



Because the network code and our generated modules run inside the same pro-
grams, we use Assumptions and [AG] to make sure that the network code does
not interfere with the generated code. In particular, Assumption prevents
the network code from accessing the variables contained in the environment of
functions returned by our generated code. These variables may contain secret
keys, which the network code could send to the adversary if it had access to
them. Moreover, our generated code may return both a public key and a func-
tion that includes this public key in its environment. If the network code could
modify the returned public key, it would modify the key used by the function
as well, so the protocol would use an unexpected public key. Assumption [Af]
avoids that. Assumptions and [A@] are the only requirements on the network
code needed to prove security so, except for these two assumptions, we consider
the network code as part of the adversary. In Assumption [A7] the requirement
that only one thread can run at any given time can be weakened as we discuss
informally at the end of Section [5.2.5} the essential requirement is that two
processes that read or write the same file are not run concurrently, which can
be enforced using locks. Assumption [A7] also limits forking: forking is allowed
when the local store is empty. In case one needs to fork in the middle of a role,
one can split the role into two, which has the effect of transmitting the store via
files between the two roles. It may also be possible to extend our result with an
explicit fork instruction in the OCaml language.

Assumptions and [A7]are built into our semantics of OCaml, defined
in Section[5} Assumption[A2]is formalized below by Assumption with addi-
tional technical details formalized in Assumptions[8:I]and[8:2} Assumptions[A3]
[A4] and [AG] are formalized by Assumptions [6.1] [7.2] and [8.3] respectively.

In this work, we do not consider side-channel attacks, such as timing and
power consumption attacks, nor physical attacks. Like other mechanized tools
for cryptographic proofs, CryptoVerif does not deal with these attacks.

Related work. Several approaches have been considered in order to obtain
proved implementations of security protocols. In the symbolic model, several ap-
proaches generate protocols from specifications, e.g. [16] [I9]. Other approaches
analyze implementations by extracting a specification verified by a symbolic pro-
tocol verifier, e.g. [B[I], or analyze them by other tools such as the model-checker
ASPIER [I1], the general-purpose C verifier VCC [13], symbolic execution [12],
or typing [4, 20].

In contrast, the following approaches provide computational security guar-
antees, by analyzing implementations. The tool FS2CV [I5] translates a subset
of F# to the input language of CryptoVerif, which can then prove the pro-
tocol secure. The tool F7 [4], which uses a dependent type system to prove
security properties on protocols implemented in F#, has been adapted to the
computational model in [I4]; it uses type annotations to help the proof. The
symbolic execution approach of [I] provides computational security guarantees
by applying a computational soundness result, which however restricts the class
of protocols that can be considered. The tool of [2] generates a CryptoVerif



model from a C implementation; however, it can analyze only a single execution
path.

Recently, Almeida et al [3] introduced a new approach for generating imple-
mentations with a computational proof. They extend the cryptographic prover
EasyCrypt to support C-like programs, then they generate proved assembly
code using an extended version of the CompCert certified C compiler. They
mainly target cryptographic primitives (for instance, OAEP), and using Easy-
Crypt requires the user to give the games of the cryptographic proof, while in
our approach CryptoVerif generates them.

To the best of our knowledge, our approach and that of [3] are the only
ones for generating implementations with a computational proof. [2], [3], and
our work are the only ones to provide an explicit bound on the probability of
success of an attack against the verified protocol implementation.

2 Intuitive Overview

In order to prove the correctness of a compiler, we first need a formal semantics
of the source and target languages, and a formal definition of the compiler.
Handling all this formalism is probably the main challenge of this paper; it
explains its length.

After introducing some notations (Section 7 our first task is to formally de-
fine the common input language of CryptoVerif and of our compiler (Section .
We define the semantics of this language as a probabilistic transition system
on semantic configurations. CryptoVerif uses events to define security proper-
ties. For instance, a security property may be “if event Baccepts(m’) has been
executed, then event Asends(m') has also been executed”. For each security
property, we define a distinguisher D that is true when the executed sequence
of events breaks the security property. We denote by Pr[Ci(Qo | Qaav) :(*¥) D]
the probability that the security property associated to D is broken starting
from the initial configuration C;(Qo | Qadv), which runs the protocol Qg in par-
allel with the adversary Qaq4y. In other words, Pr[Ci(Qo | Qadv) (V) D] is the
probability that the adversary @.qv breaks the desired security property of the
protocol Q. When it proves the security property, CryptoVerif provides a for-
mula that bounds this probability for any adversary Q.qy, as a function of the
runtime of the adversary, the execution time of the cryptographic primitives and
of various CryptoVerif constructs, the number of calls to each oracle, the prob-
ability of collisions between random numbers, and the probability of breaking
each primitive.

Section [5| defines the OCaml language. We rely on the operational small-
step semantics of a core part of OCaml by Owens et al. [I7], [I8], which we
adapt to our setting. We add a primitive for random choices, which makes the
semantics probabilistic. We also add support for simplified modules, multiple
threads, and communication between threads by a shared part of the store. We
adopt a simplified model of parallelism: only one thread runs at a time, and
the adversary is in charge of scheduling. This model of parallelism is close to



what happens in CryptoVerif; we explain informally why it is sufficient for our
purpose in Section[5] Like the semantics of the CryptoVerif input language, the
semantics of OCaml is defined as a probabilistic transition system on semantic
configurations.

In order to prove our compiler, we instrument OCaml code in three ways
(Section |§[) We add events to the language, so that we can specify security
properties in OCaml as we do in CryptoVerif. We introduce tagged functions
and closures, which have the same semantics as ordinary functions and closures,
but contain additional tags used in our code generation to indicate from which
role or oracle the function comes. Each CryptoVerif role is translated by our
compiler into an OCaml module; we add to the OCaml semantics a multiset of
callable modules, which indicates which modules can be called to guarantee that
only allowed roles are executed, as required by Assumption We show that
this instrumentation does not alter the semantics of OCaml: an instrumented
program behaves exactly in the same way as that program with the instrumen-
tation deleted, provided only allowed roles are executed. More precisely, we
show a weak bisimulation between the non-instrumented and the instrumented
semantics.

Section[7]defines the translation from CryptoVerif to OCaml. In this transla-
tion, each role generates a module, and the oracles are represented by closures.
Basically, the translation implements in OCaml the semantics of CryptoVerif
given in Section 4] The translation is the same as the one given [9], except that
the generated OCaml code is instrumented. The generated modules are com-
bined with manually written network code (which is in particular responsible
for inputting and outputting messages on the network) to produce the complete
programs that implement the protocol. These programs are run in interaction
with an adversary, which we also represent by an OCaml program. This is
possible because OCaml with random choices is probabilistic Turing complete.
The code generated from the CryptoVerif process (g, the network code, and the
adversary are all grouped into the OCaml program program,, and we denote
by Co(Qo, programg) the initial (instrumented) OCaml semantic configuration
that runs program,. The probability Pr[Co(Qq, programg) :MY D] denotes the
probability that the OCaml adversary defined in program, breaks the security
property associated to the distinguisher D of the protocol Q.

Section [§] proves the correctness of this compiler. Informally, when Cryp-
toVerif shows that )¢ satisfies a certain security property, it shows that for
any CryptoVerif adversary Q.qy, the probability Pr[Ci(Qo | Qaav) (V) D] is
bounded by a certain bound. Our goal is to show that the same probability
bound also applies to the generated implementation, that is, the probability
Pr[Co(Qo, programg) (MY D] that program, breaks the security property is
bounded by the same bound for any program.

The presence of an arbitrary adversary complicates the proof. As illustrated
in Figure [I] and detailed in Section B3] to solve this problem, we build from
the OCaml adversary defined in program, a CryptoVerif adversary Q.dy(Qo,
programy) that simulates program,. Basically, we run the OCaml program
program inside a CryptoVerif function simulatepm . Since these functions can
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Figure 1: Overview of our proof

represent deterministic Turing machines, when program, needs to generate a
random number, the function simulatey, returns and this generation is per-
formed by CryptoVerif. Similarly, when program, would call the generated
implementation of an oracle, the function simulatemy returns and Qauv(Qo,
programy) calls the corresponding CryptoVerif oracle in Q.

The initial CryptoVerif configuration is then Co(Qo, programg) = Ci(Qo |
Qadv(Qo, programg)). We prove that, for all protocols @y, OCaml adversaries
defined in program,, and distinguishers D, we have

Pr[Co(Qo, programy) (V) D] = Pr[Cy(Qo, program,,) :(ML) Dj. (1)

From this property, it is easy to see that, if CryptoVerif bounds the proba-
bility Pr[Ci(Qo | Qaav) :(©¥) D] for any adversary Qa.q, for Qq, then the same
bound also holds for the probability Pr[Cq(Qq, program,) :MY D] correspond-
ing to the generated implementation. Indeed, Pr[Cy(Qq, program,) (ML) D] =
Pr[Co(Qo, programy) (V) D] = Pr[Ci(Qo | Qaav(Qo, programy)) :(*¥) D] and
Qadv(Qo, program) is an adversary for Q.

To prove , we basically need to show that Qg | Qadv(Qo, program,) and
program, using the code generated from )y behave similarly. This proof pro-
ceeds in several steps:

e First, we state our assumptions on the implementation of the crypto-
graphic primitives, and show that the primitives behave correctly inde-
pendently of the rest of the program (Section [8.1)).

e Second, we prove that the OCaml translation of a CryptoVerif oracle be-
haves like the oracle (Section [8.2).

e Finally, in Section [B:4] we prove that the CryptoVerif adversary inter-
acting with @y behaves like the OCaml adversary interacting with the
generated implementation. This proof is done by establishing a precise
relation between the CryptoVerif and OCaml semantic configurations.

Therefore, we obtain the desired proof of (Theorem [8.38)). Because of the
length of this proof, details are postponed to the appendix. An index of nota-
tions can be found in Appendix [H}



3 Notations

Let us introduce some basic notations. When f is a function, we denote by
Dom/(f) the domain of f, that is, the set of elements x such that f(z) is defined.
We denote by flx — y| the function f’ defined by f/'(z) =y and f'(2') = f(z')
for ' # x. When f; and fo are functions with disjoint domains, we denote by
f1Ufo the function f’ defined by f'(z) = fi1(z) if & € Dom(f1) and f'(x) = fa(x)
if z € Dom(f2). When f; and f5 are functions, we write f; C fo (or fo 2 f1)
when Dom(f1) € Dom(fs) and, for all x € Dom(f1), we have fo(z) = f1(z).
We denote by () any function whose domain is the empty set ().

We use the following notations for lists. Let [] be the empty list, and = ::
be the list obtained by adding the element x to the list I. Let [z1;...;xzy] be the
list 1 2 ... ::2g 2 []. Let [x € 1] Prop(z)] be the list containing all elements x
of [ that satisfy the property Prop(z), in the same order as in [. This construct
is defined by induction on lists:

[ € []| Prop(x)] =[], .
€yl | Prop(e)] & { [x €l ] Prop(z)] if =Prop(y),

y [z €l| Prop(x)] otherwise.

The concatenation of lists [; @5 is the list containing all elements of {; followed
by all elements of l5. The membership test € [ is true when [ contains the
element x, and false otherwise. Let |I| be the length of the list I, and nth(l,n)
be the nth element of list .

We define the function almostunif (4,b) as the probability that the element
b € A is chosen among elements of the set A, according to an almost uni-
form distribution: we require that, for every set A, >, , almostunif (A,b) =1,

almostunif (A,b) > 0 for all b € A, and ), _ , |almostunif (A,b) — ﬁ < e for

some € > 0. Indeed, probabilistic Turing machines can choose random elements
uniformly only in sets of cardinal a power of 2. For other sets, they can choose
random elements with a probability distribution as close as we wish to uniform,
that is, we can make € as small as we wish in the formula above.

Fonts. We use a sans-serif font for CryptoVerif keywords (e.g., foreach) and
role names (e.g., keygen), a roman font for CryptoVerif function, constant, event,
and oracle symbols, and an italic font for CryptoVerif types, variables, and file
names. We use a bold font for OCaml keywords (e.g., match) and constructors
(e.g., Callable), and an italic font for OCaml types and other identifiers. We
use uppercase italic letters (e.g., E, P) and a calligraphic font (e.g. C) for
CryptoVerif semantic elements, while we use lowercase italic words (e.g., env)
and a blackboard font (e.g., C) for OCaml semantic elements. We use an italic
font for most other mathematical symbols, and a sans-serif font for constant
elements.



M = terms

x[i] variable access
f(My,..., M) function application
Q = oracle definitions
0 nil
Qe parallel composition
foreach : < N do Q replication N times
O[ﬂ(xlm 2Ty, ... ,xkﬁ] :Ty):=P oracle definition
P = oracle bodies
return(My, ..., My); Q return
end end
xﬁ] & T, P random number
x[z~] —~ M;P assignment
if M then P else P’ conditional
insert Tol(M;, ..., My); P insert in table

get Tbl(z1[d], ..., zx[i]) suchthat M in P else P’
get from table

event ev(My, ..., My); P event

let (z1[i] : Th, ..., xp[i] : To) = O[My,..., My (M],..., M}) in P else P’
oracle call

let z[i] : T = loop O[My, ..., M}(M') in P else P’
loop

Figure 2: Syntax of the CryptoVerif language

4 The CryptoVerif Input Language

This section presents the syntax and semantics of the CryptoVerif input lan-
guage, as well as the annotations that specify implementation details. Cryp-
toVerif supports two input languages: the channel and oracle front-ends. The
channel front-end [6] uses channels to pass data between the adversary and the
protocol, and the oracle front-end [§] defines oracles that can be called by the
adversary. In this paper, we focus on the oracle front-end, which is closer to
the syntax of games used by cryptographers; oracles are also easier to translate
into OCaml functions. (Our compiler also supports the channel front-end.) We
adapt the semantics given in [6] for the channel front-end to the oracle front-end.

4.1 Syntax and Informal Semantics

Let us first introduce the syntax of the CryptoVerif language in Figure[2] The
language is typed, and types 1" are subsets of bitstring | S bitstringU{ L} where
bitstring is the set of all bitstrings and L is a symbol that is not a bitstring,



used, for example, to represent the failure of a decryption. The boolean type
bool = {true, false}, where true is the bitstring 1 and false 0, and the types
bitstring and bitstring | are predefined.

Variables z[iq,...,i,] are arrays of bitstrings of a given type T. As for-
malized by Property below, each variable x[i1,...,%;] has a single defini-
tion and the indices i1, ...,%,, are the indices of the replications foreach i,, <
N,, do ...foreach i1 < Nj do @) present above the definition of x: each repli-
cation foreach ¢ < N do @ creates N copies of the process @, in which ¢ is
set to 1, ..., N respectively. Then the indices i1, ...,i,, have different values
in different executions of the definition of x, so that each cell of the array =
is assigned at most once. Therefore, arrays allow us to remember all values of
the variables during the execution of the process. We call the indices i1,...,im
replication indices, and we abbreviate i1,...,%,, by ¢. The indices i1,...,%m
are ordered from the inner-most to the outer-most replication. Since the in-
dices of x are entirely determined by the replications above the definition of =,
we often omit them to lighten notations. Each function f comes with its type
Ty x --- x T, = T all CryptoVerif functions are deterministic and efficiently
computable. Some functions are predefined, and some are infix, like the equal-
ity test = and boolean operations. The cryptographic primitives used in the
protocol are represented by CryptoVerif functions. Terms M represent compu-
tations over bitstrings: they can be variable accesses x[i1,...,%,] or function
applications f(Mq,..., My,).

The oracle definitions () represent the oracles that will become available to
the adversary at this point. The nil construct 0 provides no oracle. The parallel
composition @ | Q' provides oracles in @ and @’. The replication foreach i <
N do Q provides N copies of @, indexed by ¢ € {1,...,N}. The bound N is
unspecified and is used by CryptoVerif to express the maximum probability of
breaking the protocol, which typically depends on the number of calls to the

various oracles. The oracle definition O[i](z1[1] : T1,...,zx[i] : T)) := P makes
available the oracle O[i]; when O[i] is called by the adversary with arguments
ai,...,ak, it executes the oracle body P with x;[i] set to a;.

The oracle bodies P represent the behavior of the oracle. A return statement
return(My, ..., My); Q returns the result of My, ..., My, to the caller, and makes
available oracles in (. An end statement end returns to the caller with an error.

A random number assignment ;z:[?] ¥id T; P stores a uniformly chosen random
value of type T in variable :z:[?'], and continues by executing P. The type T must
consist of all bitstrings of a given size; in this case, we say that T'is a fized-length
type. An assignment z[i] < M; P puts the result of M in the variable z[i], and
continues by executing P. A conditional statement if M then P else P’ executes
P if M evaluates to true and P’ otherwise.

An insert statement insert Tbl(My, ..., My); P inserts the result of My, ...,
My, into the table Tbhl. Tables are lists of tuples, used for example to store
tables of keys. Each table Tbl has a type 1} X --- x Ty, which means that
Tbl contains k-tuples ai,...,a; such that a; is of type T for all 7 < k. A

get statement get Thl(xq[i,...,xk[i]) suchthat M in P else P’ searches for an

10



element ai,...,ar in the table Tbl such that the term M evaluates to true
when x1[i] = ay,...,2x[i] = ar. If there is no such element, we continue by
executing P’, and otherwise we choose almost-uniformly one of the elements
that correspond, store it in the variables x1[i], ..., zk[i], then execute P. An
event statement event ev(My, ..., My); P is used to log events. Events serve for
specifying security properties of protocols, but do not change the execution of
the process. _ N

An oracle call let (x1[i] : Th,...,xp[i] : Twy) = O[Mn, ..., M|(M7,..., M)
in P else P’ calls oracle O[Mj,...,M;] with arguments My, ..., M|, stores its
returned values in the variables xl[ﬂ, ey T [ﬂ, and continues by executing P
if the oracle terminates with a return statement, or continues by executing P’ if
the oracle terminates with end.

A loop let z[i] : T = loop O[Mj,...,M;}(M’) in P else P’ calls oracle O in
a loop. Oracle O takes a unique argument (the internal state of the loop) and
returns a pair containing the modified internal state of the loop and a boolean b
indicating whether the loop should continue or not. For clarity, we use continue
as a synonym for true and stop for false in this context. O[My,..., Mj](M') is
first called. If it returns (aq, continue), O[M; + 1, Mo, ..., Mj](a1) is called. If
it returns (ag, continue), O[M;y + 2, Ma, ..., Mj](az) is called, and so on, until
O[M; + k, My, ..., M;](ay) returns (agy1,stop). Then we run P with z[i] set
to agy1. If O terminates with end, we run P’. Oracle call and loop statements
cannot appear in the CryptoVerif process representing the protocol, but are
used for representing the adversary. Some protocols use loops or recursion, for
instance for certificate checking; such protocols could in principle be encoded
in our language by using replicated processes and transmitting internal state
from one iteration to the next using a table or an encrypted message. However,
this idea leads to contrived encodings and a native loop construct would be
more convenient. Including loops in protocols would not cause major problems
for generating implementations, but would considerably complicate the prover
CryptoVerif itself, since it would have to discover loop invariants. That is why
we leave the inclusion of loops in protocols for future work.

Example 4.1 Let us consider a simple protocol in which the first participant
Alice generates a nonce m, sends it to the second participant Bob with a sig-
nature of the nonce under Alice’s signature key sk. Bob then verifies that the
signature is correct using Alice’s public key pk. This protocol can be described
by the following CryptoVerif process:

Okeygen() :=

rk & keyseed; pk + pkgen(rk); sk + skgen(rk);

return(pk); (foreach i1 < Ny do P4 | foreach io < N3 do Pg)
Py = OA() :=

m & nonce; s ¥id seed; event Asends(m); return(m, sign(m, sk, s))

11



def .
Pp = OB(m/ : nonce, s’ : signature) :=

if check(m/, pk,s’) then (event Baccepts(m'); return()) else end

The only callable oracle at the beginning is the oracle Okeygen, which generates
the signature key pair (pk, sk) by first generating a random seed 7% and applying
the key generation algorithms pkgen and skgen to it. We return to the attacker
the public key, so that the attacker can check whether a signature signed with
the signature key sk is correct. When the oracle Okeygen returns, one can call
the oracle OA N; times, and the oracle OB Ny times.

The oracle OA generates a random nonce m and a random seed s. Then, it
executes the event Asends(m). This event just records that A sends the nonce
m, without changing the execution of the process; we use it below to specify
a security property. Finally, OA returns the nonce m and the signature of the
nonce m under the signature key sk with the random seed s.

The oracle OB takes as arguments a nonce m’ and a signature s’, which
should be the elements returned by a call to oracle OA, and checks using the
function check whether the signature s’ is indeed a correct signature of the
message m’ under the signature key sk by using the public key pk. If the
signature is correct, the oracle executes the event Baccepts(m’) and returns
normally. Otherwise, the oracle terminates with end.

The goal of this protocol is to guarantee that, with high probability, if B
accepts a nonce m’, then A sent this nonce m/’, that is, if event Baccepts(m’) has
been executed, then event Asends(m’) has also been executed. This property is

proved by CryptoVerif when signatures are unforgeable under chosen-message
attacks (UF-CMA), as detailed in Example [4.9] below.

Example 4.2 The previous toy example is not very realistic, in particular be-
cause B accepts messages only from A. In a more realistic setting, B could be
a server that would process messages coming from several different clients. B
would then use a table of keys to relate the identity of each client to its public
key. We would then use the following process:

Okeygen() :=

k& keyseed; pk < pkgen(rk); sk < skgen(rk);
insert KeyTbl(A, pk); return(pk);
(foreach i1 < N do P4 | foreach is < Ny do Pg | foreach i3 < N3 do Pg)

Py = OA() :=

m & nonce; s & seed; event Asends(m); return(A, m, sign(m, sk, s))
Py = OB(I' : host,m’ : nonce, s’ : signature) :=

get KeyTbl(h, pkh) suchthat b/ = h in

if check(m/, pkh,s’) then (event Baccepts(h',m’);return()) else end
Pr = OR(h : host, pkh : pkey) :=

if h £ A then insert KeyTbl(h, pkh)
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When A’s key pair is created, the pair (A, pk) is added to the key table KeyTbl,
to record that pk is the public key of A. The additional oracle OR allows the
adversary to record its own public keys in the key table for any host name other
than the honest host A. Hence, the model allows B to interact both with the
honest participant A and with any other dishonest participants. The message
sent by A additionally contains the host name A, and B uses the host name
I’ to get the corresponding key pkh, which he uses to verify the signature.
The event Baccepts also contains b’ as additional argument: it means that B
accepts the message m’ coming from h’. The desired security property is that,
with high probability, if B accepts the message m’ coming from A, then A sent
the message m’, that is, if event Baccepts(A, m’) has been executed, then event
Asends(m’) has also been executed.

Tables of keys appear in many realistic protocols. For instance, the SSH
client stores a table that contains the public keys and the names of the servers
it connected to.

4.2 Formal Semantics

We present the semantics of the language in Figures [3]and [d] The semantics is
defined as a reduction relation on semantic configurations, which are tuples of
the form C=FE, P, T,09,S,€&.

e The environment F is a mapping from array cells z[a] to their contents,
where x is a variable, a gives the value of its replication indices, and the
contents of z[a] is a bitstring value. The environment keeps every binding
ever bound, thanks to replication indices, so it is ever increasing.

e The oracle body P is the oracle body currently running.

e The mapping 7 maps table names to their contents, which is the list of
elements inserted in the table.

e The set Q contains the set of the callable oracle definitions.

e The list S is the call stack, which consists of triplets containing the vari-
ables with which the result should be bound and two oracle bodies, the
first will be executed if the oracle returns a result with a return state-
ment, and the second will be executed if the oracle terminates with an end
statement.

e The list £ is the list of events ev(ay,...,ax) executed so far, by the con-
struct event ev(Mj, ..., My).

During execution, terms may be reduced into constant bitstrings, so we add
constant bitstrings a to the grammar of terms M. The notation £ - M | a
means that the term M evaluates to the bitstring a under the environment F.

This relation is defined by rules (Cst)), , and (Fun) in Figure
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Terms:
E-ala (Cst)

zlay, ..., am] € Dom(E)

Vi
E-zlay,...,am] | E(z[ay,...,amn)) (Var)
Vi<m,E-M;|a; fTyx--xT, =T
Vi <m,a; €T}
B F(Mi, - M) & Far, o am) (Fun)
Oracle bodies (1):
T fixed-length type aeT

— — (New)

E zla/| < T;P,T,Q,S8,& e Ez[d'] = a], P, T,Q,S,&
E-MJ|a (Let)

E,z[d'] + M;P,T,Q,8,& =1 Elz[a] = a], P, T,Q,8,&

E - M| true (1f1)

E,if M then P elseP’,T,0Q,S5,£ =1 E,P,T,9,S5,&
E - M | false (112)

E,if M then P elseP’,7,Q9,S8,& —1 E,P',7,0,8,&

< M. ,

ViskE-M{a (Insert)

E,insert Tbl(My,...,My); P, T,Q,8,E —,
E,P,T[Tbl — (ay,...,az) = T(Tb)],Q,8,&
l=1(ay,...,a;) € T(Tbl) | Elzi]a') = ay,...,xx[a’] — ag] - M |} true]

(a,...,a2) €1l
S={1<j<|l||nth(l,j)=(al,...,ad)}
E, get Tbl(xl[c?], ... ,xk[cﬂ) suchthat M in Pelse P/, T7,Q,S,&
Y ies almostunif ({1,...,[U[}.5)
Elzi[d] = af,...,zx[a] = a)], P, T, Q,8,&

(Getl)

[(a1,...,ax) € T(Tbl) | Elz1[a] — ay,...,zx[a’] = ax] - M |} true] = []

E,get Tbl(z1[d'],. .., xk[a’]) suchthat M in P else P!, T,Q,8,€ —
E7P/)T7 Q)S’g

(Get2)

Figure 3: Semantics (1)
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Oracle bodies (2):

Vi<lLE-M;{d, d=d,. ...af Vj<k,E-N;|b,
3zh, ..., x), P"” such that
Qo = (O[a/](mﬁ[a’];T{a ooz al] :~T,g) =P")eQ
E' = Ez|[a'] = b1,...,z}[a'] — b]

= — Call
Fiet il T oon @ To) = O, MM Ny o
in Pelse P, 7,0,8,& —
E P T,9\{Qo}, ((z1[a],...,xp[a]), P, P") :: S, &
Vj <k E-N;|b; Q' = oracledefset(Q") (Return)

E,return(Ny, ... No ) Q7. Q, (z1[al, .- ., an]a)), P, P') = S, €
1 Elz1[a] = br, ..., zxd] = b, P, T, QU Q' S, E

E,end, T,Q,((z1[a],...,zw[a)),P,P") S, =1 E, P, T,9,5, (End)

ngl,E~MjUaj
E,event ev(My,...,M;); P, T,9,58,E =1 E,P,T,Q,S,ev(ay,...,a;) : £
(Event)

Vi<LE-M;\d, E-MJc
the last replication above the definition of O is foreach i1 < Ny ay <Ny
E,let r[a] : T = loop O[My,...,M;}(M’) in P else P',T,Q0,S5,&
—1 E7
(let (r;,l’r['d] : T, bay r[a] : bool) = Olay, ..., aj](c) in
if ba; r[a] then
(let r[a] : T = loop Ola} + 1,d5, ... ,a;](r;,l)r['d] :T)
in P else P’)
else r[a) + T&g,r[a% P
else P'), T,9,S,&

(Loopl)

Vi<l,E-M; ad E-M|c
the last replication above the definition of O is foreach i1 < N; ay > Ny
E let rla] : T =loop O[My,...,M;](M') in Pelse P, T,Q,S5,&
—1 E,P/,T7 Q,Sﬂg

(Loop2)

Figure 4: Semantics (2)
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The semantics is defined by probabilistic reduction rules between configura-
tions: ¢ —, C' means that C reduces into C’ with probability p. This relation is
defined in the part “Oracle bodies (1)” of Figure [3| and in Figure

The rule (New) evaluates z[a’] & T by choosing an element a € T and
storing it in E(z[a’]). The element a € T is chosen uniformly, so the probability
of each choice is 1/|T’| and this is possible only when T is a fixed-length type.
The rule (Let) evaluates the term M and stores its value in E(z[a’]). The rules
(If1) and (If2) are straightforward.

The rules (Insert), (Getl), and (Get2) deal with tables of keys. The rule
(Insert) evaluates the inserted element and adds it to the table Thl, by adding it
to the list 7(Thl). The rules (Getl) and (Get2) compute the list of elements that
satisfy the condition of the get. When this list is empty, the else branch is taken
by rule (Get2). When this list is not empty, the rule (Getl) chooses an element
of this list {, stores it in E(z1[a']), ..., E(zx[a’]), and takes the in branch. The
Jj-th element of the list [ is chosen with probability almostunif ({1,...,]l|},7). In
case the same element af, .. ., ag occurs several times in the list [, the probability
of choosing that element is the sum of the probabilities of all its occurrences.
The probability of choosing a,...,a? is then close to m/|l|, where m is the
number of times this element appears in [.

The rule (Call) implements the oracle call let (z1[a] : Th,...,zw[a] : Ti) =
O[My,...,M])(Ny,...,Ng) in P else P'. It evaluates the indices M,..., M,

of the oracle to call into @’ and its arguments Ni,..., N into by, ..., by; after
evaluation, we want to call the oracle O[a'](by,...,br). Then, it looks for the
definition @ of the oracle O[(;’] in the callable oracles Q. It calls Qp by re-
moving it from the callable oracles, storing by, ..., b in the arguments of @y,
and running its body P”. The element (z1[al,...,zx[a]), P, P') is pushed on
the stack S: x1[a],...,xx [a] are the variables in which the return value of Qg
should be stored, P is the process to execute when Qg returns, and P’ is the
process to execute when Qg terminates with end.

The rule (Return) pops an element ((z1[a], ...,z [a]), P, P") from the stack,
stores the return value in z1[al,...,zx [a], and executes P. It adds to the set
of callable oracles Q the oracles Q' defined in the oracle definition Q" located
after the return statement. The set oracledefset((Q) contains all oracle definitions
provided by the oracle definition ), with replication indices instantiated to all
their possible values, defined as follows:

oracledefset(0) <= ) (Nil)

oracledefset(Q1 | Q2) = oracledefset(Q1) U oracledefset(Qs) (Par)

oracledefset (foreach i < n do Q) = U oracledefset(Q{a/i}) (Repl)
a=1

~ ~ def

oracledefset(O[i](x1[i]) : T, ..., x[i] : Tp) :== P) &
{(Ofi)(x1[i] : Tv, ... xx[i] : Ti) == P}

The notation Q{a/i} means that we replace all occurrences of ¢ by a in Q.

(Oracle)
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The rule (End) also pops an element ((z1[a], ...,z [a]), P, P’) from the
stack, but executes the process P’. The rule (Event) adds the executed event
to the list of events £.

The rules (Loopl) and (Loop2) implement the loop statement. The rule
(Loopl) performs one iteration of the loop. To that effect, it creates two fresh
variable names rl’l/l - and by, ., calls the oracle O and stores its return values in
these variables. When the value b,/ .[a] returned by O is stop, that is, false, it
ends the loop and continues by executing P with the result r[a] bound to the
value of r(’l/lﬁr['d]. When b, [a] is continue, that is, true, it reruns the loop. If
the oracle O terminates with an end statement, it ends the loop and continues
by executing P’. The rule (Loop2) handles the case in which the loop stops by
reaching the bound N7 of the loop index.

The initial configuration for running the oracle definition Qg is Ci(Qo) =
0,let x[] : bitstring = Osgare() in return(z) else end, Ty, oracledefset(Qo), D, [],
where To(7Thl) = [] for all tables Tbl. This configuration starts by calling oracle
Ostart- The oracle definition @ typically contains a protocol in parallel with an
adversary.

CryptoVerif verifies the following requirements on Qq:

Property 4.3 Variables are renamed so that each variable has a single defini-
tion. The indices i of a variable x[i] are always the indices of replications above
the definition of x.

Property [£.3] makes sure that a distinct array cell is used in each copy of a
process, so that all values of the variables during execution are kept in memory.
(This helps in cryptographic proofs.)

Property 4.4 The processes are well-typed. (In particular, functions and ora-
cles receive arguments of their expected types. For brevity, we do not detail the
type system; see [6] for a similar type system.)

Property [£.4] requires the adversary to be well-typed. This requirement does not
restrict its computing power, because well-typed processes are Turing-complete,
since primitives can implement any deterministic Turing machine. The type
system also does not restrict the class of protocols that we consider, since the
protocol may contain type-cast functions f : T'— T to bypass the type system.
The type system just makes explicit which set of bitstrings may appear at each
point of the protocol.

Property 4.5 We define types of oracles as follows. The type of a return(My,
., My); Q statement consists of the types of My, ..., My and the list of types of
the oracle definitions at the beginning of Q, ordered from left to right. The type
of an oracle definition consists of the oracle name, the bounds of the replications
above that oracle definition, the types of the arguments of the oracle, and the
common type of its return statements.
An oracle may have several return statements, but they must be of the same
type. When there are several definitions of an oracle with the same name O,
they must be of the same type.
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Property guarantees that the various definitions of an oracle are consistent,
and can in fact be compiled into a single function in OCaml. The oracles at
the beginning of @) are the oracles found in @ without recursively looking into
oracle definitions.

Property 4.6 Oracles with the same name can be defined only in different
branches of an if or get construct. In an oracle definition Oli](z1[d] : T4, ...,
xk[ﬂ : Ty) := P, the indices i are always the indices of replications above that
oracle definition.

Property [£.6] guarantees that there exists a single callable definition for each ora-
cle. This property is formalized by the following lemma, proved in Appendix [A]

Lemma 4.7 (Oracle name and indices unicity) If the configuration C =
E,P,T,Q,S8,& is reachable from the initial configuration C;(Qo) by reductions
—p, then the set of callable oracles Q contains at most one oracle with a given
name O and given replication indices a.

This lemma proves that the rule (Call) is deterministic. Therefore, all rules are
deterministic, except the rules (New) and (Getl) which may make probabilistic
choices.

As a consequence, if a configuration C is non-blocking (that is, C —, C’ for
some p and C’), then the sum of the probabilities of all the possible reductions

from C is 1:
>, pc)=1.
{C’ICHP(C/)C’}

Definition 4.8 (Traces) Let us denote traces with the symbol CT. A trace is
a sequence of reductions CT = Cy —p, -+ —p, Cn whereCy,...,C, are semantic
configurations such that C; —p, , Ciy1 fori=0,...,n—1.

A complete trace is a trace whose last configuration is blocking.

The probability of the trace CT is Pr[CT] =p1 X -+ X p,. When no trace in
a set of traces CTS is a prefiz of another, the probability of CTS is the sum of
the probabilities of its elements.

The notation C — C' means that there exists a trace beginning at C and
ending at C', and p is the probability of the set of all traces beginning at C and
stopping at their first occurrence of C'.

The notation C —} C' means that C —% C" and C # C', that is, all traces
from C to C' have at least one step.

The notation C —* C' means C —7 C'. We denote the number of steps in
the trace CT as |CT| =n.

Intuitively, when no trace in CTS is a prefix of another, the traces in CTS
correspond to disjoint cases, so the probability of CTS is the sum of probabilities
of the traces in CTS. (When CT is a prefix of CT”, the trace CT” is a particular
case of CT.) In the notation C —; C’, we consider the set CTS of all traces
beginning at C and stopping at their first occurrence of C'. No trace in this set
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is a prefix of another: if a trace CT1 was a prefix of CT 2 with both traces in
CTS, then CT 5 would contain C’ in the middle, at the end of the prefix C7T 1, so
it would not stop at the first occurrence of C’, which contradicts the definition
of CTS. Therefore, the probability p = Pr[CTS] is well defined.

In CryptoVerif, since for every reduction with a probabilistic choice, the
environment E is modified so that we can determine from E which reduction
was used, and one cannot remove elements from FE, there will be at most one
trace from one configuration to another. However, the notations of Definition [-§]
are also used for OCaml where there could be several configurations reducing
to the same configuration, so they support this situation.

Finally, the security properties are defined using distinguishers D which are
functions that take a list of events £ and return true or false. We denote by
Pr[C :(°Y) D] the probability of the set of complete CryptoVerif traces start-
ing at C and such that the list of events £ in their last configuration satisfies
D(E) = true. We define D such that D(E) = true if and only if £ does not
satisfy the desired security property. We represent the adversary for Qo by any
CryptoVerif process D,y that does not contain events nor variables that occur
in Q. Then CryptoVerif bounds the probability Pr[Ci(Qo | Qagv) :'“¥) D], that
is, the probability that the adversary (Q.q, breaks the desired security property
in g, for any adversary Q.qv for Qp.

Example 4.9 To show that the protocol Qo of Example [{.]] satisfies the cor-
respondence ¢ “for all m/, if Baccepts(m’) has been executed, then Asends(m')
has also been executed”, we define D, by D.(£) = true if and only if the corre-
spondence does not hold, that is, £ contains Baccepts(m’) but not Asends(m’)
for some m’. Then CryptoVerif shows that for all Q.qy,
Pr(Ci(Qo | Qaav) :“Y) D.] < Succlf ™ (t + (N2 — 1)tcheck, N1)

where t is the execution time of the adversary Qagv, tcheck is the maximum exe-
cution time of a call to check, N7 is the maximum number of calls to oracle OA,
Ny is the maximum number of calls to oracle OB, and Succgfg;cma (t',n') is the
probability of forging a signature in time ¢’ with at most n’ calls to the signature
oracle. When the signatures are UF-CMA, the probability Succ;'ifg;cma(t’ ,n') is
small for reasonable values of ¢ and n/, then so is Pr[Ci(Qo | Qaav) :‘“¥) D], so
the desired security property holds.

We can also define secrecy using events and distinguishers [7].

4.3 Annotations

In order to compile a CryptoVerif process into an implementation, we added
annotations to the language, to specify implementation details.

First, we separate the parts of the process that correspond to different roles,
such as client and server, which will be included in different OCaml programs
in the generated implementation. We annotate processes to specify roles: the
beginning of a role role is specified by adding the annotation role{ just before
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the oracle definition @) that starts role, where role is the name of a role, such
as alice or bob; the end of the role role is specified by a closing brace } between
a return(...) and its following oracle definition @’. We denote by Q(role) the
part of the process corresponding to the role role. A role can contain several
oracles, and can thus represent a protocol participant that receives or sends
several messages, for instance as follows:

role {O1(x1 : T1) := .. .return(Mz); Oz (x5 : T3) := ... return(My)}.

In this example, the role role receives x1, replies with My, then receives z3 and
replies with My. The adversary schedules this exchange by calling Oq (M),
getting M, as answer, then calling O(Ms3), and getting My as answer.

The process for a role Q(role) may have free variables, but CryptoVerif re-
quires that these free variables be defined under no replication, so that they can
be passed from the process that defines them to the process Q(role), which uses
them, simply by storing each variable in a file. (There must be a single value to
store, not, one for each value of the replication indices. Storing variables in files
is useful for variables that are communicated across roles, for example long-term
keys that are set in a key generation program and later used by client and server
programs. Using files is not the only possible implementation: we only need an
implementation that provides persistent storage and guarantees that only our
generated code has access to stored data. In particular, the adversary must not
have access to stored data.) The user must also declare, for each free variable
z[] in a role, the file file in which the variable will be stored. Let Files be the
set of these pairs (z[], file). Let also Tables be the set of pairs (Tbl, file) such
that the table Tbl will be stored in file file.

Example 4.10 Let us annotate the protocol of Example [{.1]
keygen[pk > pkfile, sk > skfile]{ Okeygen() :=
k & keyseed; pk < pkgen(rk); sk < skgen(rk);
return(pk) }; (foreach i; < Ny do Pg | foreach is < Ny do Pg)
Py = alice{ OA() :=
m & nonce; s & seed; event Asends(m); return(m, sign(m, sk, s))
Pp = bob{ OB(m/ : nonce, s' : signature) :=

if check(m/, pk,s’) then (event Baccepts(m'); return()) else end

We divide this process into three parts. First, the key generation part is rep-
resented by the role keygen, which contains just the oracle Okeygen. The an-
notation pk > pkfile, sk > skfile means that we store the public key pk in the
file pkfile so that all replications of oracle OB can access it, and analogously, we
store the secret key sk in the file skfile so that all replications of oracle OA can
access it. In order words, Files = {(pk][], pkfile), (sk[], skfile)}.

The role alice, which contains the oracle OA, corresponds to the role of Alice
and the role bob, which contains the oracle OB, corresponds to the role of Bob.
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For these two roles, there is no need to write the closing braces } because there
is nothing after them.

Finally, the user annotations provide, for each CryptoVerif type T', the cor-
responding OCaml type G1(7') as well as several OCaml functions:

e The function Gyandom(T) : unit — G7(T) generates random numbers uni-
formly in T' (when T is used in a random number generation).

e The serialization function Geer(T') : GT(T') — string converts an element of
type Gt(T) to an OCaml string. The deserialization function Gyeser(T') :
string — Gt (T) performs the inverse operation. When deserialization
fails, it must raise the exception Bad _file; this exception is raised only
when a file has been corrupted. These functions are present when values
of type T are written or read from tables and files.

e The predicate function Gpred(T') : G1(I') — bool returns true if its argu-
ment corresponds to an element of type 7" and false otherwise (when T is
present in the interface of the oracle definitions).

The user annotations also provide, for each CryptoVerif function f: 7} x --- X
T — T, a corresponding OCaml function G¢(f) : Gr(Th) x -+ X G1(Tpn) —
Gt(T). We assume that these functions are all provided in an OCaml module

HMprim-
CryptoVerif verifies the following properties:

Property 4.11 There is a single occurrence of each role role. If a role is defined
after an oracle O, this oracle O must have globally at most one return, and must
be in a role.

This property guarantees that we know which process to compile for a given
role, and which roles start after the return from a given oracle.

Property 4.12 There are no nested roles.
Furthermore, for simplicity, we also assume the following points:
Assumption 4.13 All oracle definitions are included in a role.

This assumption is relaxed in the implementation: we accept all processes in
which all oracles in a role are not preceded by oracles not in a role. In practice,
oracles outside a role serve in representing features, such as corruption of proto-
col participants or registration of dishonest participants, that are needed in the
proof of the security property but not in the implementation of the protocol.
For instance, in Example [£.2] the oracle OR would typically not be included
in a role. To extend our proof to the general case, if the process @)y does not
satisfy Assumption we transform it into a process @) that satisfies As-
sumption [£.13] by adding roles or by continuing existing roles till the end of the
process instead of terminating them. The generated OCaml modules for Q)
contain unused OCaml code, which is not generated for Qq. It is fairly obvious
that removing this code preserves the security of the implementation.
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Assumption 4.14 No replication occurs above a parallel composition or a repli-
cation. When the definition of a role role is under replication foreach i <

N do role{Q, its contents Q consists of an oracle definition O[i](...) := ...
or of a parallel composition of such oracle definitions (without replication).

A process can be transformed so that no replication occurs above a paral-
lel composition by distributing the replications into the parallel compositions:
foreach i« < N do (@1 | Q2) can be transformed into (foreach i1 < N do Q1) |
(foreach ia < N do Q2): both processes allow calling the oracles defined in Q
and Q2 at most N times. We can encode nested replications by adding a dummy
oracle between the two replications: the process foreach i < N do foreach j <
N’ do @ can be transformed into foreach ¢ < N do O() := return(); foreach j <
N’ do Q.

By Properties and there cannot be, in the same process, a
definition of an oracle O directly under replication and another definition of the
same oracle O not directly under replication. Hence, we can use the phrase “O
is under replication” unambiguously. Moreover, by Property [£.5] the bound of
the replication above a definition of an oracle O is the same for all definitions
of O.

Assumption 4.15 For each oracle O under replication, we let No be the bound
of the replication above the definition of O. For each role role under replication,
we let Nyoe be the bound of the replication above the definition of role. All these
bounds No and Nye are pairwise distinct.

After transforming the process so that it satisfies Assumption[d.14] we can trans-
form it into a process that satisfies Assumption by renaming the bounds of
replications above distinct roles or oracles to distinct bounds. For instance,
(foreach i1 < N do Q1) | (foreach is < N do @3) becomes (foreach iy <
N; do Q1) | (foreach i < Ny do @Q2). Using distinct bounds for each oracle
and role allows us to be more precise when counting the number of times an
oracle has been called.

Assumption and are relaxed in our implementation: we warn the
user when the process does not satisfy them, but we accept the process. Not
heeding these warnings will lead to CryptoVerif returning imprecise, but sound,
probabilities of security. We use these assumptions because they simplify the
proof without losing much generality. Our result can be extended to the general
case as follows: if the process QQy does not satisfy Assumption or [4.15] we
transform it into a process @, that satisfies these assumptions as outlined after
each assumption. We apply our theorem to Qf and argue that the implemen-
tation generated from () is also secure since it is basically the same as the one
generated from Q.

5 The OCaml Language

This section presents the OCaml language, the target language of our compiler,
by giving its syntax and semantics. We omit some constructs, such as loops
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and type constructors, which are not used by our compiler. The subset that
we consider is still Turing complete, so we do not lose expressivity by removing
these constructs. To define the formal semantics, we adapted the small step
operational semantics of the core part of OCaml by Scott Owens et al. [17, [18§].

5.1 Syntax and Informal Semantics

Figure [f] summarizes the syntax of our subset of OCaml. For brevity, we ignore
types in this syntax.

Pattern-matching is a central feature of OCaml. A pattern pat describes the
form of a value to be matched. When we match a value v with a pattern pat,
if the value is of the correct form, then we bind each variable x occurring in
the pattern pat to the corresponding part of v. Patterns must be linear, that
is, no variable can occur more than once inside a pattern. When we match a
value v with the pattern matching pat; — ey | ... | pat,, — e,, we match v
sequentially to the patterns pat,, ..., pat,. If the first pattern that matches v is
pat;, then we evaluate e;. If no pattern matches v, then we raise the exception
Match failure.

The basic operations of the language are implemented by primitives prim.
We write binary primitives in infix notation: for example, we write v; = vs
rather than (=) v; vo. We consider the following primitives: not is the boolean
negation, (=) is the equality test, raise e raises the exception e. We use prim-
itives to manage references, which are mutable memory cells. We represent
memory cells by locations [; we also use special locations to represent files. The
reference creation ref v creates a new location [, store the value v in [, and re-
turns the location . The assignment [ := v replaces the contents of the location
[ with the value v. The dereference !l returns the contents of the location {. We
also introduce a primitive for random number generation: random () returns a
random boolean, true or false, with equal probability. This primitive was not
present in [I7), [18]. It formalizes Assumption that our implementation uses
a perfect random number generator. It makes the semantics probabilistic. The
language also includes primitives to manage other native types such as integers
(e.g., addition and multiplication) and strings (e.g., concatenation, extraction
of substrings, and conversion between integers in {0, ..., 255} and one-character
strings). Strings are immutable values in our semantics. In contrast, in OCaml,
values of type string are mutable. Our strings could be implemented in OCaml
as an abstract type, on which only operations that do not mutate strings are
implemented.

Most expressions are standard. Constants ¢ can be integers, strings, boolean
values true or false, the empty list [], the unit constant (), exceptions, and
constant constructors. The expression function pm defines a function. When
this function is applied to a value v, it matches that value using the pattern
matching pm. The application e; es applies the function e; to the argument
es. The sequence operation eg;es; evaluates ej, ignoring its result (but ob-
viously keeping its side effects), then evaluates e;. The matching operation
match e with pm evaluates e and matches the result of e using the pat-

23



pat =
T

(paty,...,pat,)
paty :: paty
pm =
pat; = e1 | ... | pat, — ey

e =
prim
x
l
c
(e1,.--,€n)
€1 . €2
function pm
€1 €2
er; ez
if e; then e, else e3
match e with pm
try e with pm
let pat = e; in ey
let rec x; = function pm; and ...

function[env, pm]
letrec[env, {1 — function pmg, ..

addthread (program)
schedule(e)

d:=
let pat = e
let rec x; = function pm; and ...

definitions ::=
€
d;; definitions
program ::=
definitions
raise e

pattern
variable
universal pattern
tuple
list constructor

pattern matching
pattern matching

expression
primitive
variable
location

constant ([], (), 0, false, ...)

tuple

list constructor
function
application
sequence

if

pattern matching
try

let

and z,, = function pm,, in e

let rec
closure

, &, — function pm,} in z;]
let rec closure, 1 <i<n
addition of a thread
schedule

definition
let
and z,, = function pm,,
letrec

definitions
empty definition list
definition list

program
list of definitions
exception

Figure 5: OCaml syntax
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V= value

prim vy ... v; partially applied primitives
(prim is n-ary and 0 < j < n)

c constant ([], (), 0, false, ...)

l location

(v1,...,0p) tuple

V1 i Vg list constructor

function|[env, pm)| closure

letrec[env, {x; — function pm.,...,z, — function pm,} in ;]

let rec closure

Figure 6: OCaml values

tern matching pm. The try construct try e with pm returns the result of e
if e does not raise exceptions; if e raises an exception v matched by a pat-
tern in pm, it returns the result of match v with pm; if e raises an ex-
ception v that is not matched by a pattern in pm, it also raises the excep-
tion v. The let binding let pat = e; in ey evaluates e;, matches the result
with the pattern pat, which binds the variables in pat, and finally evaluates
e2. When the pattern matching fails, it raises the exception Match failure.
This construct is equivalent to match e; with pat — es. The let rec binding
let rec ;1 = function pm; and ... and z,, = function pm,, in e defines
n mutually recursive functions x1,...,x,, and evaluates the expression e using
these functions.

Closures are not present in the initial program, but they serve to represent
functional values internally. The closure function[env, pm] comes from the
function function pm. It contains the code of the function (pm), and an envi-
ronment env that maps the free variables of pm to their values. Closures allow
one to evaluate functions using the values that the free variables of the function
had at the definition of the function. (In other words, OCaml uses static vari-
able binding.) The let rec closure letrec|env, {z; — function pm;,...,z, —
function pm,} in x;] is similar, but for mutually recursive functions. It records
several mutually recursive bindings together.

A security protocol typically involves several programs running in parallel
on different machines. We model this situation by considering several threads.
To manage threads, we introduce two new expressions, addthread(program)
and schedule(e). The expression addthread(program) creates a new thread
that runs the program program. The expression schedule(e) stops execution of
the current thread and continues execution of the thread number e. (Threads
are designated by integer numbers. The initial thread, started at the beginning
of the program, has number 1. The threads created by subsequent calls to
addthread have numbers starting at 2 and increasing by one each time a new
thread is created.)

We define the list expression [e1;eq;. .. ;e,] as syntactic sugar for ey :: (eq ::
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v matches x> {x — v} (Variable)

v matches >0 (Any)
V1 <4 < n,v; matches pat; > env;

. (Tuple)

(vi,...,v,) matches (paty,...,pat,)> P, ; env;
vy matches paty > envy vo matches paty > enve (List)

is
v1 it vg matches paty i paty > envi B enve
Figure 7: Matches predicate

it (e 2 [])...). The expression e&& ¢’ is syntactic sugar for if e then ¢’

else false, and e || ¢’ is syntactic sugar for if e then true else ¢'.
A program is a list of top level definitions d, or the raising of an exception.
We omit the final ¢ in a sequence of definitions when it is not empty.
Expressions reduce into values or exceptional values. As summarized in
Figure [0} the values v are functional values like closures, constants ¢, locations
[, and tuples and lists of values. An exceptional value is raise v, where v is an
exception value (a constant).

5.2 Formal Semantics

We define step by step the semantics of the various constructs of the language.

5.2.1 Pattern matching

We define the predicate matches in Figure[7} we have v matches pat>env when
the value v matches the pattern pat, and the environment env is a mapping from
the variables of pat to their values, computed by the pattern matching. The
operation env @ env’ £ env [ Bomtenoy Y env’ adds the bindings of env’ to those
of env; when a variable is bound in both environments, the binding of env’ is
kept. Since patterns are linear, in Figure|7] the operation env & env’ is always
used with environments env and env’ that have disjoint domains; the general
case is used below. We also define v matches pat as Jenv,v matches pat > env.

5.2.2 Primitives

The semantics of primitives is defined in Figure This semantics is defined

by rules of the form prim vy ... v, L>p e where prim is an n-ary primitive.
Such a rule means that prim v, ... v, reduces to e with probability p. In
contrast to [I7, 18], the semantics is probabilistic, because of the presence of
the primitive random. The probability p is omitted when it is 1. The label
L is used to reflect the operations on locations. It is empty when locations are
unaffected. The label ref v = [ means that a new location [ is created, with
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contents v. The label !l = v means that the current contents of location [ is v.
The label [ := v means that the contents of the location [ is changed into v.
The rules are straightforward; they reflect the semantics defined informally in
Section One is not allowed to test equality between functional values, so
we use the predicate funval, also defined in Figure [8] to test whether a value
is functional, and raise the exception Invalid argument when we try to test
equality between functional values. There is no rule for the primitive raise:
raise v is an exceptional value, it does not reduce.

5.2.3 Expressions and Programs

The semantics of [I7, [I8] substitutes variables with their values. Instead, we
define an environment env that maps variables to their values. This way, it is
easier to relate the OCaml state to the CryptoVerif state which also contains an
environment. Because of this change, we also need to add an explicit call stack
stack. The stack is a list of pairs (env, Cp,), where Cy, is a minimal evaluation
context, that is, an expression with a hole [-], such that the expression inside the
hole can be immediately evaluated. We define a minimal evaluation context as:

Che := minimal expression evaluation context
e [] apply
[]v apply function
let pat =[] ine let
[;e sequence
if [] then e; else ey if
match [-] with pm match
try [] with pm try
(€1, s €i—1,[],Vit1y -, Un) tuple
e[ consl
[]:=wv cons2
schedule([]) schedule
Crp 1:= minimal program evaluation context
let pat = [];; definitions let

For example, we evaluate the argument of applications first, and when it be-
comes a value, we evaluate the function, so e [-] and [-] v are evaluation contexts.
Tuples and lists are evaluated from right to left. We denote by Cme[e] the context
Cme with the hole [-] replaced by e, and similarly for Cp. The stack contains
a minimal program evaluation context Cnp in the last element of the list and
expression evaluation contexts Cp in the other elements if it is non-empty.
Hence, we evaluate expressions and programs by reducing triples env, pe,
stack, where pe means program program or expression e. The reduction rules
env, pe, stack «é—>p env’, pe’, stack’ are defined in Figures |§| and for expres-
sions and Figure [IT] for programs. The label L is defined above in Section [5.2.2]
These reductions are probabilistic; the probability p is omitted when it is 1.
Most rules are straightforward. In order to evaluate an expression Cpele], we
need to reduce e under the context Cy,.. To do that, we push the context
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Functional values:

prim is an n-ary primitive 0<ji<n Lo
. (Primitive)
funval(prim vy ... v;)
funval(function|env, pm|) (Function)
funval(letrec[env, {z1 — function pm,, ..., z, — function pm,} in z;])
(Let rec)
Primitives:
not not false — true (Notl)
not true — false (Not2)
funva{(v) or fuiwal(v’) (Funval)
v = v’ — raise Invalid argument
¢ =c — true (Constantl)
/
__ce#e (Constant2)
(=) c=c — false
V1 v = 0) vl — vy = 0] && vy = v (List1)
vy it vg = [| — false (List2)
[] = v} :: vy — false (List3)
(V1. yvp) = (V] .., 0)) — v =01 && L. &&e v, = 0,
(Tuples)
ref { ref v =L =L (New ref)
(::) L l:i=v -
li=v——() (Assign)
| =v
’ { =y (Dereference)
random { a € {true, false} (Random)

random () —/2 a

Figure 8: Rules for OCaml primitives
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Chme on the stack with the current environment by rule , evalu-
ate the expression e until it becomes a value v, and finally pop the context
Chme from the stack by rule , inserting the obtained value v in
Chne, yielding Che[v]. In case the expression e raises an exception v, we use
rules (Context raisel)) and (Context raise2). If the context Cpe is not a try
context, the result of Cpele] is also raise v by (Context raisel]). If Cpe is
a try context, we evaluate that try by (Context raise2)), followed by .
The rules (Let ctx inf), (Let ctx out]), and (Let ctx raise) play the same role
as (Context inl), (Context out|), and (Context raisel|) respectively, for programs
instead of expressions: they allow reducing under the minimal program eval-
uation context let pat = [;; definitions. There is no rule corresponding
to for programs because there is no try program context.
Example 5.1 Let us present as an example the reduction of a simple program
in an empty environment and an empty stack:

0,let = = if random () then 0 else 1;;,[].

We first reduce the expression part of the let, by keeping in the stack the fact
that the expression is under the context let = []. This expression reduces
eventually to a value, and at this point we insert this value back into the context.

So we first reduce the previous configuration by (Let ctx in) into:
0,if random () then 0 else 1, [(),let = = [-];;)]

By , we prepare to reduce the condition of the if:
¢, random (), [(D,if [] then 0 else 1); (,1let = = [];;)]
By (Random)), random () reduces to true with probability 1/2 and false with

probability 1/2. For the purpose of the example, let us consider the case where

random () reduces to true. By (Primitives)), the configuration reduces with
probability 1/2 into

0, true, [(0,if [-] then 0 else 1); (0,1et x = [-];;)]
By (Context out), we insert the value of the condition back into the if:
(,if true then 0 else 1, [(0,1let z = [];;)]

By , we evaluate the if:
0,0,[(0,let = = [::)]
By , we insert the obtained value back into the context let = = [-];;
0,1et = = 0;;,[]
By , we have that 0 matches x> {z — 0}. So, by , the

configuration reduces into the following last configuration:
{z =0} ]

The expressions addthread(program) and schedule(e) are treated specially
because they alter parts of the semantic configuration other than env, pe, stack.
Their treatment is detailed in Section [5.2.5)
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env, x, stack — env, env(x), stack (Env)

. L
prim vy ... Un*—>p€

T (Primitives)
env, prim vi ... Uy, stack —, env, e, stack

e is not a value
and, when C,e is a try context, e is not an exceptional value

Context i
env, Cmelel, stack — env, e, (env, Cne) :: stack (Context in)

env’, v, (env, Ce) :: stack — env, Cine[v], stack (Context out)

Che 18 not a try context

r— : (Context raisel)
env’, raise v, (env, Cpe) :: stack — env, raise v, stack

Chme is a try context

- - Context raise2
env’,raise v, (env, Cpe) :: stack — env, Cre[raise v], stack ( )

env, function pm, stack — env, function[env, pm], stack (Closure)

env, function|env’, pm] v, stack — env’, match vg with pm, stack
(Expr apply)
env, v; e, stack — enwv, e, stack (Sequence)
env, if true then e; else es, stack — env, ey, stack (If1)
env, if false then e else es, stack — env, es, stack (If2)

v matches pat > env’

env, match v with pat — e | pat; — e | ... | pat,, — e, stack —
env ® env’, e, stack
(Match1)
(v matches pat)
env, match v with pat — e | pat; — e1 | ... | pat,, — ey, stack —
env, match v with pat; — ey | ... | pat,, — e,, stack
(Match2)

—(v matches pat)

env, match v with pat — e, stack — env,raise Match failure, stack
(Match fail)

env, try v with pm, stack — env, v, stack (Tryl)

env, try raise v with pm, stack —

env, match v with pm | _ — raise v, stack (Try2)

Figure 9: Rules for expressions
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v matches pat > env’

Letl
env, let pat = v in e, stack — env @ env’, e, stack ( )
=(v matches pat
. ( p- ) - (Let2)
env,let pat = v in e, stack — env,raise Match _failure, stack
letrecenv = {x1 — function pmg, ...z, — function pm,}
env,let rec z; = function pm; and ... and z,, = function pm,, in e, stack

— env[z1 — letrec|env, letrecenv in x4],

.
x, — letrec|env, letrecenv in x,)], e, stack

(Closure let rec)

letrecenv = {x1 — function pmy,...,x, — function pm,}

env, letrec[env’, letrecenv in z;] vy, stack —
env’[zq — letrec[env’, letrecenv in 4],

x, — letrec[env’, letrecenv in x,]],
match vy with pm,, stack

(Expr letrec apply)
Figure 10: Rules for expressions (continued)

5.2.4 Store

As usual, the contents of locations are stored in a store, which maps locations
to their current values. Figure ﬂ defines the relation store —= store’. If a
program or an expression reduces by env, pe, stack L;n env’, pe’, stack’, then

the store store will be updated into store’ such that store L\ store’. When L
is empty, the store is unchanged by rule (Store empty|). When L is !l = v, the

store is also unchanged, but the reduction succeeds only when the contents of
I is v, by rule (Store lookup)). When L is [ := v, the store is updated so that
[ contains v, by rule (Store assign]). When L is ref v = [, a new location [ is
created with contents v, so the contents of I must not be defined in the initial

store, by rule (Store allod).

5.2.5 Toplevel Reduction

As mentioned in Section and in contrast to [I7, [I8], we consider several
threads running in parallel. Each thread has a configuration th, = (env;, pe,,
stack;, store;) that contains the current enwv;, pe;, stack; as explained in Sec-
tion [5.2.3] as well as the contents of locations local to this thread, in a store
store;, as explained in Section The complete semantic configuration is
then

C = [thy, ..., thy], globalstore, tj
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e is not a value
env, let pat = e;; definitions, [| — env, e, [env,let pat = [-];; definitions]
(Let ctx in)

env’, v, [env, let pat = [];; definitions] — env,let pat = v;; definitions, []
(Let ctx out)

env’, raise v, [env, let pat = [];; definitions] — env, raise v, ]
(Let ctx raise)

v matches pat > env’
env,let pat = v;; definitions, [| — env & env’, definitions, []

(Let matchl)

—(v matches pat)

env, let pat = v;; definitions, ] — env,raise Match_failure, []
(Let match2)

letrecenv = {x; — function pmy,...,z, — function pm,,}

env, let rec z; = function pm, and ... and z,, = function pm,,;;
definitions, [| — env|[z; — letrec|env, letrecenv in x4],

.
x, — letrec|env, letrecenv in x,)], definitions, []

(Closure let rec)

Figure 11: Rules for programs

store — store (Store empty)

store(l) = v

T (Store lookup)
store ——— store

I € Dom(store)

(Store assign)
l:=v
store ——— store[l — ]

1 ¢ Dom(store)

rof vl (Store alloc)
store ———— store[l — ]

Figure 12: Store rules
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where #j is the number of the thread currently being executed, and globalstore is
a store for locations shared between threads. We use it to model the communi-
cation between threads by storing messages in global locations, and to store the
files containing private data from the CryptoVerif process (free variables of roles
and tables). In practice, these files may be copied from one machine to another
by the user, so they are actually shared between several threads. The values in
the global store contain no closure and no reference. (In OCaml, closures and
references can be written to a file only by marshalling, but marshalling is ruled
out by Assumption since it may bypass the type system.) The global store
contains locations in a set Locg, while the local stores contain locations in an
infinite set Locg, with Locg N Locy = 0.

The reduction rules for semantic configurations C are defined in Figure
Actually, this figure defines three relations. The relation th —, th', defined by
rule (Thread)), handles all operations that deal with the current thread only.
It updates the store using the same label L as the one used for evaluating the
program or the expression, and it checks that this label concerns the local store
of the thread. (The location [, if any, must be in Locy.)

Second, the relation th, globalstore —, th', globalstore’, defined by rules

(Globalstorel|) and (Globalstore2)), handles all operations local to one thread

and the global store operations. By rule (Globalstorel)), it uses the relation
th —p th' to handle the operations local to one thread. By rule (Globalstore2]),

it handles the global store operations. It updates the global store using the
same label L as the one used for evaluating the program or the expression, and
it checks that this label concerns the global store. The location [ must be in
Locg, and the creation of a location in the global store is forbidden. (Other-
wise, one would need a way to tell the system whether a new location should
be created in the local or in the global store, and to communicate the global
locations to the other threads.) We assume that all locations of the global store
are initialized at the beginning of the program.

Finally, the relation C —, C’, defined by the last four rules of Figure gives
the semantics of the full language. Rule runs the current thread ¢j, us-
ing the relation th, globalstore —, th', globalstore’. Rule (Toplevel add thread])
defines the semantics of addthread(program): it creates a new thread that
runs the program program, with empty environment, stack, and store. Rules
(Toplevel schedulel)) and (Toplevel schedule?)) define the semantics of schedule:
schedule(t;’) schedules thread number #j’ when this thread exists, and other-
wise it raises the exception Invalid argument.

Splitting the definition of the semantics into three relations allows us to
lighten notations in proofs: we can use the reduction on a thread, or on a
thread and the global store, without mentioning the other components when
they are not affected.

The construct addthread does not allow using the same local store in sev-
eral threads, which corresponds to forbidding fork in the middle of a role, as
mentioned in Assumption[A7] Moreover, we reduce only the active thread, and
we change threads only with schedule. Since neither the primitives nor the gen-
erated modules use schedule, thread scheduling is entirely under the control of
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the adversary. This seemingly restrictive semantics, in which only one thread
is active at a time and oracle calls cannot be interleaved with other threads, is
justified for two reasons.

e First, it is sufficient to represent all program executions under the weaker
assumption that two threads that read or write the same file are not
run concurrently. Indeed, two oracles can interfere with each other only
through files, and such interferences are forbidden by this assumption.
Hence, by swapping execution steps, a trace that obeys this assumption
with any interleaving of the oracle calls can be transformed into an equiv-
alent trace in which the oracle calls are never interrupted, that is, a trace
that can be scheduled in our semantics.

e Second, it resembles the CryptoVerif semantics, which also has a single
active thread and processes one oracle call after the other. This point
facilitates the proof of our compiler.

5.2.6 Modules

OCaml programs typically contain several modules. We adopt a very sim-
ple model of modules. A module named p consists of an OCaml program
program(p) and its interface interface(u) that is the set of OCaml identifiers de-
fined in g and usable in other modules. The program program(u) initializes the
module p and makes available the identifiers defined in the interface of the mod-
ule . When needed to distinguish identifiers coming from different modules,
we use identifiers of the form p.x for variables defined in module y. A correct
OCaml program is then of the form program = program(u1);; . . . ;; program(uy);;,
where, for all i < n, the free variables of program(u;) are defined in the interfaces
of p; with j < i, and program(p;) is a list of definitions. (The initial program
of a module is never raise e, but it may reduce into raise e during execution.)

Such a program is run by using the previous reduction rules from the initial
configuration

Co(program) = [(0, program, [],0)], globalstore,, 1

where globalstorey = {l — initval; | | € Locg} is the initial value of the global
store, and initval; is the default value for location I: the empty list [] for lists,
the empty string "" for strings, 0 for integers, false for booleans. Values in the
global store cannot contain locations and closures, so we do not define a default
value for them. The program program does not contain closures nor locations
in Locg, but may contain locations in Locg. (Closures are created by function
and let rec; locations in Locy are created by ref.)

Although we ignore types is our syntax, we suppose that our OCaml pro-
grams are well-typed, which is checked by the OCaml compiler, and we use the
guarantee that well-typed programs do not go wrong: a program stops only
when the current thread has been reduced into the empty definition list or an
exception raise v (with the empty stack).
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L ’
store —— store
Lisempty or Lisll=wv,1:=wv, or ref v =1 with [ € Locy
env, pe, stack L>p env’, pe’, stack’

(Thread)

env, pe, stack, store) —s,, (env’, pe’, stack’, store’
P

th —, th'
th, globalstore —s,, th', globalstore

(Globalstorel)

globalstore L, globalstore’
Lisll=wvorl:=vwith! € Locg
env, pe, stack L>p env’, pe’, stack’
(env, pe, stack, store), globalstore —,, (env’, pe’, stack’, store), globalstore’
(Globalstore?2)

th, globalstore —,, th', globalstore’

Toplevel
[thy, .. thy_1, th, thy1, ... thel, globalstore, tj —s, (Toplevel)

[thi,..., thij_1,th' thiji1,. .., thy], globalstore’, tj
[thi,...,thi_1, (env,addthread(program), stack, store), thyjy1, ..., thy],
globalstore, tj —

[thi, ..., thy_1, (env, (), stack, store), thyji1,. .., thy, (0, program, [],0)],
globalstore, tj

(Toplevel add thread)
1<t <n
[th,...,thy_1, (env,schedule(tj’), stack, store), thyji1, ..., thy],
globalstore, tj —
[thi, ..., thy_1,{env, (), stack, store), thyji1, ..., thy], globalstore, tj’
(Toplevel schedulel)

ti' <lortj >n
[th1, ..., thyj_1, (env,schedule(tj’), stack, store), thyy1,. .., thy],
globalstore, tj —>

[thi,...,thy_1, (env,raise Invalid_argument, stack, store), thyji1,. .., thy],
globalstore, tj

(Toplevel schedule2)

Figure 13: Top level rules
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5.2.7 Equivalence Modulo Renaming of Locations

The rule is non-deterministic, since the new location ! can be any
unused location in Locy. To remove this non-determinism, we consider equiva-
lence classes of OCaml semantic configurations modulo renaming of locations in
Locy. We still denote these equivalence classes as OCaml configurations C, and
denote an equivalence class by one of its members. On these equivalence classes,
the semantics is purely probabilistic. (There is no non-deterministic choice.) If
a configuration C can reduce, then the sum of the probabilities of all possible

reductions is 1:
> op@)=1
{C|C—pcH T}

Moreover, for each reduction C —, C’, we have p > 0.

We will also use notations similar to Definition [£.8] for the OCaml semantics.
We denote by CT an OCaml trace, CTS a set of OCaml traces, and we also use
the notation —* for reductions with several steps.

6 Instrumentation of the OCaml Semantics

In order to prove the correctness of our compiler, we instrument OCaml code
in three ways; this section details this instrumentation and proves that it does
not alter the semantics of OCaml.

First, we add a new kind of functions and closures tagfunction that be-
have exactly in the same way as regular functions and closures, but are la-
beled with additional tags. We use these tagged functions to differentiate func-
tions coming from our generated code and functions coming from the adver-
sary. Hence, we add two new expressions tagfunction’ pm for tagged func-
tions and tagfunctiont’T[em)7 pm] for the corresponding closures. We also add
tagfunction”” [env, pm] to the values. The tag t indicates the origin of the
function or closure; it will be an oracle name or a role name, indicating that
the function implements this oracle or role. The tag 7 is a fresh tag generated
when the function is reduced into a closure: each new closure gets a different
tag, so that two closures are the same if and only if they have the same tag.
This property will be used in Section [§| to count the number of calls to the same
closure. The semantic rules for tagged functions are given in Figure They
are the same as those for ordinary functions, except for the addition of tags.
Much like for locations, we consider traces modulo renaming of tags 7, so that
the choice of a fresh tag 7 in does not lead to non-determinism.
The condition that 7 is fresh in this rule means that 7 is distinct from all tags
previously used in the considered trace.

Second, we need to be able to match CryptoVerif events, so we add to
the semantic configuration an element events that contains the list of the
events executed until now. We add the expression event ev(eq,...,e) that
adds the event ev(vy,...,vg) to events when eq,..., e, evaluate to the val-
ues v1,..., v respectively. We consider a new minimal expression evaluation
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funval (tagfunction” " [env, pm]) (Tagged funval)

7 fresh

env, tagfunction’ pm, stack — env, tagfunction” [env, pm)], stack
(Tagged closure)

env, tagfunction”” [env’, pm] vy, stack — env’, match vy with pm, stack
(Tagged expr apply)

Figure 14: Semantics of tagged functions

context event ev(ey,...,e;—1,[],Vit1,...,0n), for evaluating the arguments of
events via rules (Context in) and (Context out]), and for handling exceptions
inside events via rule (Context raisel|). Events serve in specifying security prop-
erties of protocols, so they appear in generated code, but cannot be used by the
adversary.

Third, the roles of a CryptoVerif process cannot be executed in any order: if
a role is defined after the return from an oracle, it can be executed only after the
previous oracle has returned. For instance, we can run a server only after gen-
erating its keys. We need to enforce this constraint also in the OCaml program.
Each CryptoVerif role role is translated by our compiler into an OCaml module
trole- We add to the OCaml configuration the multiset of callable modules MI
that contains pairs (role,y) of a module uoe and a flag v € {Once, Any}, in-
dicating, if Once, that the module can be called only once and if Any that the
module can be called any number of times. Hence, the instrumented semantic
configuration is

CI = [thy,. .., thy], globalstore, tj, M, events

We adapt the toplevel semantic rules to this configuration as shown in Figure [I5]
The instrumented semantic rules (New toplevel), (New toplevel schedulel)),
and (New toplevel schedule2)) are straightforwardly adapted from the corre-
sponding rules in the non-instrumented semantics by adding the components
MI, events. The rule gives the semantics of event: it adds
its argument ev(vy,...,v,) to the list events in the configuration and returns
(v1,...,v,). The rule (New toplevel add thread)) gives the instrumented seman-
tics of addthread: the addthread construct is modified to reject new programs
that contain a module that cannot be called. We let M be the set of generated
modules. The programs spawned by addthread can be of two forms. Either
they are attacker programs that contain neither the module corresponding to the
primitives pipim nor any generated module in Mg, or they are protocol programs
that first contain the module corresponding to the primitives pprim, then the
necessary generated modules p1,...,u; in Mg, and finally any non-generated
program program’. (We require this order on the modules for simplicity.) The
generated modules 1, ..., u; must be callable according to the value of MI. The
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th, globalstore —s,, th', globalstore’

thy,...,thy_1,th,thyiiq, ..., thy, globalstore, tj, M, events —
[ 5 5+ g J D
th, ..., theyi—1,th’, theit1, ..., thy], globalstore’, tj, ML, events
[ ] 5+ g J
(New toplevel)

program = program (tperim);; program(u1)s; - . . 3; program(w);; program’

program’ does not contain program(Uprim) nor any program(p) for p € Mg

M:{,ulv"'v,ul} gMg

Vi € M, 3y, (p,y) € MI

MI' = {(1,Once) | u € M A (12, Once) € MI}

or

program does not contain program(iiprim) nor any program(u) for p € Mg

M=0,MI' =0

[thi,...,thy_1, (env, addthread(program), stack, store), thijy1, ..., thy),
globalstore, tj, M, events —

[thi, ..., thy_1, (env, (), stack, store), thyji1,. .., thy, (0, program, [],0)],
globalstore, tj, MI \ MI', events

(New toplevel add thread)
1<t <n
[th1, ..., thy_1, (env,schedule(tj’), stack, store), thyy1,. .., thy],
globalstore, tj, M, events —

[thi, ..., thy_1,(env, (), stack, store), thyji1,. .., thy],
globalstore, tj’, M, events

(New toplevel schedulel)

tj' <lorty >n
[thi, ..., thy_1, (env,schedule(tj’), stack, store), thyji1, ..., thy],
globalstore, tj, M, events —
[thi,...,thi_1,(env,raise Invalid _argument, stack, store), thyt1, ..., thy],
globalstore, tj, M, events

(New toplevel schedule2)

[th, ..., thij_1, (env,return(MI', v), stack, store), thiji1, ..., thy),
globalstore, tj, M, events —
[thi,..., thy_1,{env,v, stack, store), thyi11,. .., thy],
globalstore, tj, MI UMI’, events
(Toplevel return)

[thi,...,thy_1,(env,event ev(vy,...,vy), stack, store), thyjt1,. .., thy],
globalstore, tj, M, events —

[thi,...,thy_1, (env, (v1,...,vy), stack, store), thyji1,. .., thy),
globalstore, tj, M, ev(vy,...,v,) :: events

(Toplevel event)

Figure 15: Updated toplevel rules for the instrumented semantics
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modules p1, ..., that can be called only once are removed from the callable
modules by removing the multiset MI’" from MI.

We also add the expression return(MI’, ) that adds to the multiset MI the
generated modules present in MI’, and returns the result of e, as defined by
rule . This expression is useful to add modules newly defined
at the return from an oracle. We also add the minimal expression evaluation
context return(MTI, [-]) to be able to evaluate the second argument of return.

Let us now show that this instrumentation does not alter the semantics of
OCaml: an instrumented program behaves exactly in the same way as that
program with the instrumentation deleted, provided only allowed roles are exe-
cuted, as assumed by Assumption This assumption is formalized as follows:

Assumption 6.1 (Only allowed roles) The instrumented addthread rule
(New toplevel add thread)) never fails.

We first show that, when a program or expression is a value v or an excep-
tional value raise v, the environment does not matter. To prove this property,
we define the following equivalence.

Definition 6.2 We define the equivalence =, on threads by
{env, pe, stack, store) ~,u, (env’, pe’, stack’, store’)

if and only if pe, stack, store = pe’, stack’, store’, and if pe is not a value v or
an exceptional value raise v, then env = env’.

We extend this equivalence to non-instrumented configurations C and C' by
C =, C' if and only if

e C = [thy,...,thy,], globalstore, tj

o C' = [th,...,thl], globalstore, tj

o Vij' <, thyy ey thy .

We first show that configurations equivalent by =2, reduce in the same way.

Lemma 6.3 IfC ~, C' and C —, C", then C' —, C" and C" =, C".

We prove this lemma in Appendix [B]

Let us now define the function noinstrcy that takes a configuration in the
instrumented semantics and returns the corresponding configuration in the non-
instrumented semantics.

Definition 6.4 The function noinstry,, applied to a thread replaces
1. every return(MI, e) with e,
2. every event ev(ey,...,e,) with (e1,...,e,),

8. and all tagfunction functions and closures with regular ones
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in this thread.
The function noinstry,e modifies the stack of the thread by

e removing any pair of the form (env,return(MI, [-])),

e and transforming each pair of the form (env,event ev(ey,...,e;—1,[],
Vitly-- - Un)) into the paz’r (CTL’U, (617 sy €1, [']7”1‘—1—17 cee avn))'

. def . .
Let noinstry, = noinstri,1 © noinstriys.
Finally, let us define

def

noinstrer([thi, . . ., thy], globalstore, tj, M, events) =
[noinstry, (thy), . . ., noinstry, (thy,)], globalstore, tj

We do not need to replace elements of the global store, as they cannot contain
closures: event, return, and tagged functions cannot appear in them.

The next proposition shows that, with Assumption [6.I} there is a weak
bisimulation between the non-instrumented semantics and the instrumented se-
mantics, that is, the reductions match in the two semantics, but the number of
steps may differ. Indeed, the return and event expressions introduce an addi-
tional transition in the instrumented semantics. All other constructs reduce in
the same number of steps in both semantics. Hence, the instrumentation does
not alter the semantics of the language. This result is proved in Appendix

Proposition 6.5 1. If C =, noinstrci(CI) and C4,...,C,, are pairwise dis-
tinct configurations such that for all i < n, we have C —,, C; with
Y icnDi = 1, then there exist pairwise distinct instrumented configura-
tions Cly,...,Cl, such that for all i < n, we have CI —5, Cl; and
C; =, noinstrcy(CIL;).

2. If C =, noinstrci(CI) and Cly, ..., CL, are pairwise distinct instrumented
configurations such that for all i < n, we have CI —,, CI; with >, pi =
1, then there exist pairwise distinct configurations Cq, ..., C, such that for
all i <n, we have C =75 C; and C; =, noinstrcy(CL;).

In the rest of the paper, we use only the instrumented semantics. Further-
more, we denote instrumented configurations by C to lighten notations.

7 Translation

In this section, we describe how our compiler translates an annotated Cryp-
toVerif process. It translates each CryptoVerif role role into an OCaml module
trole and each CryptoVerif oracle into a function. Let G, be an injective func-
tion that takes a CryptoVerif variable name and returns an OCaml variable
name.

Let us recall that the function G¢(f), defined in Section returns the
name of the OCaml function corresponding to the CryptoVerif function f. The
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function Gy transforms a CryptoVerif term M into an OCaml term. It is defined
as follows:

Gm(z[i]) = Guar(z) (Variable)
Gm(f(My,...,My)) = Gi(f) (Gm(M)), ..., (Gm(M,,))  (Function call)

The OCaml code generated by this definition matches the semantics of Cryp-
toVerif terms given in Figure

Before defining the translation of an oracle, let us first introduce some no-
tations. For each CryptoVerif variable x, we denote by T, the type of x, and
by extension, for each CryptoVerif term M, we denote by T, the type of M.
More precisely, if M is the variable x, then Tj, < T, and if M is a function
application with a function of type T} x - -+ x T), — T, then Ty & T.

We say that an oracle or role definition occurs at the beginning of ) when it
is found in @ just under replication or parallel composition, without recursively
looking into oracle definitions. We define the function oracledeflist that returns
a description of the oracles made available by an oracle definition ). In more
detail, oracledeflist(Q) is a list [(Q1,71),- .-, (Qr,v1)] such that Qy,...,Q; are
the oracle definitions at the beginning of @), from left to right, and ~; is Any when
@ is under replication, and Once otherwise. In this function, the replication
indices 7 can be partially instantiated into integer values. In contrast to the
function oracledefset, oracledeflist(foreach i < n do @) does not instantiate the
replication index 1.

oracledeflist(0) = [] (Nil)
oracledeflist(Q1 | Q2) = oracledeflist(Q1) @ oracledeflist(Q>) (Par)

oracledeflist(foreach i < n do Q) = [(Q1,Any),...,(Q;, Any)]
when oracledeflist(Q) = [(Q1,71), - -, (Q1,v)] for some ~1,...,v

(Repl)

oracledeflist(O[i](x1[i], . . ., xx[1]) :== P) & [(Ofi](z1[i], . . ., zx[i]) := P, Once)]
(Oracle)
oracledeflist(role {Q) = [] (Role)

The function oracledeflist takes processes @) that follow return statements that
do not end a role. By Assumption[£.13] we are inside a role, so by Property [£.12]
the construct role {@’ cannot appear in @ before a return statement that ends
the current oracle. So, the function oracledeflist will never be called on role {Q’.

We also define the function Ggemvr that returns a description of the modules
that correspond to roles defined at the beginning of an oracle definition ). The
function Ggemvin is similar to the function oracledeflist above: it returns pairs
containing the module generated for the role and a boolean indicating whether
the role is under replication or not. In contrast to oracledeflist, it returns a set
and not a list.

GgetMH(O) d:ﬁ @ (Nll)
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Ggenit(Q1 | Q2) = Ggernin(Q1) U Ggernn (Q2) (Par)
Ggermr(foreach ¢ < n do Q) = {(, Any) | Iy, (1, 7) € Ggernir (@) } (Repl)
Ggernr(Ofi)(z1[3], - . ., wx[i]) := P) = 0 (Oracle)

Ggertar(role {Q) = {(jroe, Once) } (Role)

The function Ggewmy takes processes () that follow return statements that end the
current role. By Assumption there cannot be an oracle definition outside
arole {Q’" in Q. So the function Ggepvr will never be called on oracle definitions.

To translate an oracle, we translate the body of the oracle using the function
G defined in Figure[I6] Most cases are straightforward: the function G generates
OCaml code that encodes the semantics of oracle bodies given in Figures[3and [

After defining a variable, we store it in a file if needed, using Gje(x[i]), defined
by Giie(2[i]) & (f := Geer(Ty) Guar(z)) if (2[i], f) € Files and Gee(z[i]) < ()
otherwise. A file is modeled by a global store location.

For the return case, if the return is not at the end of a role (i.e., there is an
oracle in the same role following it), we return the closures corresponding to
the oracles defined after the return, as defined in (Returnl]). (The function Go
is defined below, in Figure ) Otherwise, we update the set of available roles
using the return expression introduced in Section |§|, as defined in .

In the insert case, we add the inserted element to the considered table Tbl
contained in the global store location f. In the get case, we read the table by
read _table, keeping only the elements that satisfy the required condition (which
is tested by Grest). These elements are stored in the list I. If [ is empty, we run
P’; otherwise, we choose a random element in [ and run P with that element. To
choose that element, we use a function random, such that randomy, [ returns
a random element of the list [, such that the probability of returning the j-
th element of [ is almostunif ({1,...,|l|},7). We assume that this function is
programmed using the OCaml primitive random, and is present in the module
for cryptographic primitives pprim.

An oracle O(z1,...,z,) := P is transformed into a closure by the function
Go as shown in Figure When the oracle O is not under replication (the
second argument of Gg is Once, in )7 we use a token token to make
sure that it can be called only once. This token can take the values Callable
and Invalid. It is initially set to Callable, and it is set to Invalid in the
first call. In subsequent calls, the exception Bad Call will be raised. The
translation of an oracle always checks that the arguments are correct values for
their CryptoVerif types, and stores them in files if necessary by calling Ggje.

Finally, we generate an OCaml module p,ce for each role role in the Cryp-
toVerif process. This module provides a single function init, which returns the
functions implementing the oracles defined at the beginning of Q(role), so its
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G(«fi] & T; P)  let Guar(2) = Grandom(T) () in Grie([i]);G(P)  (New)

G(afil + M; P) = let Gyar(x) = Gm(M) in Gyie(2[i)); G(P) (Let)

G(if M then P else P') = if Gy(M) then G(P) else G(P') (If)
[(Qu, 1), -, (Qu )] = oracledeflist(Q)

G(return(Ny,..., Ng); Q) = (Go(Q1,7)s - - - Go(Q1, 1) Gm(N1), - - ., Gm(Ny))

(Returnl)

G(return(Ny, ..., Ni)}; Q) = (return(Geen(Q), (Gm(N1), ..., Gm(Ng))))
(Return2)
G(end) = (raise Match_failure) (End)

G(event ev(My, ..., My); P) = event ev(Gym(My),...,Gwu(My)); G(P)
(Event)
(Tol, ) € Tables
G(insert Tbl(My, ..., My); P) =

(f = (Gser(Thry) Gm(M1), ..+ Gser(Thr,) Gm(My)) =2 (1f); G(P))
(Insert)

Gtest((mla ce ,xk),M) déf
(function (Gyar (1), ..., Guar(zk)) —
let Gvar(xl) = Gdeser(Tzl) Gvar(xl) in...
let Gvar(xkz) = Gdeser(Ta:k) Gvar(xk) in (TeSt>
if (Gm(M)) then (Gyar(z1), - - -, Guar(xk))
else raise Match _failure
| — raise Bad _file)

Grod = f — function ¢ — function [[—=alza:l—f(fold fal)x
(Fold)

read__table(f,c) < let rec fold = function Gq in

fold (function a - function z — (Read table)
(try (c z) :: a with
Match_failure — a)) [] !f

(Thl, f) € Tables

7 1 def

G(get Tbl(x1[i],...,xx[i]) suchthat M in P else P') =
let | = read _table(f, Grest((%1, ..., 2), M)) in
if [ =[] then G(P’)
else let (Gyar(21), ..., Guar(zx)) = randomy [ in

(Gite(z1[2]); - - - ; Grite (21 [7]); G(P))

(Get)

Figure 16: Translation function G of an oracle body in OCaml
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Go(Q,0nce) & let token = ref Callable in tagfunction® pmg,..(Q)
where pmen (Ofi)(z1[i] : T, . .., zpfi]) : Ty) == P) &

(Gvar(xl)a R Gvar(xk)) —

if (Itoken = Callable) &&

(Gpred(T1) Guar(71)) && ... && (Gpred (Th) Guar (7))
then (token := Invalid; Gfie(x1[4]); . . . ; Gie(x[i]); G(P))
else raise Bad Call
(Oraclel)

Go(Q, Any) ¥ tagfunction® PMpny (Q)
where pmp, (O[i](z1[i] : T1, . .. cxpli] 1 Ty) = P) <

(Gvar(xl)a"vaaf(x )) — racle
if (Gpred (Tl) Gvar($1]§) && && (Gpred (Tk) Gva,(xk)) (O 1 2)

then (Gyie(z1[1)); - . - ; Grie (xx[1]); G(P))
else raise Bad Call

Figure 17: Translation of an oracle

interface is interface(tirole) = {ttrole-init} and its program is

def

program(um|e) =
let fiole.init = let token = ref Callable in tagfunction™® pm, .
where PMygle = () -

if (token = Callable) then
(token := Invalid;
Gread(z1[]) in ... In Gread(z1n[]) in

(GO(Q17 71)7 s 7GO(Qk77k)))
else raise Bad Call

where [(Q1,71), - - -, (Qk, k)] = oracledeflist(Q(role)) and x1[], ..., zm,[] are the
free variables of Q(role), which are the variables we need to retrieve from the
files. The function Gyead(x[]), which reads the contents of the file associated to

z[], is defined by Gread(2]]) = let Guar(2) = Geser(Tr) (If) if (z[], ) € Files.

Example 7.1 Let us explain the translation of the role keygen described in
Examples and This role contains the following oracle

Okeygen() := 1k pia keyseed; pk < pkgen(rk); sk < skgen(rk); return(pk)

This role is translated into the module fikeygen. Its program program(fikeygen)
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is:

1 let fikeygen-init = let token = ref Callable in tagfunction*®&" O—
2 if (ltoken = Callable) then

3 (token := Invalid;

4 let token = ref Callable in tagfunction®*¥e" () —

5 if (token = Callable) then

6 (token := Invalid;

7 let Gyar(7k) = Grandom (keyseed) () in

8 let Gyar(pk) = G(pkgen) Gyar(rk) in

9 pkfile := Gser(Tpk) Gvar(pk);

10 let Gyar(sk) = G(skgen) Gyar (k) in

11 Skﬁle = Gser(Tsk) Gvar(Sk);

12 return({(ﬂalice7 An}’)v (/ffboba Any)}v Gvar(pk)))
13 else raise Bad Call)

14 else raise Bad Call

This program defines the function pikeygen.init, which expects () as argument
and returns the function that implements oracle Okeygen. This function itself
expects () as argument and returns the OCaml representation of the public key
pk returned by Okeygen.

The function pikeygen-init can be called only once, which is guaranteed using
a reference token to either Callable or Invalid. If token is already Invalid,
then this function has already been called, so we raise the exception Bad _Call.
Otherwise, we set token to Invalid and we continue by the translation of the
CryptoVerif oracle Okeygen. The oracle Okeygen can also be called only once.
So we define a new reference token, to guarantee this property, and define the
function that implements Okeygen. When this function is called for the first
time, it sets this second token to Invalid, creates a new key seed Gya (7k),
computes the keys pk and sk and stores them into files, modeled by the global
store references pkfile and skfile. Finally, it returns the public key Gyar(pk).
Since the oracle Okeygen ends the role keygen, and is followed by the roles
alice and bob, we update the set of callable modules MI with the newly defined
modules pigice and fipop, which can be called any number of times, using the
return expression. When this function is called again, it raises the exception
Bad_ Call

To call the translation of oracle Okeygen, one can execute:

Hkeygen - ingt () ()

This code first initializes the role by calling fikeygen-init (), which returns a closure
corresponding to the translation of Okeygen, and then calls this closure.

The generated modules M (prole for each role in the CryptoVerif pro-
cess) are included in manually-written programs that represent the full im-
plementation of the protocol, for instance a client and a server. In par-
ticular, these programs are responsible for sending the result of oracles to
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the network and receiving messages to be passed as arguments to oracles.
These programs interact with an adversary that we model as an OCaml pro-
gram programg. We consider that the programs of the protocol are launched
by the adversary program, using the addthread construct. The generated
modules depend only on the module containing the cryptographic primitives
tprim; SO when the program of a thread uses the primitives or the gener-
ated modules, we can order the programs of the modules in the argument of
addthread in the order program(tiprim);; program(tirole, );; - - - 33 Program(frole, )3
program’ where program’ contains no generated module, as required by the in-
strumented semantics of addthread (New toplevel add thread]). We assume
that program, uses the generated modules only inside addthread. Moreover,
the network code is well-typed by Assumption Well-typed OCaml with
random is probabilistic Turing complete, so the adversary itself can be im-
plemented by a well-typed OCaml program. Therefore, we can assume that
programg is a well-typed OCaml program. (Our OCaml programs include
random and exclude type-casting and other constructs that allow to bypass
the type system, as defined in Section ) Only the generated modules use
events, tagged functions, and return. The adversary must not use events,
which serve for specifying security properties of the protocol, nor return, which
serves for updating the set of callable generated modules. He uses regular
functions rather than tagged functions. Moreover, as mentioned in Assump-
tion [A4] we suppose that only the generated modules access files that con-
tain private CryptoVerif data (free variables of roles and tables). So we let
Locpiy = {f | (z[], f) € Files or (Tbl, f) € Tables} C Locg be the set of global
locations reserved for private CryptoVerif data, and we have the following as-
sumption:

Assumption 7.2 The locations in Locgi, occur only in the programs of gener-
ated modules; they do not occur elsewhere in program.

The program program is run in the initial (instrumented) OCaml configuration
Co(Qo, programg) defined as follows:

def

Co(Qo, programgy) = [(0, programy, [], )], globalstorey, 1, Ggerntr(Qo), [

where Ggervir(Qo) is the set of modules available at the beginning of the exe-
cution and globalstore, = {I + initval; | | € Locg} is the initial value of the
global store as defined in Section [5.2] Tables are represented by lists, and their
initial value initval; is the empty list [], representing that the tables are initially
empty. Files that contain free variables of roles are represented by strings, and
their initial value initval; is the empty string "". For other elements, the initial
value initval; is the default value for the type of location [.

Example 7.3 Let us consider the following toy OCaml program program,,
which uses the translation from Example [7:1] of the process given in Exam-
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ple

let =
addthread(program(pprim);; program(fikeygen)s;
let _ = pkg := fikeygen-init () ();schedule(1);;);
schedule(2);;

This example only creates a thread for key generation, then schedules it by
schedule(2). This thread stores the public key returned by the oracle Okeygen
in the global store location pkg, and returns control to the initial thread by
schedule(1).

Following the annotations of Example this example uses two private
global store locations, skfile and pkfile, to store the private and public keys, so
Locpiy = {skfile, pkfile}. It also uses the global store location pkg, so Locg =
Locpriv U {pkg}. Assuming keys are represented by strings, the initial global
store is globalstore, = {skfile — "", pkfile — "" pkg — ""}. The initial set
of available modules is Ml = Ggeenir(Qo) = {(Lkeygen, Once)}, and the initial
configuration is Cy(Qq, programy) = [(B, programy, ], D)), globalstore, 1, M, [].

Detailing the reductions of this configuration would take too much space,
but we still give some information on the configuration obtained after evalu-
ating fieygen-init (). We use this configuration in other examples below. This
configuration is obtained after launching the thread for key generation, so it
has 2 threads, the active thread is thread 2, and no event has been executed,
hence it is C; & [th, tha], globalstore,, 2, My, events; with events; = []. The
second thread uses the module fikeygen given in Example After evaluating

Lkeygen-init (), we obtain tho B (enva, pes, stacks, stores), where

envprim is the environment after evaluating pmgmm(uprim) ,

keygen, 71 [

envy = eNVprim © { lkeygen-init — tagfunction eNVprim U {token — 11 },

() — (lines [2] to [14] of Example [7.1))]},

pes = tagfunction® Ve 2 [enyy @ {token — Iy},

() = (lines [5| to [L3] of Example [7.1))] (),
stacky = [(enva, pkg := []); (enva, [-];schedule(1)); (enve,let = [];;)],
stores = {l; — Invalid, [, — Callable} .

Thread 2 first initializes the module pprim, which creates the environment envprim.
Next, it initializes the module pyeygen: it creates the store location /; for the to-
ken of fireygen-init and defines fixeygen-init, which leads to the environment envs.
Then it goes into evaluation contexts to evaluate fikeygen-init (), which leads to
the stack stacks. The evaluation of fikeygen.init () sets the token of fixeygen.init,
in location [y, to Invalid, creates the location [l initialized to Callable for
the token of oracle Okeygen, and replaces fikeygen.init () with the corresponding
closure, which leads to the current expression pe,.

The code executed until configuration C; does not alter the global store,
so globalstore; = globalstore,. The execution of the addthread expression
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removes (fkeygen, Once) from the set of available modules, since it can be used
only once. Hence MI; = §).

8 Proof of Security

This section presents the proof of correctness of our compiler. We give ourselves
a CryptoVerif process @)y that corresponds to a cryptographic protocol. Using
our compiler, we generate modules M that correspond to the roles present inside
Qo, as explained in the previous section. We consider an adversary interacting
with the protocol implementation, modeled as an OCaml program program
that uses the generated modules in M. As explained in Section E when Cryp-
toVerif shows that Q)¢ satisfies a certain security property, it shows that for any
CryptoVerif adversary Qady, the probability that Qo | Qa4v breaks the security
property is bounded by a certain bound, which CryptoVerif computes. Our goal
is to show that the same probability bound also applies to the generated imple-
mentation, that is, the probability that program, breaks the security property is
bounded by the same bound. To prove this property, we build from the OCaml
adversary program, a CryptoVerif adversary Qaav(Qo, program,) that simulates
programy. We prove that Qaav(Qo, programg) | Qo and program, using Mg be-
have similarly, hence they have the same probability of breaking the security
property. To achieve this goal, we need to prove, firstly, that the translations
of the oracles behave in the same way as the CryptoVerif oracles, and secondly,
that our simulation is sound.

In Section [B:I] we state our assumptions on the cryptographic primitives,
and show that the primitives behave correctly independently of the rest of the
program. In Section [8.2] we prove that the OCaml translation of a CryptoVerif
oracle behaves like the oracle. In Section [B.3] we define the CryptoVerif ad-
versary that simulates the OCaml adversary program,. Finally, in Section @
we prove that the CryptoVerif adversary interacting with ()¢ behaves like the
OCaml adversary interacting with the generated implementation. This result
shows the desired correctness of our compiler.

8.1 Correctness of Cryptographic Primitives

Let us first formalize the assumptions we make about the implementation of
cryptographic primitives. Let program;, = program(pim) be the program of
the module that defines the primitives and interface = interface(prim) be
its interface. The interface interfacey, consists of the function randomy, the
functions Gg(f) for each CryptoVerif function f, and the functions Gyandom (7T'),
Gser(T'); Gdeser(T'), and Gpred(T') for each CryptoVerif type T for which these
functions are used in the translation, as described in Section[£.3} (The functions
Gser(T') and Ggeser(T') are either both present or both absent in interface,y-)
We rely on the following assumptions.

Assumption 8.1 There are no schedule, addthread, return, nor event
operations and no global store locations in program g,
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An OCaml semantic configuration in which the current thread does not use
addthread, return, event, schedule operations, nor global store locations
reduces by using the reduction rule th —, th', so we can reduce it
by considering as configuration only a thread th. We denote by TT traces over
threads.

Let thi = (0, Programyims;,[1,0) be a thread configuration that evaluates
only the implementation of the cryptographic primitives module.

Assumption 8.2 There exists a unique complete thread trace TT beginning at
the configuration thg and there exists envyrim such that the last configuration of
the trace TT is:

th = <envprim7€7 []7 ®>

This assumption means that there are no uncaught exceptions, no access to
the store, and no random operations in the initialization of the module pprim,
so that the environment env,rim is always the same. Typically, the initialization
just defines functions, so this assumption is not restrictive. Random choices
and a limited access to the store explained below are allowed during calls to
primitives. By definition of a module, we have interface,, € Dom(envpyim)-

Assumption 8.3 For each CryptoVerif type T, OCaml values of the corre-
sponding type G1(T') do not contain closures nor store or global store locations.

This assumption formalizes that data passed to or received from generated
code is immutable, as mentioned in Assumption [A6} such data does not contain
locations.

To establish the correspondence between CryptoVerif values and OCaml val-
ues, we define a function G4, which maps each CryptoVerif bitstring a to its
associated value v in OCaml. For a given type T', G, 1 must be a bijection be-
tween T and the set of OCaml values of type G(T') satisfying the predicate func-
tion Gpred(T'). Furthermore, the OCaml value true and the CryptoVerif value
true are such that Gyaipoor (true) = true, and the same goes for false. We extend
this function to events by Ge,(ev(a1, ..., a;)) = ev(Gar, (a1), ..., G, (ay)) if
ev is of type T7 x - - - x T};. This function is naturally extended to lists of events.

The next assumption states that the primitives have been correctly imple-
mented, following Assumption [A2} the implementation of the cryptographic
primitives in interface emulates the corresponding behavior of CryptoVerif,
as explained below.

prim

Assumption 8.4 (Correct primitives) 1. For each CryptoVerif function
f of type Ty x --- x T, — T, for each CryptoVerif values aq,...,a, of
types 11, ..., T,, there exist env and store such that

(0, envprim (Gt (f)) (Guarry (a1), -+ Guair, (an)), [1,0) =~
(env, Gyair (f(a1,...,an)),[], store) .
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2. For each CryptoVerif type T such that the function Gyangom(T) is in
interfaceym, for each CryptoVerif value a € T, there exist env and store
such that

(0, envprim(Grandom (1)) (), [1,0) _q/\T\ (env, Gvarr(a), [], store) .

3. For each CryptoVerif type T such that the function Gped(T) is in
interface iy, for each value v of the OCaml type Gv(T'), there exist env
and store such that

(0, envprim (Gpred (T')) v, [],0) —* (env, ', [], store)
where v/ = true when GV;}T(U) exists, and v' = false otherwise.

4. For each CryptoVerif type T such that the functions Geer(T') and Ggeser(T)
are in interface,;y,, for each CryptoVerif value a € T, there exists an
OCaml string value ser(T,a), such that there exist env and store such
that

(0, envprim(Gser (1)) Gyarr(a), [],0) =" (env, ser(T, a), [], store)
and there exist env and store such that

(0, envprim(Gaeser (T')) ser(T, a),[],0) —* (env, Gyarr(a), [], store) .

5. If v is a non-empty list, then for each a € v, there exist env and store
such that

*

(0, envprim (randomy) v, [],0) Y e almostunif ({1,...,|v|}.,7) (env, a, [], store)
where 8 = {1 < j < |v| | nth(v,j) = a}.

Item [1| states that the implementation G¢(f) of the cryptographic primitive
f emulates f: it returns a result that matches the result of f via the mapping
Gyair from CryptoVerif values to OCaml values. In particular, G¢(f) does not
raise exceptions when its arguments correspond to CryptoVerif values of the
expected type. Since at the CryptoVerif level, f can be any function that sat-
isfies the assumptions given in the CryptoVerif specification, Item [I] just means
that the implementation of f satisfies the assumptions given in the CryptoVerif
specification, as mentioned in Assumption Item [2] means that the func-
tion Grandom(T') returns a uniformly distributed random element of T'. Ttem
means that Gpred(T') returns true when its argument corresponds to an element
of type T, and false otherwise. Item [ specifies the correctness of the serial-
ization and deserialization functions, using an auxiliary function ser such that
ser(T,a) is the serialized representation of the CryptoVerif value a, of type T
Finally, Item [5] guarantees that randomy is programmed correctly: random, v
returns a random element of the list v, such that the probability of returning
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the j-th element of v is almostunif ({1,...,|v|},j). In case the same element
occurs several times in v, the probability of that element is then the sum of the
probabilities of all its occurrences.

In contrast to the conference version [10], in this paper, we allow the cryp-
tographic primitives to use the store for their internal computations (which
often happens in practice); the store created by the primitives appears on the
right-hand side of reductions in Assumption However, we still assume that
the cryptographic primitives are pure functions: their usage of the store should
not have any visible side effect, so the primitives cannot communicate across
calls or communicate data to the adversary or to the rest of the code using the
store. This assumption is modeled in Assumption by considering that the
primitives are initially called in an empty store. Hence, they cannot access pre-
existing locations (there are none), and since their return value does not contain
locations, the store at the end of the call will be unreachable. We show below,
in Proposition [8:5] that when the primitives are called with a non-empty initial
store, the primitives still execute in the same way as with an empty initial store:
the only difference is that the unmodified initial store is added to the current
store. Therefore, the primitives still do not access the initial store and the part
of the store created during the execution of the primitive becomes unreachable
when the primitive returns.

In general, when primitives make probabilistic choices, they might return
the same result in several traces with a different environment and store. To
simplify notations, Assumption [8:4] states that this does not happen, so that we
have the same environment and store in all final configurations that yield the
same result. Our proof could easily be extended to the general case if desired.

The next proposition shows that the primitives always return correct results,
when they are called inside an OCaml program, so possibly with a non-empty
store and a non-empty stack. We prove it in Appendix [C] It is a consequence
of Assumption

Proposition 8.5 (Correct behavior of the primitives) Let us consider a
thread th = (env, envpim(s) v, stack, store).

o If s=Gs(f), [ is a CryptoVerif function of type Th x --- x T,, = T, and

v = (Gyair,(a1), ..., Guar, (an)) for some CryptoVerif values ay, ..., ay, of
types T1, ..., Ty, then there exist env’ and store’ such that
th —* (env', Gyarr (f (a1, . .., ay,)), stack, store’) .

o If s = Gyandom(T) and v = (), then for each CryptoVerif value a € T, there
exist env’ and store’ such that

th =717 (env', Gyarr(a), stack, store’) .

o If s = Gpred(T), then there exist env’ and store’ such that
th —* (env’, V', stack, store’)

where v' = true when G__|(v) exists, and v' = false otherwise.
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o If s = Geer(T) and v = Gyair(a), then there exist env’ and store’ such that

th —* (env’, ser(T, a), stack, store’) .

o If s = Gyeser(T) and v = ser(T, a), then there exist env’ and store’ such
that
th —* (env’, Gyarr(a), stack, store’) .

o [fs =randomy and v is a non-empty list, then for each a € v, there exist
env’ and store’ such that

!/ /!
th H*Zjes almostunif ({1,....|o[}5) (env', a, stack, store’)

def

where S = {1 < j < [v] | nth(v, j) = a}.

In all cases, we have store’ D store.

8.2 Correctness of the Translation of Oracle Bodies

In this section, we show the correctness of the translation of oracle bodies in our
compiler: we show a correspondence between the semantics of the oracle body
in CryptoVerif and the semantics of its translation into OCaml.

Let fu(M), fu(P), fv(Q) be the sets of free variables of the CryptoVerif
term M and processes P and @, respectively. These sets are defined as usual,
except that each variable comes with its indices: for example, the free variables
of the term z[i] are fu(z[i]) % {x[i]}. We extend this definition to terms and
processes in which the replication indices i have been instantiated to bitstrings:
for example, fv(z[a)) = {z[a]}. We extend this definition to sets of processes by
fo(Q) = Ugeo fv(Q) and to stacks by fo(S) = U, @),....en @), Py, Payes [0 (P1) \
{z1[a], ..., zx[a]} U fo(Pa).

Next, we define the OCaml value corresponding to a CryptoVerif table, and
we use this definition to define the OCaml environment and global store corre-
sponding to a CryptoVerif environment and to CryptoVerif tables.

Definition 8.6 (CryptoVerif table to OCaml list) Let us consider a table
Tbl of type Ty x --- x T;. The serialized OCaml value that corresponds to an
element of this table is

Gublel(THL, (b1, ..., b)) = (ser(Th, Guar, (b1)), - - -, ser(T1, Guarry (B1))) -

Let t = [ay;. .. ;ax] be the contents of the table Tbl: each a; is an element of the
table. Let us denote

Gl (T, t) = [Giplet (0, a1); - . . ; Gupter (T, ay,)]

the OCaml list corresponding to t.
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Definition 8.7 (Minimal environment and global store)

env(E, P) = {Gyar(x) = Guarr, (E(z[a])) | z[a] € fu(P)} (Environment)

globalstore(E, T) < {f + G (Tbl, T(TbI)) | (Tbl, f) € Tables}
U A{f — ser(Ty,a) | (z[], f) € Files, E(x[]) = a}
UA{f—=""|(z[],f) € Files,z not defined in E}
(Globalstore)

We define env(E, M) and env(E,Q) in the same way.

The globalstore function defined above returns the global store in which the
contents of the files and the tables is correct with respect to the CryptoVerif
configuration elements E and 7. The env function returns the environment
corresponding to E for the free variables in P (or M, or Q).

First, we show a correspondence between a CryptoVerif term and its OCaml
translation.

Lemma 8.8 (Term reduction) Let M be a CryptoVerif term of type T. If
th = (env, Gm(M), stack, store) with env O envpim U env(E, M),

and E - M | a, then th —* th' where th' < (env’, Gyair(a), stack, store’) for
some env’ and store’ such that store’ D store.

In this lemma, we consider an OCaml thread that evaluates the translation
Gm(M) of the CryptoVerif term M. We assume that its environment contains
the cryptographic primitives and the minimal environment for M, as defined
in Definition [8.77] We also assume that, in CryptoVerif, M evaluates to a, and
we show that correspondingly, in OCaml, Gy(M) evaluates to Gyar(a). The
final store is an extension of the initial one, since primitives may create store
locations internally. We prove this result by induction on the syntax of terms
and by using Proposition [8:5] for the evaluation of cryptographic primitives.

Let us now introduce some notations that allow us to designate the various
parts of OCaml semantic configurations.

Definition 8.9 (Helper functions) For an OCaml configuration
C = [thy, ..., thy], globalstore, tj', M, events

with thy = (envtj,petj, stacky;, storey;) for all tj < n, let us define the following
functions:

Cpe(C) = Peyjr s Cw(C) = ther
(Cglobalstore ((C) = 9105&157507”6 s Ceq}ents ((C) def events .

We also define

C[th — th’, globalstore — globalstore’, Ml +— MI', events — events'] =

[th, ..., thy—1,th' thyr i1, ..., thy)], globalstore’, tj’, MI', events’ .
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In this notation, one can omit globalstore, MI, or events. When omitted, we
keep the corresponding element of the configuration C.

The notation C,.(C) denotes the current program or expression of C, Cy,(C) de-
notes its current thread, Cgiopaistore (C) its global store, and Ceyents(C) its list of
events. The notation C[th — th’, globalstore — globalstore’, Ml + MI', events —
events'] allows us to modify some elements of the configuration C.

Next, we prove that the CryptoVerif oracle bodies P are correctly translated
into OCaml as G(P). We extend the translation G(P) to processes in which
some replication indices have been instantiated into their values, using the for-
mulas of Section [7] where replication indices ¢ may be replaced with their value
a. It is easy to see that G(P{a/i}) = G(P).

Lemma 8.10 (Inner reduction) Let C be a CryptoVerif configuration. Sup-
pose that the program part P of C is not in a return, end, call, or loop form.
Suppose that we have n possible reductions beginning at this configuration:

C=EPT,98,&—, C=E,P,97T,S,&
fori <n. Let C be an OCaml configuration such that
Cu,(C) = (env, G(P), stack, store) with env D envpim U env(E, P),
Cgiobaistore (C) 2 globalstore(E, T),
Cevents(C) = Gey(€) -

Then there exist n disjoint sets of OCaml traces CTSy,...,CTS,, all starting at
C such that none of these traces is a prefic of another of these traces, Pr[CTS;] =
p; for all i < n, and if C' is the last configuration of a trace in CTS;, then we
have C' = C[th — th', globalstore — globalstore’, events — events’] where

th' = (env’, G(P;), stack, store’)
with env’ 2 envyim U env(E;, P;) and store’ D store ,
globalstore’ O globalstore(E;, T;)
globalstore' (1) = Cgiopaistore (C)(1) for all 1 & Locpiy ,
events' = Gey(&;) .

The proof of this lemma can be found in Appendix [D} This lemma is proved
by cases on the process P. We use Lemma [8.8] when we need to evaluate a
term. The cases end and return will be handled when we prove the invariant
for the whole system; the oracle bodies that we translate into OCaml do not
contain calls nor loops. This lemma shows that the following invariants are
preserved during the evaluation of oracle bodies: the OCaml environment and
global store contain the minimal environment and global store corresponding
to the CryptoVerif configuration; the public part of the global store does not
change; the OCaml and CryptoVerif events match. Locations may be added in
the store, but the contents of existing locations does not change. We use sets of
traces on the OCaml side, because the OCaml implementation of primitives may
make internal random choices, leading to several traces for the same arguments
and the same result, which all correspond to the same CryptoVerif trace.
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Qadv(Qo, programg) = Qstart(Qo, programy) | Qc(Qo, program)

Qstart(Qo, programg) = Ogtart() =
s0 : Tes < s0(Qo, programyy);
let 7 : Tes = loop Ojeop(so) in end else end

Q(Qo, program) = foreach i’ < Nyand- calls do

O|oop[il}(8 . T(CS) =
let (s : Tes,0: Ty, i : bitstring, args : bitstring) = simulatepm (s) in
if 0 = og then
returns’, stop

else if o = o1 then

let (@11 :Th1s---,G1,my  T1m,) = args in

let (7;171 : [17N1’1], . 7i1,n1 : [17N1’n1]) =1in

let (7‘1)1 : Tll)l, s Tmy Tll,m’l) = Ol[il717 . 7i1,n1](a1)1, ey al,m1> in
return(simulatereto, (8, (71,1, - - -, 71,m ) ), continue)

else return(simulateenqo, (s’), continue)
elseif 0 = 0y then

elseif 0 = og then
br ¥id bool;
return(simulateg(s’, br), continue)

Figure 18: The program Qagy(Qo, program)

8.3 Simulation of the OCaml Adversary

In this section, we show how to simulate in CryptoVerif any OCaml program
program that corresponds to an adversary interacting with the protocol imple-
mentation generated from the CryptoVerif process @y. Basically, we run the
OCaml program program, inside the CryptoVerif function simulatem (which is
possible since these functions can represent any deterministic Turing machine).
When program, needs to call an oracle of Qy, the function returns and the call
is made by CryptoVerif. When program, needs to generate a random number,
this generation is performed by CryptoVerif.

In more detail, from the OCaml program programg,, we define a Cryp-
toVerif adversary Qadv(Qo, program,) given in Figure We will prove that
this process, when executed in parallel with )y, has the same behavior as
the OCaml program programg,. The initial CryptoVerif configuration is then
Co(Qo, programg) = Ci(Qo | Qadv(Qo, programy)). Informally, in Figure the
state s is a bitstring representation of the current OCaml semantic configura-
tion. The oracle Ogart iterates the oracle Ojoop with initial state sg = so(Qo,
programy), which is a bitstring representation of the initial OCaml configura-
tion in which program is executed. Inside Ojoop(s), the function simulatemy (s)
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basically runs the OCaml program from state s, following the OCaml semantics
with the following exceptions:

e When the OCaml program calls an oracle, simulatey returns (s’, o, 4, args)
where s’ is a bitstring representation of the new OCaml semantic configu-
ration, o is a constant among o1, 09, . . . that encodes which oracle is called,
i is the tuple of indices with which the oracle is called, and args is the
tuple of arguments of the oracle. In this case, Ojoop calls the correspond-
ing oracle O (lines [I0HI7). If the oracle call succeeds, it uses the function
simulatereto, which replaces the oracle call with the result 7;1,...,7;
of the oracle in the OCaml configuration s’ (see Definition below).
If the oracle call fails, the call raises the exception Match failure in
OCaml; the function simulatee,qo then replaces the oracle call with this
exception in the OCaml configuration s’ (see Definition below). The
execution of the program then continues with the new configuration in the
next iteration.

e When the OCaml program chooses a random bit, simulatep_ returns (s,
OR, (), ()) where s’ is again a bitstring representation of the current OCaml
semantic configuration. In this case, Ojoop chooses a random bit (lines
and uses the function simulateg (see Deﬁnitionbelow) to integrate
that random bit into the OCaml configuration s’. The execution of the
program continues with the new configuration in the next iteration.

e When the OCaml program terminates, simulatepm, returns (s’,o0s, (), ()),
and the CryptoVerif adversary also terminates. (The second element re-
turned by Ojoop is stop, which stops the iteration.)

The rest of this section is devoted to the formal definition of all elements used
in Figure [I§

We assume that the OCaml program program, runs in bounded time, so
makes a bounded number of oracle calls. By Assumption when an oracle
O (resp. role role) is under replication, this replication has bound No (resp.
Nyole). When oracle O is under replication, we let Np be the maximum number
of calls to the same closure tagfunctionO’T[env, pm] corresponding to oracle
O. When a role role is under replication, we let Ny be the maximum number
of executions of addthread(program) for some program that contains file.
These replication bounds are chosen such that the OCaml program program,
never exhausts the number of oracle calls allowed by the CryptoVerif process.
We let Nyand tcalls be the maximum number of oracle calls and random number
generations that the OCaml program program, can make plus one. We let
Nsteps be the maximum number of reduction steps of the program program, in
the semantics of OCaml. Formally, we use the following definition:

Definition 8.11 The number of calls to the closure with tag O, T in a trace CT,
denoted Neais(O, 7, CT), is the number of configurations C such that C,.(C) =
tagfunction® " [env, pm] v in CT excluding its last configuration.
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The number of executions of role role in a trace CT, denoted Neyec(role, CT),
is the number of configurations C such that C,.(C) = addthread(program)
where program contains program () in CT excluding its last configuration.

The number of random number generations in a trace CT, denoted Nyang(CT),
is the number of configurations C such that Cp.(C) = random () in CT exclud-
ing its last configuration.

We define

de:

No = %Tax Ncalls(Ov T, (CT)

def
Nrole = I%%X Nexec(r0|ea (CT)

Nrand+ca|ls = %%X Nrand ((CT) + OZ Ncalls(07 T, CT) +1

def

Nteps = max |CT|

where CT ranges over traces that begin with the configuration Co(Qo, programg).

While Ny is an optimal bound, N,y is not optimal. Consider for instance
a process of the form

foreach i < No do O() := ...} foreach j < Ny do role {...

By distributing the instantiations of role on every available index ¢, the optimal
bound of the replication j is the maximum during all executions of programg of
the number of instantiations of role divided by the number of calls to O made
before these instantiations of role. To get this optimal bound, we would need
to associate each new instantiation of role to the index i with the least number
of associated instantiations of role. Since a role is often under at most one
replication, we decided not to complicate the proof with details needed to get
the optimal bound.

In Figure we use a let construct with pattern matching, which can be
defined as follows. We define the function tuples, o : 71 x---xT; — bitstring
that creates a tuple with j elements (for instance by concatenating the j bit-
strings with information on their length, so that they can be unambiguously re-
covered), and the associated projections Ty, T; bitstring — Ty, with k < j
(which may return any value when their argument is not a tuple with j ele-

ments). The construct let (z1 : Th,...,2; : T;) = M in P is an abbreviation
for:
T My <= mgy, 1 (%) Ty (2);
if z = tupler,  7,(1,...,2;) then P else end

where z is a fresh variable. The CryptoVerif term (M, ..., M;) is an abbrevia-
tion for tupleq, . p, (M, ..., M;), where Ty, ..., T; are the types of My, ..., M,
respectively.
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Let Oq,...,0, be the oracle names in QJg. We define n constants o1, ...,0,
which are used to designate the oracles Oy, ..., O, respectively, og which corre-
sponds to a random choice, and og which corresponds to the end of the OCaml
program. We define the CryptoVerif type T, S {oR,0s,01,...,0,}, which con-
tains all these bitstring constants.

The adversary is mainly encoded by the function simulatey.. This func-
tion takes as argument the bitstring representation s = repr(CS) of a simulator
configuration CS. The configuration CS consists of a non-instrumented OCaml
configuration C (with some extensions to the syntax described later) and sets
RI and I that finitely represent the callable oracles @ of the CryptoVerif con-
figuration:

CS = ([thi, ..., thy], globalstore, i), RI, 1.

C

The function repr is injective. We denote its inverse by repr—!. We also define
a CryptoVerif type Tts that consists of all bitstrings in the image of repr, that
is, all bitstrings that correspond to simulator configurations CS. We also use
the notations of Definition for simulator configurations.

When we call an oracle or instantiate a role under replication, we must choose
an unused replication index for this replication, and call the oracle or instantiate
the role with that replication index. In this simulation, we will always choose the
smallest replication index that has not been used yet, so that the used indices
form an interval [1,a — 1] and the unused indices are in [a, N| where N is the
bound of the considered replication. The sets RI and I represent the sets of
callable roles and oracles, by storing the smallest index a that is not used yet.

More precisely, the set RI represents the set of callable roles with their
replication indices. Elements of RI are either:

e of the form role[[a, +o0], a’]. Intuitively, this element represents all roles
role[a”, a’] for a” > a, which we represent by the interval [a, +00[. When
role[[a, +oo, a’] is in RI, the role role is under replication, the roles role][l,

a'] to rolefa — 1, a’] have been used, and the roles role[a, a’] to role[Nyoje, a’]
are usable.

e or of the form role[a], which means that role is not under replication and
the role role is callable with the replication indices a.

The set RI never contains simultaneously role|[a, +00], 5’] and role[a”] for the

same role and any a, a’, a”, and it never contains simultaneously role [[a, +ool, a’ ]

and role[[a”, +oc[,a’] with a # a” for the same role and a/.
The set I represents the set of callable oracles with their replication indices.
Elements of T are either:

e of the form O Ha, +oo[,a’ ] , which means that the oracle O is under replica-

tion and the oracles O[1,a’] to Ola — 1, a’] have been used, and the oracles
Ola, d'] to O[Np,a'] are usable,
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e or of the form O[a] which means that O is an oracle not under replication
that can be called with the replication indices a.

The set I never contains simultaneously O |[a, +o0[, g’] and O[a”] for the same
O and any a,c;/ ,217, and it never contains simultaneously O[[a, +o0], 5’] and
O[[a”, +o0, g’] with a # a” for the same O and .

Next, we define functions that manipulate these sets of oracles and roles.
We define the subtraction operation I — Ola] on sets of oracles.

o If O[[a,—l—oo[,(;’] is in I, then
I — (Ola,a’]) = 1\ {O][a, +oo[,a/]} U{O[la + 1, +oo],a] } .

e If Ola] is in I, then ‘
I-(Ofa)) = 1\{0[a]}.

We define similarly the subtraction on sets of roles RI—role[a]. We also generalize
this operator to sets:

RI — {role;[a1], ..., rolex[ar]} = (... (RI — role;[a1]) — ...) — rolex[ax] .

We let smallest(RI, role) be the smallest indices present for the role role in RI:
when @ = smallest(RL, role), we have role[a] € RI or there exist a’ and a/ such
that @ = a’,a’ and role[[a’7 —i—oo[,a] € RIL

Let us define the function oraclelist, which is similar to oracledeflist but
just returns the oracle name and its replication indices ¢ (which can be partly
instantiated to values), instead of returning the entire oracle definition:

oraclelist(0) = [] (Nil)

oraclelist(Q1 | Q2) = oraclelist(Qy) @ oraclelist(Qs) (Par)
oraclelist(foreach ' < n do Q) = [Oﬂ_,ﬂ, el Ol[_,m when

oraclelist(Q) = [O4 [i',4),...,0, [i’j]]

(Repl)

oraclelist(role {Q) = [] (Role)

oraclelist(O[i](z1[i), . .., xx[i]) == P) & [O[m (Oracle)

This function returns elements of the form O[i] for oracles that are not directly
under replication and O[_,ﬂ for oracles directly under replication. Similarly
to oracledeflist, this function returns an empty list when encountering a role
definition.

Let us consider a process Q' = foreach i/ < n do ). By Assumption [4.14
there is no replication in @), and so all oracles in @ are under the same replica-
tions and have exactly the same replication indices 7', 7, where the indices 7 are
the replication indices of replications above '. So, by rule (Repl)), oraclelist(Q’)
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produces the list of callable oracles in (Q where we replace the replication index
i’ with _.

By Property an oracle with a certain name O always takes arguments
of the same types and always returns values of the same types. So we can
say that the oracle O; takes m; arguments of types 7;1,...,T; m,, and returns

dof

m; bitstrings of types T} ,,..., T} ,. We can also define returnoracles(Om) =

i,m}
oraclelist(Q) where @ is an oracle definition located after a return statement in a
body of the oracle O[ﬂ in Qg. This definition is correct because, by Property ,
the structure of the processes Q) after any return statement of a given oracle O
is always the same, so the list oraclelist(Q) will be the same for each of these Q.
The function returnoracles can take an oracle with its replication indices partly
instantiated to values: returnoracles(O[a)) < returnoracles(O[i]){a/i}.

Let us recall that we denote by Q(role) the subprocess of Qg that corresponds
to the role role. For a subprocess @ of Qo that is under replication indices i
in Qg, we denote Q[a] the process @ where we substituted elements of ¢ by the
respective elements of a.

Definition 8.12 (First oracle) The first oracles of a role role are the oracles
that can be called when we are at the beginning of the subprocess corresponding
to the role, that is, oraclelist(Q(role)).

We define add (I, RI) as the addition of the first oracles present in RI to I:

add(T,RT) = TU {O[a] | role[a] € RI, O[a] € oraclelist(Q(role)[a])} U
{O[[1,+0c[,a] | role[a] € RI,O[_,a] € oraclelist(Q(role)[a])}

The syntax of the language of the simulator is almost the same as the lan-
guage we described in Section [5] with the addition of tagged functions intro-
duced in Section [6] We add the functional values call(O[a]) and call(O[_,a])
that replace our generated closures for the oracle O. The value call(O[a]) is
used when O is not directly under replication; call(O] ,a]) is used when O is
directly under replication.

We present the semantics followed by our simulator in Figure When we
encounter a configuration containing a successful call to an oracle (by call) or a
random operation, we cannot reduce. These operations are executed, but not in-
side the simulator: we stop the simulator in its current state, and in CryptoVerif,
we call the requested oracle with the requested arguments, or generate a random
bit. Otherwise, when the simulator configuration reduces into another configu-
ration in the OCaml semantics, by rule (Simulator toplevell), we also reduce in
the same way. By rules (FailedCalll)) and (FailedCall2|), we raise the exception
Bad Call when the call to the oracle is invalid, as our generated code does in
this case. Notice that, in the OCaml implementation, the adversary can test
whether an oracle call succeeds or not, by catching the exception Bad Call. In
CryptoVerif, failed calls can happen only when the called oracle is not available,
and in this case, the reduction blocks. This different behavior does not give ad-
ditional power to the OCaml adversary, because the adversary can test before
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Of] ¢ 1
or O does not have k arguments
or O has k arguments of type T1,..., T and 3¢, Ba;, v; = Gy, (a;)
env, call(O[a]) (v1,...,vx), stack — env,raise Bad Call, stack
(FailedCalll)

Va’,O[[a',—!—oo[,E} g1

or O does not have k arguments

or O has k arguments of type T1,..., T} and 3i, Aa;,v; = Guarr, (a;)

env, call(O[_,a]) (v1,...,vx), stack — env,raise Bad _Call, stack
(FailedCall2)

C — C’ using the rules of Figures[7}{I4] (FailedCalll]), and (FailedCall2)
but not (Random)) and (Toplevel add thread)

C,RL,I— C/,RLI

(Simulator toplevel)

program® = program.s; program(trole, )5; - - - 33 Program (pirole, );; program’
program’ does not contain program(pierim) nor any program(u) for p € Mg
{,Urolela ce 7Nro|el} - Mg

a1 = smallest(RIL, roley), ..., a; = smallest(RL, role;)

RI” = {role[a1], ..., role;[a;]} RI' = RI — RI” I' = add(I,RI")

program® = program y.;; program’ (roley [a1])s; . .. ;; program/ (vole;[ar]);;
program/’

or

program® does not contain program(tprim) nor any program(p) for p € Mg
RI" = () RI'’ = RI I'=1 program® = program®

[thi,...,thi_1, (env,addthread(program®), stack, store), thyj+1, - . ., thy],
globalstore, tj, RI, 1 —

[thi, ..., thy_1, (env, (), stack, store), thyji1,. .., thy, (B, program®, [], 0)],
globalstore, tj, RT', T’

(Simulator add thread)

Figure 19: Semantics followed by the simulator
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performing the call whether it will succeed or not. The rules (FailedCalll])
and implement this test. By rule (Simulator add thread)), we
modify the behavior of the addthread construct to transform references to
our generated modules program (o) into references to the corresponding role
program’ (role[a]) where @ are the replication indices we chose for this particular
reference and

program/ (role[a]) =
role I

let piyole.init = let token = ref Callable in tagfunction PMrefq)
where pm o =0 -

if (token = Callable)

then (token := Invalid; (call(O;[a1]), ..., call(Ox[ak])))

else raise Bad Call

where oraclelist(Q(role)[a]) = [O1]a1], ..., Oklak]], and the a; are either @ or
_,a. In particular, the initialization function defined in program/(role[a]) returns
oracles represented by call values instead of closures.

The CryptoVerif function simulatey : Tcs — bitstring follows the simulator
semantics defined in Figure formally, we define simulatem (repr(CS)) =
simreturn(CS’) where CS' is the configuration such that either CS reduces into
CS' in at most Niteps reductions and CS’ does not reduce, or CS reduces into CS’
in exactly Nseps reductions, by the semantics of Figure and simreturn(CS')
is defined below. (We need to bound the number of reductions to make sure
that simulatey is always defined. The proof of the simulation between OCaml
and CryptoVerif, presented in the next section, shows that the simulator con-
figuration always blocks after at most Ngeps reductions, so that we are always
in the first case.)

o If Cp.(CS') = call(Oa]) (v1,...,v), let T1,...,T; be the type of the
arguments of the oracle O and let o be the constant associated to O. We
define

simreturn(CS') = (repr(CS'), 0,4, (Gv_a|1T1 (v1)y... ’Gv_allTl (v1))).

o If Cp.(CS') = call(O]_,a]) (v1,...,v), let Tt,...,T; be the type of the
arguments of the oracle O, let o be the constant associated to O, and let a’
be the value such that O[[a’, +0c[,a] is in the set T where CS' = C, R L.
We define

simreturn(CS') = (repr(CS), o, (d', @), ((G\;ﬂlT1 (v1),..., Gv_a}Tl (v))) -
e If C,.(CS") = random (), we define
simreturn(CS') = (repr(CS'), or, (), ().

e Otherwise, we define

simreturn(CS') = (repr(CS'), 0s, (), () -
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The function simulatepy can be implemented by a deterministic Turing machine
(since the random choices are handled outside simulatemy ), so it can be used as
a CryptoVerif function.

When simulateyy returns (repr(CS’), 0,4, (a1, .. .,a;)), the CryptoVerif pro-
cess Q.(Qo, programg) performs the corresponding oracle call O[a](ay,...,a;)
(linesof Figure. Similarly, when simulatem, returns (repr(CS'), or, (),
()), the process Q.(Qo, program,) performs a random choice (lines , and
when simulatey returns (repr(CS'),os,(),()), the process Q.(Qq, program)
terminates (lines the corresponding OCaml program also terminates).

The functions simulate,.;o and simulatesnqo replace, in the simulator config-
uration, the call expression with the result returned by the oracle, and raise the
Match_failure exception, respectively. The function simulate.;c handles the
situation in which an oracle returns a result by return; the function simulateenqo
handles the situation in which the oracle terminates with end. Formally, these
functions are defined as follows.

Definition 8.13 (Simulation of oracle return) Let us consider a simulator
configuration CS = C,RI, I, with

Cpe(CS) = call(0[a)]) (v1,...,v) or call(O] ,d']) (vi,...,v).
When C,.(CS) is of the second form, we denote by a the indices a”, a’ where a”'
is such that O[[a", +ool,a’] € I. Let I = 1~ (O[a)).

We define the CryptoVerif function simulate, o : Tos X bitstring — Tes as
follows.

1. If the returns in oracle O end the current role, then by Property[{.11} there
is only one return statement in O; let Q be the oracle definition following
this statement, and let

R]I/ d:ef {role[ﬁ] | (,Ufrole7 Once) S GgetMH(Q)}
U {role[[1, +o0[,a] | (trole, Any) € Ggenu(Q)} .

Let Ty, ...,T,, be the types of the return value of O. We define:
simulateyeto (repr(C, RL 1), (r1, ..., ) = repr(C/,RIURL,T)

where C' is the configuration C in which the current expression is replaced
with the translated result: (Gyarry (1), - - -, Gyair, (Tn))-

2. If the returns in oracle O do not end the current role, then let us define
O = returnoracles(O[a)]). Let 1" be the set I’ to which we added the oracles
present in O:

I"=ru {O’[[l,—i—oo[ﬁ] |O'[ ,al € O} U{O'[a] | O'[a] € O}.
We define:

simulateyeto (repr(C,RL 1), (11, ... ,7)) = repr(C',RI,1")
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where C' is the configuration C in which the current expression is Te-
placed with the translated result: (call(O1[ai)), ..., call(Oa1]), Gyarry (1),
. Guair, (), with O = {O1]a1],...,Oila]} and the a; are either a or

, Q.

3. In all other cases (that is, CS is not of the form mentioned above or a is
not a tuple of n bitstrings of types T, ..., T, ), simulate,o(repr(CS), a)
can take any value, since these cases are in fact not used.

Finally, we define the CryptoVerif function simulateengo : Tes — Tos by:

def

simulateengo (repr(C, RI, 1)) = repr(C”, RI,T)

where C" is the configuration C in which the current expression is replaced
with raise Match_failure. In all other cases (that is, CS is not of the form
mentioned above), simulateendo (repr(CS)) can take any value, since these cases
are in fact not used.

When the returns in oracle O end the current role, the function simulate,e;o
does not return the oracles following the current oracle, but adds the corre-
sponding roles to the role set RI. The programs that contain these roles can
then be launched by addthread.

Definition 8.14 (Random simulation) We define the CryptoVerif function
simulateg : Trs X bool — Trs by

simulateg (repr(C, R I), b) < repr(C'(b), R, 1)

where C'(b) is the configuration C in which the current expression is replaced
with the OCaml boolean value Gyaipoor (b).

Let us finally define the initial state of the simulator. Let RIy be the set of

initially callable roles of Qo with their replication indices: Rlg = {role[] | (iirole,

Once) € Ggernun(Qo)} U {role|[[1, +00[] | (trole, Any) € Ggernin(Qo)}. We define:
s0(Qo, programg) = repr(([(0, programy, [],0)], globalstorey, 1), Rlo, 0)

Let us introduce notations for subprocesses of Figure [18] used in the next
example and in Definition [8:32]

Definition 8.15 (Processes) We use the following notations:
Pioop 15 the process from line m to line @ in Figure .
Qioop = Oloopli’](s : Ts) := Poop -
Preturn-loop (@) T ba.r[] then
let 7[] : Tes = loop Ogepcr + 1](r, ,.[]) in end else end

else 7[] « 7/, .[];end.

Sioop(@) = (4[], b 1)s Preturn-toop (), end), (z[], return(z[]), end)] .
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These notations are useful to represent the CryptoVerif configuration when
CryptoVerif calls simulateyy , at linemof Figure in iteration « of oracle Ojoop,
the current process is Poop{/i'}, the available Ojoop oracles are Qioop{a/i’'} for
@ < & < Nyandtcalis; and the CryptoVerif stack is Sigop(a).

Example 8.16 Let us consider again the OCaml program program, of Exam-
ple [7:3] and the process Qo of Example [£.10] The initial state of the simulator
is then so(Qo, programy) = repr(CSy) with

CSp & ([{D, programy, [1,0)], globalstore,, 1), Rly, Iy

where Rl = {keygen[]}, Iy = @, and globalstore is defined in Example (7.3
We execute the simulator of Figure [18| with that value of so(Qq, program,);
in this example, the oracles O1, Os, ... are Okeygen, OA, and OB. CryptoVerif
calls oracle Ostart, which iterates Ojoop. It first calls Ojoop[1](s0(Qo, programy)),
which calls simulatemi (so(Qo, program,)) (Figure line [7). This function
starts running the simulator semantics. In the execution of the addthread
expression, role; = keygen, a is empty, RI” = {keygen[]}, so keygen[] is removed
from RI, which becomes RI; = {), and the corresponding oracle Okeygen|[] is
added to I, which becomes I; = {Okeygen[]}: this oracle can now be called. In
the added thread, program(fikeygen) is replaced with
program’ (keygen[]) =

let fikeygen.init = let token = ref Callable in tagfunction*®&" () —

if (token = Callable)

then (token := Invalid; call(Okeygen]]))

else raise Bad Call
After the evaluation of fikeygen.init (), the simulator configuration is CS; et
([th3, th3), globalstores, 2), Rl I; where

s def s s s s
thy = (env3, pe3, stacks, stores) ,

g def L.
envy = enVprim @ {flkeygen-init —

tagfunction & ™ [envyim U {token — I}, PMieygen]]} 5
pes = call(Okeygen(]) (),
stacks, = [(envs, pkg := []); (envs, [-]; schedule(1)); (envs,let = [];;)],

storey = {I; — Invalid} .

The execution of this thread in the simulator is fairly similar to the one in
OCaml, discussed in Example It first initializes the module ppim, which
creates the environment envpim. Next, it initializes the module fiyeygen: it creates
the store location [y for the token of jikeygen-init and defines fixeygen-init, which
leads to the environment env. Then it goes into evaluation contexts to evaluate
Likeygen-init () (), which leads to the stack stack3. The evaluation of fixeygen-init ()
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sets the token of keygen-init, in location {1, to Invalid and replaces fieygen- init 0
with the corresponding call value, which leads to the current expression pe3.
In contrast to the OCaml execution, no token is created for oracle Okeygen, so
location [y does not appear. The global store remains unchanged: globalstore] =
globalstore,,.

At this configuration, the function simulatey_ stops and returns to Cryp-
toVerif to evaluate the call to oracle Okeygen[]. The CryptoVerif configura-
tion at this point is C; = E1, Poop{1/i'}, T1, @1, Sioop(1), E1 where T; = (0 since
this example does not use tables; Q1 = {Qioop{a/¥'} | 1 < @ < Nuandtcalis} U
{Okeygen[]() := ... (as in Qo)} since Ojoop has been called with index 1 and is
still available for larger indices, Okeygen has not been called yet, so it is avail-
able, OA and OB will become available only after the return from Okeygen;
&1 =[] since no events have been executed so far.

8.4 Correspondence between the CryptoVerif and OCaml
Systems

In this section, we prove our main security theorem by relating the CryptoVerif
and OCaml systems.

Similarly to the definition of Pr[C :(°Y) D] in Section we define the proba-
bility of breaking the security property associated to D in OCaml: Pr[C (ML) D]
is the probability of the set of complete OCaml traces starting at C and such that
the list of events events in their last configuration satisfies D(G_,!(events)) =
true. Our goal is to prove that, for all protocols @y, OCaml adversaries program,,
and distinguishers D, we have

Pr[Co(Qo, program,) (V) D] = Pr[Cy(Qo, program,y) (ML) Dj.

As explained in Section [2} this result shows the correctness of our compiler.

To that order, we first introduce an intermediate semantics for CryptoVerif
that decomposes the evaluation of the function simulatey into several small
steps. We easily relate this semantics to the semantics of CryptoVerif. Next,
in Section [8:4.2] we relate the intermediate semantics to the OCaml semantics.
For this purpose, we introduce a relation between intermediate semantic config-
urations and OCaml traces, that, in particular, ensures that the events are the
same on both sides and we prove that this relation is preserved by reduction.
Finally, in Section we use these results to prove our main theorem.

8.4.1 Intermediate Semantics

We introduce extended CryptoVerif configurations C*, which are configurations
of the form C or C, steps, CS, where CS is a simulator configuration and steps
is the maximum number of reductions of CS that can still be performed. (We
use the field steps to guarantee termination.) The configurations C, steps, CS
serve to represent the state of the system during the evaluation of the function
simulatey. . We define a reduction relation ~~ on the extended configurations
Cce.
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Definition 8.17 Let us define the reduction relation ~~ such that:

E,P,T7,9,8,&—,C
P is not of the form x[a] < simulatem (s[a]); P for any x,a, P’
E.PT,Q,8&E~,C

(CryptoVerif)
E(s[a]) = repr(CS)
E, z[a] + simulatem (s[a]); P, T, Q,S,E ~
E, z[a] + simulatemi (s[a]); P', T, Q,S,E, Nsteps, CS
CS — Cs' steps > 0
E,PT,0,8,&, steps,CS~ E,P,T,9,S,&, steps —1,CS’
CS does not reduce or steps = 0

E, z[a] + simulatem(s[a)); P, T, Q,S, &, steps, CS ~»
Elz|a] — simreturn(CS)], P, T, Q,S,&

(Enter Simulator)

(Simulator)

(Leave Simulator)

When encountering a configuration C = E, P,T,Q,S,& such that P is of
the form xz[a] < simulatemi (s[a]); P’ and E(s[a]) = repr(CS), we reduce C into
an extended configuration C, Nsteps, CS by (Enter Simulator). We reduce CS
by until it blocks or the number of allowed reductions Nsteps is ex-
hausted, and then we resume the CryptoVerif reductions by (Leave Simulator)).

In the next lemma and proposition, we relate traces using ~~ to traces using
—, to prove that all events have the same probability in these two semantics.
These results are proved in Appendix [E}

Lemma 8.18 Let C be a CryptoVerif configuration.

o IfC —, C', then there is a trace C ~7 C' and all intermediate configura-
tions in this trace (if any) are of the form C, steps, CS.

e IfC does not reduce by —, then it does not reduce by ~~ either.

We denote by Pr[C® :(*) D] the probability of the set of complete Cryp-
toVerif traces using ~- starting at C= and such that the list of events £ in
their last configuration satisfies D(€) = true. The next proposition shows that
all events have the same probability in the intermediate semantics as in the
CryptoVerif semantics.

Proposition 8.19 Pr[C :(*) D] = Pr[C :(*V) DJ.

Proof sketch We partition the set of complete traces using — and beginning
at C into two: the traces CT Sipye that verify D and the traces CT Sgalse that
do not verify D. By using Lemma [8.I8 we convert these sets into two sets of
traces using ~, CT Sty and CT S ... Traces in CTSe,,. verify D, and traces

true false* true
in CTSE .. do not verify D, and Pr[CTS,] = Pr[CT Sy ] for b € {true, false}.
These two sets form a partition of the set of complete traces using ~. O
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8.4.2 Relation between the Intermediate Semantics and the OCaml
Semantics

In this section, we first define a relation between the intermediate semantics and
the OCaml semantics. Then, we prove that this relation holds, which implies
that Pr[Co(Qo, program,) :) D] = Pr[Cq(Qo, program,) :MY) D].

Since the definition of the relation is fairly complex, we proceed in several
steps. We first define an invariant on the simulator configurations, which in-
tuitively means that each oracle is in a single status (possibly available in the
future, available for immediate calls, already called) and that oracles available
in different threads are distinct. To formalize this invariant, we first define the
sets of oracles represented by I and RI.

Definition 8.20 (Concretization of I and RI) Let us define the sets of or-
acles O (1) and O (RI) represented by I and RI respectively:

0>(I) = {0

O>®(RI) = {0

u{o

u{0o

b.d] | O[la, +o0[,a/] € La < b}U{O[d] | Ofa] € I}
b,a] | role[a) € RI, O] ,a] € oraclelist(Q(role)[a]), 1 < b}
al | rolefa] € RI, Ola] € oraclelist(Q(role)[a])}
b,a’] | role|[a, +o0[,a’] € RI,
O[b, '] € oraclelist(Q(role)[b, a’]),a < b}

The definition of O (I) and O°°(RI) ignores the replication bounds and allows
the indices of oracles to go to infinity. Using unbounded indices is helpful in
Definition [8:22] below. By Assumption when O is a first oracle of a role
role under replication, O cannot be under replication in Q(role). So the last
component of O (RI) cannot contain oracles under replication.

Next, we define several sets of oracles and roles, which allow us to determine
which oracles and roles are in which state (callable immediately, available later)
in a simulator configuration.

Definition 8.21 (Oracle sets) Let Ocan(th) be the set of oracles Ola] not
under replication that occur in call constructs in the thread th, without entering
tagged functions and closures.

Let Ocall-repi (th) be the set of oracles Ola, a] such that O is under replication,
a > No, and call(O[_,al]) occurs in the thread th, without entering tagged
functions and closures.

Let Rinit-closure (th) be the set of roles role[a] such that there exists env such
that a closure tagfunctionmle’T[env,pmﬁolem] s present in the thread th, and
such that env(token) is bound in its store to Callable.

Let Rinit-function (th) be the set of roles role[a] such that the initialization func-
tion program’(role[a)) is present in the thread th.

Let Ocan(CS), Rinit-closure (CS), and Rinit-function(CS) be the unions of the cor-
responding sets for all threads of the configuration.

Let CS = C,RIL 1. Let willbeavailable(CS) be the set of oracles that can even-
tually become available. This set is defined as follows. We denote the callable
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set of oracles:
callable(CS) = 0 (I) U O (RI) U O (Rinit-closure(CS) U Rinit-function (CS))

We let oracleset(Q) (resp. oracleset(P)) be the set of oracles that may be defined
by the process Q (resp. P), defined as follows:

oracleset(0) =

oracleset(Q1 | Q) = oracleset(Q1) U oracleset(Qs)

oracleset(foreach i’ < n do Q) = U oracleset(Q{b/i'})
b=1
de:

oracleset(role {Q) = oracleset(Q)
oracleset(O[a)(x1[a), . .., zx[a)) := P) = {O[a]} U oracleset(P)

oracleset(P) = oracleset(Q) where Q is an oracle

definition located after a return in P,

or 0 if there is no return in P.

By Property[{.5, the result is independent of the chosen return statement in the
last formula.

We let returnoracles’(O[d)) = oracleset(P{a/i}) where oracle O is defined

~ ~ ~ def

by O[i)(z1]d], ..., xxli]) := P in Qo. Finally, we define willbeavailable(CS) =
UO[E]Ecallable(CS) Tetumomcles/(O[Zi]) .

The definition of Ocali-repi(th) may be surprising, as it considers Ola, a] with a
greater than the replication bound Np. We have made this choice to guarantee
that Ocairrepi (th) is always included in O°°(I): the indices up to No may have
been consumed by calls already made to the oracle, while the indices greater
than Np always remain, because we make at most Np calls to this oracle by
definition of No. This property is exploited in Item [O2]of Definition 8.22] below.

The sets Rinit-closure (CS) and Rinit_function (CS) are sets of roles with their repli-
cation indices, which can be seen as a role set RI. The set O (Rinit-closure (CS) U
Rinit-function (CS)) is the set of the first oracles of roles present in Rinit-closure (CS)
and Rinit-function (CS)

Finally, we can define the desired invariant on simulator configurations:

Definition 8.22 (Oracles have distinct status) Let CS = ([thy,..., thy],
globalstore, tj),RL, T be a simulator configuration. We say that the oracles of
CS have distinct status when:

O1. The sets O (T)UOcan(CS), O=(RI), and willbeavailable(CS) are pairwise
disjoint.

02. The 4n sets of oracles Ocan(thi), Ocail-rep (thi), O (Rinit-function (th:)), and
O (Rinit-closure (th;)) for i < n are pairwise disjoint, and are all included
in O®(I) U Ocan(CS).
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To understand how all these oracle sets interact, let us present the flow of an
oracle not under replication O[a] in these sets.

1. Initially, if the oracle occurs at the beginning of the process, it is in
O>(RI); otherwise, it is in willbeavailable(CS).

2. For an oracle occurring at the beginning of a role, when the role containing
it is instantiated using addthread, the oracle moves from O (RI) to
O (Rinit-function (th)). It is also added into O (I).

3. When the initialization function of the role is reduced into a closure, the
oracle moves from O% (Rinit-function (th)) 10 O (Rinit-closure (th))-

4. When the initialization function of the role is called, the oracle moves from
OOO(Rinit—closure(th)) to Ocall(th)-

5. When the oracle itself is called, it is removed from O (I), and when
the call to the oracle disappears from the thread, it is removed from
Ocan(th). The oracles made available after the call are removed from
willbeavailable(CS) and added either to O (RI) if they start a role or to
O>(I) and Ocan(th) if they do not start a role.

The case of an oracle under replication is fairly similar, using Ocali-repi(tR) in-
stead of Ocan(th). Definition ensures that an oracle cannot be simulta-
neously in two different sets. (We let indices go to infinity in O to make
sure that we cannot have simultaneously O[[a’, +oc[,a] € I with a’ > No and
O[b,a) € willbeavailable(CS) for all b. Indeed, if we bounded the indices to Nop,
no oracle would correspond to O|[a’, +0o0], E] when a’ > N, so this situation
would not be prevented by Item It is prevented using O.)

Example 8.23 Let us show that the oracles of the initial simulator config-
uration CSy of Example have distinct status. We have O®(Iy) = 0,
Ocan(CSp) = 0, O (RIy) = {Okeygen[]}, and willbeavailable(CSy) = {OA[i] |
1<i< N;}U{OBJ[i] | 1 <i < Ny}: the oracle Okeygen can be called immedi-
ately, just by starting the role keygen, the oracles OA and OB will be available
later. Hence Item [OT] holds. All sets of Item [O2] are empty, so that item holds
as well.

Let us also show that the oracles of the simulator configuration CS;
of Example have distinct status. We have O*(I;) = {Okeygen[]},
Ocan(CS) = {Okeygen[]} since the only call outside tagged functions and
closures is call(Okeygen[]) in ths, O (RIL;) = 0, and willbeavailable(CS;) =
willbeavailable(CSp): a call to oracle Okeygen[] occurs in the thread th3, and
that call is allowed as shown by I;; the oracles OA and OB will be avail-
able later. Hence Item holds. The only non-empty set in Item [0Z] is
Ocan(thy) = {Okeygen[]]}, so that item holds as well. (There is a closure
tagfunction™*" [env, pmiole[&]] in th}, but its token is Invalid because it has
already been called.)

70



As a second step in our definition of the relation between the intermediate
semantics and the OCaml semantics, we define an invariant of the intermedi-
ate semantics that shows how the sets I and RI of the simulator configuration
represent the contents of the set of callable oracle definitions Q.

Definition 8.24 (Relation between I, RI and Q) Let us define the sets of
oracles O(I) and O(RI) represented by I and RI respectively:

O(I) = {0[b,d’] | O[a, +oo[,a'] € La <b< No}U{O[a] | Ofa)] € T}
O(RI) = {O[b,d] | role[a] € RI, O[_,a] € oraclelist(Q(role)[a]),1 < b < No}
U {OJa] | role[a] € RI, O[a] € oraclelist(Q(role)[a])}
U {O[b, '] | role[[a, +ool, @] € RI,

O[b, a'] € oraclelist(Q(role)[b, a’]),a < b < Nyoie}
We write Q <> RI, 1 when the following two properties hold:

o Q consists of exactly one element Ola|(xzy[a] : T, ... ,zkla] : T) := P for
each Ola] present in the set O(I) U O(RI). We denote by Q(Olal) this
element of Q.

e IfO [[a, +oo, c?] € I, then there exist a process Q and an index i such that i
does not occur in fo(Q) and for allb € {a, ..., No}, we have Q(O[b, a’]) =
Q{b/i}.

In contrast to the sets we defined in Definition the indices of oracles
in @ are bounded by the replication bounds. So we redefine sets of oracles
O(RI) and O(I) that correspond to RI and I, but with indices bounded by No
and Ny as appropriate. The sets O(RI) and O(I) are included in O (RI)
and O>(I), respectively. The set of processes Q corresponds to RI, I when it
contains exactly one definition for each oracle in O(I) UO(RI). Furthermore, in
case an oracle is under replication, the corresponding elements of Q all have the
same form; they differ only by the value of the replication index. We enforce
this property in the last item of Definition [8.24]

Example 8.25 Let us consider the simulator configuration CS; and the Cryp-
toVerif configuration C; of Example Let Q¢ = {Okeygen[]() := ...(as in
the process o of Example[£.10)}. Since O(I;) = {Okeygen[]} and O(RI;) = 0,
we have Qp <+ RI;,I; and Q1 = {Qloop{a/i/} | 1 <ac< Nrand+ca|ls} U Qo.
Hence, the sets RI; and I; correctly represent the callable oracle definitions Qg
that come from the protocol under consideration. The set of all callable oracle
definitions Q; additionally contains oracle definitions Qio0p that come from the
simulator.

As a third step, we relate OCaml and simulator threads. To define this re-
lation, we start from a simulator thread. We first replace the simulator role ini-
tialization with the OCaml one using the function replaceinitpm (Definition
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below). Next, we replace call functional values with the corresponding closures
(defined in Definition [8.27)) using the function replacecalls (Definition [8.28]). Fi-
nally, we add the part of the store that contains the tokens (Definition [8.29)) and
possibly an unreachable part of the store created during calls to cryptographic
primitives, and we obtain the corresponding OCaml thread. The full relation
between OCaml and simulator threads is defined in Definition [R.30l

Definition 8.26 (Replace initialization) The function replaceinitpm re-
places in its argument the pattern matchings corresponding to role initializa-
tion of the simulator with the OCaml module initialization: to be more precise,

L . le .
replaceinitpm(th) replaces each occurrence of tagfunction™* pm/! | e[a] in th with
tagfunction™® pm,,,. and each occurrence of tagfunction™®7 [env, pmmle[a]]
in th with tagfunctionm'e’T[env,pmum‘e].

This function transforms every occurrence of the tagged closures correspond-
ing to role initialization in the simulator, which are added by the addthread
construct, into the corresponding tagged closures in OCaml.

Definition 8.27 (Correct closure) Assume that Q < RL 1T for some RI, E
is a CryptoVerif environment, liok s a function that maps each oracle Ola) to
the location of its token, and 7o is a function that maps each oracle O[_,a]
to the tag T of the corresponding closure. We define the set of closures that
correspond to an oracle:

e for an oracle Ola] € 1:

def

correctclosure(Olal, I, E, Q, liok, T0)

{tagfunction”"[env, pmo,e. (Q(O[a)))] |
env 2O envprim U env(E, Q(O[al)), env(token) = liok(O[al) }

e for an oracle Ola] ¢ 1:

def

correctclosure(Olal, 1, E, Q, liok, T0) =
{tagfunction® " [env, pme,..(Q)] | for any Q, env(token) = Lo (O[a])}

e for an oracle O[[d’, +oo[,;17/] € T with ' < No,

L"), 1, E, Q, liok, 70) =
{tagfunctlonO’T[env,pmAny( (Old,a ]))H
T = To(O[_,a ]) ENV 2D eNVprim U 677/[)( aQ( [ ]))}

correctclosure(O[_

e for an oracle O[[d’, +oo[,2177] € I with o’ > No,

correctclosure(O[ a”] LE,Q, ok, 0) =
{tagfunction®” [eno, piay (@) | T = 10(OL_. "]}, for any Q. cnv)
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e for an oracle O[[d’, +oo[7a7] 1.
correctclosure(O]_,a"],1, E, Q, lio; 70) = 0

The function correctclosure serves to map calls call(R) in the simulator config-
uration into their corresponding closures in the OCaml configuration: call(R)
is mapped to an element of correctclosure(R,1, E, Q,liok, 7o) by the function
replacecalls defined below.

In the case O[a] € I, we map call(OJa]) into the closure that translates the
process Q(O[al).

The case O[a] ¢ I may be used when the oracle O[a] has been called but the
thread still contains a call to this oracle. If the oracle is called again, the call
will fail. The process Q(O[a]) is removed from Q after execution, so we do not
know which process to translate to obtain the correct closure for O[a], that is
why the correct closures for a call to an already called oracle can contain the
translation of any process ). This translation will fail and raise the exception
Bad _Call regardless of the translated process Q.

Oracles under replication cannot disappear from I after having been added
to it: when one calls the oracle O[ ,a’], we just increment the counter a’ of
the element O|[a’, +o0, E///} present in I. We need to distinguish whether the
adversary has exhausted all the No calls available for this oracle or not. If there
remains available calls, the process Q(O[a’, a]) is defined, and we require that
call(O[_, 217]) is mapped into a closure that translates this process. Otherwise,
if all the calls are exhausted, a’ > No, and Q(O[d’,a”]) is not defined, but we
know that the adversary will not call the oracle again, so call(O]__,a”]) can be
mapped to closures that translate any process.

The case O|[a’, +oc[,a””] & I never happens: it would mean that the oracle

O[_,a"] can be called but there is no reference to it in the set I.

Definition 8.28 (Replace call) Let I, E, Q, liok, 7o be as in Definition .
replacecalls({env, pe, stack, store), T, B, Q, liox, T0) =

{{env’,o(pe), o(stack),o(store)) | if pe is a value v or an exceptional
value raise v, then env’ is any environment, else env’ = o(env), where
o is a function that replaces, for each R, each occurrence of call(R) with
an element of correctclosure(R,1, E, Q, liok, 70)}

The function replacecalls replaces in its argument each call call(O[a]) with a
closure that corresponds to the oracle O[a], computed by correctclosure. Tt
allows any environment when the current program or expression is a value or
an exceptional value, because in these cases, the environment is not used.

Definition 8.29 (Token part of the store) Let I and liok be as in Defini-
tion[8.271 Let O be a set of oracles with indices of the form Ola].

gettokens(I, O, liok) = {liok(O[d]) — Callable | Ofa] € O N1}
U {lok(O[a]) — Invalid | Ofa] € O \ I}
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The function gettokens returns the part of the store corresponding to the tokens
of the closures of oracles not under replication.

In the following definitions, we use the exponent s for the elements of the
simulator configuration and the exponent o for the elements of the OCaml con-

figuration.

Definition 8.30 (Relation between simulator and OCaml threads) Let
th® = (enw®, pes, stack®, store®) be a simulator thread, and th® = (env®, pe®,
stack®, store®) be an OCaml thread. Let I, E, Q, 1o be as in Definition|8.27. We
say that th® matches th® knowing I, E, Q, 1o when one of the following two cases

occurs:

T1. th® = replaceinitpm(th®) and th® = (0, programy;; program/(role; [a1]);;
-+3; program/ (role; [@]);; program’, [1,0).

There is no closure, no tagged function tagfunction’ pm, no event,
and no return in program’, except in program () in arguments of
addthread.

T2. The following properties hold:

(a)

(b)

(¢)

(d)

There exist store’ and an injective function i, that associates to each
Ola] in Ocan(th®) a store location that does not occur in th® such that

(env®, pe®, stack®, store’)
€ replacecalls(replaceinitpm(th®), 1, E, Qo, liok, T0)
store’ U gettokens (I, Ocan(th®), liok) C store® .

There exists an injective function lini-tok that associates to each role
role[a] such that a closure tagfunctionm'e"r[env,pmiole[a]] oceurs in
the thread th® for some env and T, a store location such that for
all closures tagfunctionrc"e’T[env,pmﬁolem] present in th®, we have
linit-tok (rolefa]) = env(token).

The locations linittok (rolefal]) and ltok(O[c;’]) are distinct for every role
role[a] and oracle Ola'].

The locations linirrok(role[a]) occur only in Dom(store®) and in
env(token) where env is the environment of a tagged closure

tagfunction'c"e’T[env,pmﬁolem] in th®.

For each tagged closure tagfunction®” [env, pm] present in th®, the
tag t is a role role, envyim C env, and there exist indices a such that
pm = pmrl'ole[ﬁ]'

There is no tagged function tagfunction’ pm, no event, and no
return in th® except in program(iiwle) in arguments of addthread.

This definition relates the threads of the simulator and of OCaml. A thread
can be in one of the following two states. If it satisfies Item the thread is a
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protocol thread that was not scheduled yet. The simulator and OCaml threads
correspond by transforming the program program’(rolefa]) present in the simu-
lator into the program of the module corresponding to the role, program(gole)-
Otherwise, the thread satisfies Item In this case, Itemrelates the con-
tents of the simulator thread and the OCaml thread by replacing program/(role[a))
with program(poe) as above, and by replacing calls to oracles using call with a
corresponding tagged closure. The tokens that determine whether oracles can
be called are absent from the simulator: the value of these tokens is determined
from I by the function gettokens, and we require that they are present in the
OCaml store with their correct value. Item [T2|b)| ensures that all instances
of a closure of a given role initialization role[a] share the same store location
for their tokens. This ensures that a role initialization closure is not called
twice. Item also ensures that all locations used for the tokens of role
initialization are not accessible elsewhere. Item ensures that every tagged
closure present in the simulator is a correct closure for the initialization of a role.
Item is an invariant of the simulator that ensures that the adversary does
not have access to our OCaml instrumentation features.

Example 8.31 We use the notations I, F1 of Example Qpy of Exam-
ple[8:25] and let 7o be any function. We verify that the thread thy of Example[7-3]
matches the thread ths of Example knowing Iy, F1, Qp, 70, because they
satisfy Property The function replaceinitpm replaces envs(fikeygen-init) with
enva (Llkeygen-init). Let liok = {Okeygen[] — lo}. We have I; = {Okeygen][]}, so

correctclosure(Okeygen[], 11, Ey, Qo, loks T0) =
{tagfunction®*¥&™ [eny, PMonce(Qo(Okeygen[]))] |
env 2 envpim U env(E1, Qo(Okeygen|])), env(token) = I} .

The process Qg(Okeygen[]) is the definition of Okeygen[] in Example
It has no free variables, so env(Fy, Qy(Okeygen[])) = (. Therefore, we have
tagfunction®*Y&™™2 [envy @ {token — lp},() — (lines [5| to [13] of Exam-
ple[7.1)] € correctclosure(Okeygenl], 11, E1, Qo, liok, T0), that is, the OCaml clo-
sure that corresponds to Okeygen|] is correct, so replacecalls replaces pe§ with
peqy, hence (enva, pey, stacks, storey) € replacecalls(replaceinitpm(thy), 11, En,
Qo, liok; T0)- Moreover, Ocan(thy) = {Okeygen[]}, so gettokens(Iy, Ocan(ths),
liok) = {l2 — Callable}, so stored U gettokens(Iy, Ocan(thy), liok) = storea: the
part of the store corresponding to tokens of oracles, here the token of Okeygen|],
is computed by gettokens; it is included in the OCaml store but not in the sim-
ulator store. Therefore, Property [I'2[(a)| holds.

The only closure of the form tagfunction™®"[env,pm/ ] in th5 is

role[a]

env$(fikeygen-init) = tagfunction & ™ [envprim U {token — [}, pm{(eygen[]], SO

we define linittok = {keygen[] — {1} and easily verify Property Prop-
erty also concerns the same tagged closure, and is easily verified with a
empty. There is no tagged function tagfunction’ pm, no event, and no return
in ths, so Propertyholds, which concludes the verification of Property

A similar verification can be done for thy and th}; we leave it to the reader.
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Finally, we can define our relation between the intermediate and the OCaml
semantics.

Definition 8.32 (Relation between extended CryptoVerif configura-
tions and OCaml traces) Let C= be an extended CryptoVerif configuration
and CT be an OCaml trace that starts with the initial configuration Co(Qo,
programyg) defined in Section @ We say that C= = CT when there exists an
injective function To that maps oracles O[_,a] such that O[[a’, +ocl,a] €T for
some a’ to tags T, such that the following properties are all true:

11.

I2.

13.

1.
I5.

16.
17.

I8.

19.
110.
I11.
112.
I13.
I14.
I15.
116.

117.

C= = E, Poop{a/i'}, T, Q,Sioop(v), &, steps, CS.
CS = ([thi,..., th}], globalstore®, tj), RI, L.

C is the last configuration of CT.
C = [th], ..., thy], globalstore®, tj, M, events.

Q= {Qloop{a/i/} ‘ a<a< Nrand+ca||s} U Qo and Qp < RI, 1.
Jo(Poop{a/i'}) U fo(Q) U fu(Sioop(a)) € Dom(E).

For i < n, all store locations in Locy present in thi are in Dom(stores),
where th; = (envs, pes, stacks, stores).

For i < n, th] matches th] knowing I, E, Q, 70 (Definition .

For all locations | € Locyiy, | does not occur in thi,...,th;, except in
program(fiole) in arguments of addthread.

V1 € Locyiy, globalstore® () = initval;.

globalstore(E,T) C globalstore®.

VIl ¢ Locyiy, globalstore®(l) = globalstore®(l).

MI = {(firole, Once) | rolefa] € RI} U {(firole, Any) | role[[a’, +oc[,a] € RI}.
events = Gey(E).

The oracles of CS have distinct status (Definition .

|CT| + steps > Neteps-

a < Nyand(CT) + Eo,r Neans(O, 7,CT) + 1.

If O[[a’, +o0l,a] €1, then a’ < Neais(O,70(0[_,a]),CT) + 1.

If role[[a’7 —|—oo[,5] € RI, then a’ < Neyec(role, CT) 4 1.
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The relation C= = CT is our main tool to relate the CryptoVerif and OCaml
systems. This relation holds only when the CryptoVerif adversary is evaluating
the function simulatemy (line [7] of Figure [18), as shown by the form of the
extended CryptoVerif configuration C* in Item (The value « is the current
value of the index ', that is, the number of iterations in the loop.) Items
and [[2] also ensure that there is the same number of threads in the simulator
configuration CS and in the OCaml configuration C.

Item [[3]is an invariant on the CryptoVerif side: it relates the available oracles
in Q to elements of the simulator configuration. This item ensures basically that
when the simulator calls an oracle present in I, it is also present in Q, and the
oracle call in the CryptoVerif adversary (line of Figure can proceed.
Item [[4] is an invariant of the CryptoVerif semantics: the environment contains
bindings for every free variable present in the current configuration. Item
is an invariant of the simulator: each store location that occurs in a thread is
present in the domain of the store. (When a location is created, it is immediately
added to the store.)

Item [[6] relates the threads of the simulator and of the OCaml semantics,
following Definition [8.30)

Items [[7) to [[I0] relate the values of the global store in the simulator and in
the OCaml semantics. The public part of the global store is the same on both
sides (Item [[10]). The private part (files and tables) is empty in the simulator,
since this part is handled by CryptoVerif itself (Item and cannot be accessed
by the adversary (Item . We require that the private part of the OCaml
global store corresponds to the CryptoVerif configuration (Item .

Item [11] relates the OCaml multiset of callable modules MI and the sim-
ulator set of callable roles RI. Item [[12] relates the OCaml and CryptoVerif
events. Item [[I3]guarantees that the oracles have distinct status, following Def-
inition [8.22l This property allow us to prove that the injections liox and linit-tok
of Items [T'2f(a)| and of Definition are kept. (These injections appear
in Ttem [I6])

Items [[T4] to [T ensure that we never reach the limits on the number of sim-
ulator steps Nsteps (Ite, the number of calls to the oracles (Item for the
oracle Ojoop and Item for the other oracles), and the number of calls to roles
(Item, by making sure that the number of calls on the CryptoVerif side is at
most the number of calls on the OCaml side. The number of calls made to oracle
Ol_, ) in CryptoVerif, a’ — 1 such that O[[a’, +o0[,a] € I, may be less than the
number of calls to that oracle in the OCaml trace, Neas(O,70(O[_,a]),CT),
because failed calls are not counted on the CryptoVerif side.

Example 8.33 We verify the relation C{* = CT; after evaluating fixeygen.init ()
in Example The intermediate semantic configuration C§® is C{® = Cy, steps,
CS; where C; and CS; are defined in Example and steps is Ngeps minus
the number of steps executed in the simulator. The OCaml trace CT; ends
at the configuration C; defined in Example [7:3] We use the notations of these
examples.

Properties [[1] and [[2] are obvious from the form of the configurations, with
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a =1,n =2 and tj = 2. Properties [[3] [[6] and have been verified
in Examples [8:25] [8:31] and [8:23] respectively. Property [[4] can be verified by
computing the value of Fy; we leave this detail to the reader. There is no store
location in th§ and the only store location of ths is Iy, which is in Dom/(stores),
so Property [[5] holds.

The locations pkfile and skfile do not occur in th] nor th$, so Property
holds. (They occur in program(fixeygen) in the argument of addthread in the
initial program program,, but they disappear when addthread is executed.)
For | € {skfile, pkfile}, globalstores(l) = initval; so Property [[§ holds. We have
globalstore(E1,T1) = 0 because neither sk[] nor pk[] are defined in F1, so Prop-
erty [I9| holds, and globalstore] (pkg) = globalstore,(pkg), so Property holds.
(The verification of the correspondence between the global stores is not very
interesting in this configuration. It is more interesting at the end of the exe-
cution of program. At this point, globalstore® = {skfile — vy, pkfile — vy,
pkg — vpi}, since skfile and pkfile are written by fikeygen-init () () and pkyg is
written by programg, while globalstore® = {skfile — "", pkfile — "", pkg — vpi}
since the simulator calls Okeygen via CryptoVerif, which does not write into
files. The minimal global store globalstore(E,T) contains values for skfile and
pkfile since sk[] and pk[] are defined in the CryptoVerif environment F after
calling Okeygen and they should be stored in the files skfile and pkfile respec-
tively. These values are indeed in globalstore®, so Property [[9| holds. However,
globalstore®(l) still contains the initial values for | € {skfile, pkfile}, so Prop-
erty [I8 holds. The same value for pkg appears in globalstore® and globalstore®,

so Property holds.)

We have MII; = () and RI; = @, so Property holds; events; = [] and
&1 =[], so Property holds. Property can be verified by counting the

number of steps in OCaml and in the simulator. We omit this tedious but not
difficult point here. Property holds because @ = 1; there are no random
number generations nor oracle calls in CT;. Properties[[16 and hold because
neither I; = {Okeygen[]} nor RI; = §) contain oracles of the considered form.

The next two lemmas show that the relation C* = CT is preserved during
execution. Lemma [8:34] shows that it holds at the beginning, as soon as the
simulator reaches line [7] of Figure

Lemma 8.34 There exists a trace Co(Qo, programgy) ~* C= where C= = CT
and CTy = Cy(Qo, programy).

Lemma [8:35] shows that the relation C* = CT is preserved. More precisely,
the relation does not hold at all steps (in particular because it holds only when
the CryptoVerif adversary is executing simulatey ), but if it holds at some
point, we can continue execution so that either it holds again at a later point,
or execution ends with matching events.

Lemma 8.35 Let C be such that there exists a trace CT satisfying C= = CT.

e Either there exist n configurations Cf,...,Cs and n traces C= ~F Cf°,
o, Ce wz')"n C:® such that none of these traces is a prefix of another,
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Y icnPi = 1, and for each trace CT such that C* = CT, there exist n
pairwise disjoint trace sets CTSy,...,CTS,, such that all traces in these

sets are extensions of CT, none of these traces is a prefix of another,
Pr[CTS;] = p;-Pr[CT], and for each trace CT' € CTS;, we have C$* = CT'.

e Or for each trace CT such that C* = CT, the last configuration C of CT
cannot reduce, C= —T C$°, the configuration C$° cannot reduce, and the
event list £ of C$® and the event list events of C satisfy events = Gy (E).

We prove these lemmas in Appendix [F] Let us present a proof sketch of
Lemma [8.35)

Proof sketch Let us take an extended CryptoVerif configuration C* and an
OCaml trace CT such that C= = CT. Let C be the last configuration of CT. Let
CS be the configuration of the simulator in C® and th® be the current thread of
CS.

Case 1: the current thread of CS verifies Item [TT] of Definition [8:30, we
run the initialization of the module. The programs of the current threads of
CS and C are the same except that the occurrences of program’(role[a]) present
in CS are transformed into program(poe). We show that after having reduced
the initialization of the primitives and the initialization of the roles on both
sides, the current threads verify Item The oracles in O (Rinit-function (th°))
that correspond to the roles implemented in this initialization are moved to
O (Rinit-closure (th°)). We prove that the relation C= = CT is preserved.

Case 2: the current thread of CS verifies Item We distinguish cases on
the form of the simulator configuration CS.

Let us first look at the cases in which the configuration CS does not reduce.
We use the rule (Leave Simulator]), thus finishing the evaluation of the function
simulatepy .

o If the current expression of CS is call(O;[a]) v, then the result of simulatem,
is such that o = o;, so the CryptoVerif adversary of Figure calls the
oracle Oj at line [13]in the branch o = o;, ends one iteration of Ojep, and
starts the next iteration until it reaches line[l We use Lemma [8.10]and we
exploit the definition of simulateero; and simulateendo; to prove that the
OCaml configuration reduces similarly, by calling the OCaml function gen-
erated for oracle O;. The oracle Oja] is removed from O>°(I), and from
Ocan(th®) if all occurrences of call(O;[a]) have disappeared. The newly
available oracles, added to sets O (RI) or Ocan(th®) and Ocall-repi (th°),
are removed from the set willbeavailable(CS). We prove that the relation
C* = CT is preserved.

e If the current expression of CS is random (), then the result of simulatem,
is such that o = og, so the CryptoVerif adversary of Figure [I§ samples
a random boolean at line ends one iteration of Ojeep, and starts the
next iteration until it reaches line [7]] The current expression of CS is
replaced with true with probability 1/2 and false with probability 1/2.
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The OCaml configuration reduces similarly: it samples a random boolean
by evaluating random (), and the relation C* = CT is preserved.

e Otherwise, the configuration CS cannot reduce, and the corresponding
configuration C cannot reduce either. The result of simulatey is such
that o = os, so the CryptoVerif adversary of Figure [I§| ends the current
iteration of Ojeep at line @ and ends the loop at line EL so it also stops.
The events in the final CryptoVerif and OCaml configurations match, so
the second case of the lemma holds.

If the current expression of CS is addthread(program), a new thread is
created on both sides. If program is a protocol program, then this new thread
satisfies Item [T1] by definition of addthread in OCaml and in the simulator and
by definition of replaceinitpm. The roles added in this new thread th are removed
from RI and the corresponding oracles are added to O™ (Rinit-function(th)) and
to I. Otherwise, the new thread satisfies Item We prove that the relation
C= = CT is preserved.

If the current expression of CS is call(O;[a]) v and the configuration CS
reduces by (FailedCalll)) or (FailedCall2)), then the simulator raises Bad Call,
and the corresponding tagged function in OCaml also raises Bad _Call (because
the tokens in OCaml correspond to I in the simulator by Item [T2[a)]). We prove
that the relation C= = CT is preserved.

If the current expression of CS is tagfunctionmle’T[env,pmiole[a]] (), then
the initialization function of role role is executed. This role is removed from
Rinit-closure (th°), and the corresponding oracles are added to Ocan(th®) and to
Ocall-repl (th*). We prove that the relation C* = CT is preserved.

The other cases are straightforward since the simulator mimics the OCaml
semantics. They all preserve the relation C= = CT. O

From Lemmas and [8.35] we can prove the following proposition, by
extending the traces using Lemma [8.35] until we get complete traces.

Proposition 8.36 Let CT1,...,CT, be complete CryptoVerif traces starting
at Co(Qo, programy).

Then there exist disjoint sets of complete OCaml traces CTSy,...,CTS,
all starting at Co(Qo, programgy) such that for all i < n, Pr[CT;] = Pr[CTS;],
and if C is the last configuration of CT; and C is the last configuration of a
trace in CTS;, then the event list £ of C and the event list events of C satisfy
events = Gey(E).

We prove this proposition in more detail in Appendix [G] As an immediate
consequence of this proposition, we obtain:

Proposition 8.37 Pr[Co(Qo, programy) ) D] = Pr[Co(Qo, program,) :MY)
D).
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8.4.3 Security Result
By combining Propositions and [8:37] we obtain the following theorem:

Theorem 8.38 (Security result)
Pr[Co(Qo, program) (V) D] = Pr[Cy(Qo, program,) (ML) D].

In other words, the adversary program, against our generated OCaml modules
has the same probability of breaking the security property as the adversary
Qadv(Qo, program) against the CryptoVerif process.

CryptoVerif bounds the probability that an adversary @ breaks the security
property D, that is, it finds a probability p that depends on the adversary such
that, for all CryptoVerif adversaries @ for @y,

Pr[Ci(Qo | Q) :‘“Y) D] < p.

The adversaries Qadv(Qo, program,) are CryptoVerif adversaries for @, so for
all OCaml programs program that obey our assumptions,

Pr[Co(Qo, program) :MY) D] = Pr[Co(Qo, program) (V) D] < p

Hence, all considered OCaml adversaries program can break the security prop-
erty D with probability at most p.

The probability bound p returned by CryptoVerif is a function that depends
on many parameters, expressed on the CryptoVerif protocol specification. Let
us relate these parameters to the OCaml implementation. These parameters
are as follows:

e The maximum number of times the various oracles and roles have been
called, No and N,ce. As shown by our proof and by Definition [8.11] No
can be set to the maximum number of calls to the same closure represent-
ing oracle O in any trace of the OCaml program, and N, can be set to
the maximum number of instantiations of the role role in any trace of this
program.

e The size of the CryptoVerif types T. The corresponding OCaml type
Gt(T) is fixed by the annotations of the CryptoVerif specification. The
size of T' can be set to the size of G(T"). Similarly, the size of the Cryp-
toVerif values a (used when their type T has unbounded size) can be set
to the size of the corresponding OCaml value Gyar(a).

e The execution time of the cryptographic primitives and of various Cryp-
toVerif constructs. This time can be set to the execution time of the
corresponding OCaml implementation.

e The execution time of the adversary. Our proof shows that the func-
tion simulatey executes at most as many reduction steps as the OCaml
adversary. However, the CryptoVerif adversary shown in Figure [I§] also
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includes additional steps and conversions between the OCaml semantic
configuration and its CryptoVerif bitstring representation. By using the
contents of the OCaml memory as bitstring representation of the semantic
configuration in CryptoVerif, we can obtain an efficient implementation of
the CryptoVerif adversary that does not take significantly more time than
the OCaml adversary.

From the probability bound given by CryptoVerif, we can then obtain a bound
on the probability of breaking the security properties in the generated OCaml
implementation of the protocol.

Example 8.39 For the protocol @y of Example using Theorem and
the probability bound computed by CryptoVerif in Example [1.9] we obtain that
our generated implementation satisfies
Pr[Co(Qy, program) :MY) D ] < Succ;’fg;fma(t + (N — D)tcheck, N1)

where t is the execution time of the adversary program, tcpeck is the maximum
execution time of a call to the implementation of check, Ny is the maximum
number of calls to oracle OA, Ny is the maximum number of calls to oracle OB,
and Succ;'i;fma (t',n') is the probability of forging a signature in time t’ with at
most n’ calls to the signature oracle.

As detailed in [9], CryptoVerif shows that our model of the SSH Transport
Layer Protocol guarantees the authentication of the server to the client and the
secrecy of the session keys. By Theorem [B:38] our generated implementation of
this protocol satisfies the same properties, provided assumptions [AT] to [A7] hold.

9 Conclusion

We have proved that our compiler preserves security. Therefore, by using Cryp-
toVerif, we can prove the desired security properties on the protocol specifi-
cation, and then by using our compiler, we get a runnable implementation of
the protocol, which satisfies the same security properties as the specification.
Making such a proof is also useful because it clarifies the assumptions needed to
ensure that the implementation is secure (Assumptions to in our case).
The proof technique presented in this paper, simulating any adversary by a
CryptoVerif process, is also useful to show that any Turing machine can be
encoded as a CryptoVerif adversary, which is important for the validity of the
verification by Crypto Verif.

Our approach could obviously be used to generate implementations in lan-
guages other than OCaml. It should not be difficult to adapt our compiler to
another language. The structure of the proof should also remain the same, but
obviously the details will need to be adapted to the semantics of each program-
ming language. In a target language such as C, closures that we use to represent
oracles could be represented by records containing a function pointer. Since C
does not guarantee memory safety, an additional analysis of the network code
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should be performed to make sure that it does not access private data of our
generated code. To simplify the analysis, one may require that the generated
code and the network code belong to a clean subset of C. One might also go
all the way to the generation of certified machine code, by using a certified
compiler, as in [3].

Extending the specification language of CryptoVerif, for instance with loops
and mutable data structures, would be helpful to implement real, complex pro-
tocols. The main difficulty in this task does not lie in the generation of imple-
mentations, but in the extension of the prover CryptoVerif itself. Formalizing
our manual proof using a proof assistant (e.g. Coq) would also be interesting
future work. We believe that our detailed proof will be a good starting point for
that. It would also be interesting to extend our approach to support side chan-
nel attacks, such as timing attacks and power consumption attacks. Protection
against such attacks is important in practical protocols.
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Appendices
A Proof of Lemma

Proof (of Lemma As usual, a multiset S is defined as a function from
elements to integers: S(z) is the number of occurrences of z in the multiset S.
Multiset union is defined as addition: (SwS")(z) = S(x)+5'(x). The maximum
max(S,S’) is the multiset such that max(S,S")(z) = max(S(z),S’(z)). The
inclusion S C 8’ is true when Dom(S) C Dom(S’) and Yz € Dom(S), S(z) <
S'(x).
We define the multiset of available oracles inductively as follows:

Oracles(0) = 0

Oracles(Q1 | Q2) = Oracles(Q1) W Oracles(Q2)

Oracles(foreach i < n do Q) = U Oracles(Q{a/i})

a€ll,n]
Oracles(Olal(z1[a) : Th, ..., xkla] : Ty) := P) = {O[a]} & Oracles(P)
Oracles return(Ml, .oy, My); Q) = Oracles(Q)

Oracles(end) =

©

(

(

Oracles(z[al & T; P) = Oracles(P)

(z[a] < M; P) = Oracles(P)

Oracles(insert Tbl(My, ..., M;); P) = Oracles(P)

Oracles(get Tbl(x1[al,. .., z;[a]) suchthat M in P else P') =
max(Oracles(P), Oracles(P"))

Oracles(event ev(My, ..., M;); P) = Oracles(P)

Oracles(let (z1[i] : Ty, ..., ap[i] : Tw) = O[M](M’) in P else P') =
max(Oracles(P), Oracles(P'))

Oracles(let z[i] : T = loop O[M](M’) in P else P') =
max(Oracles(P), Oracles(P"))

Oracles

Oracles(E, P, T,Q,S,E) = Oracles(P U Oracles(Q) W
QeQ
L—}j max(Oracles(P"), Oracles(P"))

((z1[al,...,xx[a]),P’,P"")eS

We show that, for all configurations C = E, P, T,Q,S, & reachable from the
initial configuration Ci(Qo), Oracles(C) contains no duplicates.

Let us first show this property for the initial configuration. We show by an
easy induction on @ that g ¢ raciedesser(@) Oracles(Q’) € Oracles(Q). There-
fore, by definition of Ci, Oracles(Ci(Qo)) = Wqrcoractedesser(q) Oracles(Q')
Oracles(Qo). Next, we show by induction on Qg that Oracles(Qp) contains no
duplicates.
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e In the case Q | @', the oracles defined in @ and @’ are not in different
branches of if or get, so by Property[£.6] they have different names. Hence,
Oracles(Q) and Oracles(Q') do not both contain Ola] for the same O. We
conclude that Oracles(Q) W Oracles(Q') contains no duplicates using the
induction hypothesis.

e In the case foreach i < n do @, by Property the replication index 4
occurs as index in all definitions of oracles in @, and in the same position.
So the multisets Oracles(Q{a/i}) are disjoint for different choices of a.
We conclude that ¢, ) Oracles(Q{a/i}) contains no duplicates using
the induction hypothesis.

e In the case Ola|(z1[a] : Ti,...,xxla] : Tx) := P, the definition of O is
not in a branch of if or get different from P, so by Property .6 there
is no definition of O in P. Hence Ola] ¢ Oracles(P). We conclude that
{O[a]}w Oracles(P) contains no duplicates using the induction hypothesis.

e In all other cases, the result follows immediately from the induction hy-
pothesis.

Furthermore, Oracles(C) decreases by reduction: if C —, C’, then we have
Oracles(C') C Oracles(C). Indeed, the rules (New), (Let), (Insert), (Event),
(Loopl) leave Oracles(C) unchanged. In the case of (Loopl), we use

max(max(max(Oracles(P), Oracles(P')), Oracles(P)), Oracles(P')) =
max(Oracles(P), Oracles(P")) .

The rules (If1), (If2), (Getl), (Get2), (Loop2), (Return), (End) decrease
the multiset Oracles(C) by replacing max(Oracles(P), Oracles(P')) with ei-
ther Oracles(P) or Oracles(P'). In the case of (Return), we also use
Warcoractedesser(ry Oracles(Q) € Oracles(Q"). The rule (Call) removes the

called oracle O[] from Oracles(C).

Therefore, for all configurations C reachable from the initial configuration
Ci(Qo), Oracles(C) contains no duplicates.

By definition of Oracles, when C = E,P,T7,Q,5,E, we have {O[a] |
Olal(z1[a) : Ti,...,zxla] : Tx) := P € Q} C Oracles(C). (Both sides
of the inclusion are multisets.) Therefore, Q contains at most one element
Olal(z1[a) : T1, ..., xzx[a] : Ty) := P for each Ola). O

B Proof of Proposition 6.5

We first show that configurations equivalent by ~, reduce in the same way.

Proof (of Lemma No semantic rule uses the environment when the pro-
gram or expression is a value or an exceptional value.

Indeed, the only semantic rules that apply when the program or expres-
sion is a value or an exceptional value are (Context out]), (Context raisel)),
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(Context raise2]), (Let ctx out]), and (Let ctx raise]). All these rules replace the

current environment with the one stored at the top of the stack. O

By reviewing the changes to the semantics, we can see that the total probabil-
ity of all reductions is still 1 for the instrumented semantics: If an instrumented
semantic configuration CI can reduce, then

p(CT') = 1.
{CI'|CI— (o, CI'}

Moreover, for each reduction CI —, CI', we have p > 0.

Proof (of Proposition [6.5)) Let ney ret(CI) be the number of occurrences of
event or return in the instrumented configuration CI. Let us first prove the
following property:

2. If C =, noinstrcy(CI) and Cl4, ..., CI, are pairwise distinct instrumented
configurations such that for all i <n, CI —,, CI; with >, p; = 1, then
one of the following two properties holds: B

Pl. n=1, C =, noinstrci(Cly), and ney ret(Cl1) < ney ret (CI).
P2. there exist pairwise distinct configurations Cy,...,C, such that for

all i <n, we have C —,, C; and C; ~,, noinstrcr(CL).

We prove this property by case analysis on the possible reductions of CI.

Let us first suppose that CI reduces by (Globalstorel|) and (Toplevel|) from

a reduction th —, th' of the current thread, and let us distinguish cases de-
pending on the latter reduction:

e The reduction comes from rules (Context inl) or (Let ctx inl): we have th =
(env, Cle], stack, store) — th’ = (env, e, (env, Cy,) :: stack, store) where
e is not a value and C\, is a minimal expression or program evaluation
context. Let us distinguish cases on the form of C,.

— If Cy = return(MI, [-]), then noinstry,(th) = noinstry, ((env, e,
stack, store)) = noinstry, (th') by Definition so by expanding
this property to the complete configuration, and noting that the re-
duction removes one return, Property holds.

— If C,, = event ev(ey,...,e;_1,[],vit1,.-.,Un), then we have by Def-
inition [6.4}
noinstry, (th) =
noinstry, ({env, (e1,...,€i—1,€,0i11,...,Un), stack, store)) ,
noinstry, (th') = noinstry, (
(env, e, (env, (e1,...,€i—1, ], Vit1,-..,n)) i: stack, store)),

and we have noinstry, (th) — noinstry, (th'), so Property [P2| holds.
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— If C\, is neither a return nor an event context, then the reduction
th —, th' implies noinstry, (th) —, noinstry, (th'), so Property
holds.

e The reduction comes from rules (Context out|) or (Let ctx out)): we have
th = (env,v, (env’,Cy) :: stack, store) — th' = (env’, Ciu[v], stack, store)
where Cy, is a minimal expression or program evaluation context. Let us
distinguish cases on the form of Cy,.

— If Cy = return(MI, [-]), then we have by Definitions [6.4] and

noinstry, (th) = noinstry, ((env, v, stack, store))
Reytn noinstry, (th')
so by expanding this property to the complete configuration, and
noting that the reduction removes one return, Property holds.
— If C, = event ev(ey,...,e;—1,[],vit1,-..,0s), we have by Defini-

tion [6.4]

noinstry, (th) = noinstr g, (

(env,v, (env’, (€1,...,€i-1,[], Vit1,.-.,Upn)) it stack, store)),
noinstry, (th') =
noinstry, ((env’, (e1,...,€;-1,0,0i41,...,Un), stack, store)) ,

so Property [P2] holds.
— If Cy, is neither a return nor an event context, then Property [P2]
holds.

e The cases of (Context raise2)) and (Let ctx raise]) are similar to the pre-

vious case: Property [P1]holds when the context is return(MI, [-]); Prop-
erty [P2] holds otherwise.

e Property [P2] holds in the other cases.

If CI — CI; by (Toplevel returnl), then the program of the current thread is

return(MI, v) in CI and the only differences between CI and CI; are that the
program of the current thread is v and the set of callable modules is changed
in CI;. Therefore, noinstrcr(CI) = noinstrcr(CIy ), and the reduction removes
one return, so Property [P1] holds.

If CI — CI; by , then the program of the current thread
is event ev(vy,...,v,) in CI and the only differences between CI and CI; are
that the program of the current thread is (v1,...,v,) and the list of executed
events is updated in CIy. Therefore, noinstrei(CI) = noinstrer(Cly ), and the
reduction removes one event, so Property [P holds.

Property holds for addthread, schedule, and global store related re-
ductions. In the case of addthread, we use Assumption [6.1

We have proved that Property [2°| holds. Property |2 also holds, since it is a
special case of Property

Let us now prove:
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3. If C =, noinstrcg(CI) and CI cannot reduce, then C cannot reduce.

We need to prove that noinstrcy(CI) cannot reduce. We can then use Lemma
to conclude. We distinguish cases depending on the program or expression in
the current thread of CI. If this program or expression was of the form Ci,[e] for
some program or expression minimal evaluation context Cp,, or return(MIL, v),
or event ev(vy,...,v,), the configuration CI could reduce. In all other cases,
noinstrcy does not change the form of the possible reductions (since it transforms
tagged functions into functions that behave exactly in the same way). Property
is true.

Let us now prove Property [1| by induction on ney ret(CI). Let us suppose
that C =z, noinstrcr(CI) and Cyq,...,C,, are pairwise distinct configurations
such that for all ¢ < n, we have C —,, C; with > . p; = 1.

The configuration CI must reduce, otherwise, by Property [3 the configura-
tion C would also not reduce. Let CI —p CI; for i < n’ be all the reductions
possible from CI. By Property [27] we are either in case [PI]or in case [P2]

In case m CI reduces into only one configuration CI; such that C =,
noinstrer(Cly), and ney ret(Cl1) < Meyret(CI). By induction hypothesis, there
exist pairwise distinct instrumented configurations CIj, ..., CI}, such that for
all i <n, we have CI; —7% CI; and C; ~, noinstrci(CI;). As there is only one
reduction from CI to CI; with probability 1, we can conclude that Property
holds in this case.

In case there exist pairwise distinct configurations C/, ..., C/, such that
for all 7 < n’, we have C —p, C; and C} =, noinstrey(CL;). Since Z'Lgnpi =1
and ), .., p; = 1, the reductions C —,, C; (i < n) are all possible reductions
of C and the reductions C —,, Cj (i < n’') are also all possible reductions
of C, so they are the same reductions. Therefore, n = n’ and there exists a
bijection « from {1,...,n} to {1,...,n} such that p; = p’a(i), C; = C'a(i) Ry
noinstrcr(Clyy), and CI —,, Cl,(;). By renumbering the configurations CI;
(i <n), we can conclude that Property [1| holds in this case. O

C Proof of Proposition [8.5
Definition C.1 Let th = (env, pe, stack, store) and th' = (env’, pe’, stack’,

store’) be two threads, such that the domains of store and store’ are disjoint.
def

We define plug(th, th') = (env, pe, stack @ stack’, store U store’).

Definition C.2 A well-formed thread th = (env, pe, stack, store) is a thread
such that:

1. all store locations | € Locy that occur in the thread th are bound in the
store: 1 € Dom/(store),

2. pe and stack do not contain global store locations, nor return, event,
schedule, or addthread operations.
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Lemma C.3 If th is a well-formed thread and th —, th', then for all th" such
that the domains of the stores of th” and of th are disjoint, after renaming the
fresh locations introduced in th —, th' so that they do not occur in th", we have
plug(th, th") —, plug(th', th"") and the domains of the stores of th" and of th'
are disjoint.

Proof By reviewing the reduction rules, we have Property (P1): if env, pe,
stack L>p env’, pe’, stack’, then for every stack stack”, we have env, pe, stack @
stack” L>p env’, pe’, stack’ @ stack” .

Let th = (enw, pe, stack, store) and th' = (env’, pe’, stack’, store’). Let us

prove that, if th —, th', then for every th” L {env", pe stack” , store’) such

that Dom (store)NDom(store’) = (), we have the reduction plug(th, th") = (env,
pe, stack @ stack” , store U store”’) —, plug(th', th"") = (env’, pe’, stack’ @ stack”,
store’ U store”) with Dom(store’) N Dom(store”) = (. We distinguish cases on

the label L present in rule (Thread]).
e if L is empty, then by (Store empty)), store = store’. We conclude by
Property (P1) and rule (Thread].

e if L is Il = v, by (Store lookup)), the location [ is in the domain of the

store store, and store(l) = v, and store = store’. We also have (store U

=
store”)(I) = v, so store U store” 2V, store! U store”. We conclude by

Property (P1) and rule (Thread]).
e if L is [ := v, then by (Store assign|), the location ! is in the domain

of the store store, and store’ = store[l — v]. The domain of the store

. l:==v
store U store” also contains [, so store U store” ——— store’ U store”. We

conclude by Property (P1) and rule (Thread]).
e if L is ref v =1, then by (Store allod)), I ¢ Dom(store). By reviewing the

uses of L of the form ref v = [ in the reduction rules, we can deduce that
pe = ref v and pe’ = I. By Property [1| of Definition the location
! does not occur in th. Let us take a location I’ € Loc, that is not in
Dom(store) U Dom(store”); we rename [ into I'. As I’ ¢ Dom(store),
the thread th’ becomes (env’,l’, stack’, store[l’ + v]), which is in the
same equivalence class as th', so we still designate this thread by th'.
Let L' = (ref v = I'). By Property (P1), env, pe, stack @ stack” L—/>
env’,l', stack’ @ stack” and, since I’ ¢ Dom/(store) U Dom(store”), we have
storeUstore” —=— store [I' = v]Ustore”. We conclude that plug(th, th") =
(env, pe, stack @ stack”, store U store”) — plug(th', th"") = (env’,l', stack’

@ stack”, store[l' = v] U store””) by rule (Thread]). O

Lemma C.4 Let th be a well-formed thread. If th —, th', then th' is also
well-formed.

Proof Let us prove that both properties of Definition [C.2] are preserved.
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e The only rule that may add new locations in the thread is (Store alloc)),
which creates a new location [ and also adds it in the domain of the store.

So Property [1]is preserved for th'.

e By looking at the reduction rules, we can see that no rule can create global
store locations or return, event, schedule, or addthread operations.
So Property [2|is preserved for th'.

Therefore, the thread th’ is also well-formed. O

Lemma C.5 Ifv is a value of the type of the argument of the primitive s, then
the thread (0, envprim(s) v, [],0) is well-formed.

Proof The thread thy = (0, program;ys;,[],0) is well-formed, since it con-
tains no locations in Loc, and by Assumption it contains no schedule,
addthread, return, or event operations and no global store locations.

By Assumption thy —* th = (envpim,¢,[],0), so by Lemma
th is also well-formed. Therefore, the thread (0, envyim(s) v,[],0) is well-
formed, since by Assumption[8.3] v contains no locations and no return, event,
schedule, or addthread operations since it contains no closure, and envyyrim
contains no locations and no return, event, schedule, or addthread opera-
tions since th is well-formed. O

Proof (of Proposition [8.5) By Assumption we have reductions of the

form

th1 = (0, envpim(s) v, [],0) — thy = (emv’, V', [], store])) .

Let thy = (enwv,(), stack, store). By Lemma thy is well-formed, so by
Lemmas [C.3] and [C.4]

th = plug(thy, the) —, plug(th’, thy) = (env’, v, stack, store} U store) .

Letting store’ o store; U store, we obtain exactly the desired reductions th =5
(env’ V', stack, store’), and store’ D store. O

D Proof of Lemmas and [8.10]

Let us first prove Lemma [8.8

Proof (of Lemma [8.8)) We prove this result by induction on the syntax of
terms.

e Case M = z[a]: Since E-M |} a is derived by (Va), we have E(z[a]) = a.
Since env(E, M) C env, we have env(Gyy(z)) = Gyair(a), so

th = (env, Gyar (), stack, store) — th’ = (env, Gyar(a), stack, store)
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e Case M = f(M,...,My), where f is of type Ty X --- x T, — T. Since
E-M | ais derived by (Fun)), we have E - M; | a; for all i < k, for some
ai,...,ag such that f(ay,...,ax) = a.

th = (env, G¢(f) (Gm(My),...,Gm(My)), stack, store)
— (env, (Gm(My),...,Gu(My)), stack’, store)

where stack’ = (enw, G¢(f) []) :: stack
— th1 = (env, Gy (M), stack”, store)
where stack” = (env, (Gm(M,),...,Cw(My_1),[])) :: stack’

—* thy = (env’, Gyair, (i), stack” | store’)

by induction hypothesis applied to My
— (env, (Gm(My), . ..,Gm(My_1), Guair, (ar)), stack’, store’)

—* ths = (enw, (Gyair, (a1), - . ., Gyair, (ar)), stack’, store”)

by an easy induction
— (env,G¢(f) (Gyairy (a1), - - -, Gyarry, (ar)), stack, store”)
— (env, G¢(f), stack™, store’)
where stack < (env, [] (Gyairy (a1), .., Gyairy, (ak))) = stack
— (env, envprim (Gt (f)), stack™ , store’) since envprim C env
— (env, envprim(Ge(f)) (Gvairy (a1), - .., Gyarry (ax)), stack, store”)

—* th' = (env”, Gyarr(a), stack, store””) by Proposition [8.5
By Proposition [8.5| and induction hypothesis, we have store’”” O store’ D
store’ D store. O

Let us now prove lemmas useful to prove Lemma [8.10]

Lemma D.1 (Write file) Let C be an OCaml configuration. If Cy,(C) =
(env, Grie(z[a)), stack, store), env(Gyar(z)) = Guar,(a), env D envpim, and
Cgiobaistore (C) 2 globalstore(E,T), then we have C —* C" where

e C' = C[th ~— (env, (), stack, store’), globalstore — globalstore'],
e store’ D store,

e globalstore’ D globalstore(E[x[a] — a], T),

e globalstore' (1) = Cgopaistore (C)(1) for all I & Locpyy .

Proof If (z[a], f) € Files for some f, then we have z[a] = z[] and Ggie(z[a]) =
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(f = Gser(Tz) Gvar(x))7 SO
C — Clth = (env, Geer(Ty) Gyar(z)), stack’, store)]

where stack’ = (enw, f := []) :: stack

—* C[th — (env, envprim(Gser(I%)) Grarr, (@), stack’, store)]

—* C[th +— (env’, ser(T}, a), stack’, store’)] by Proposition [8.5]
— C[th — (env, f := ser(T,,a), stack, store’)]
— C' = CJth — (enw, (), stack, store’), globalstore + globalstore']
where

globalstore’ Lof Cyiobaistore (C)[f — ser(Ty, a)]
D globalstore(E,T)[f +— ser(Ty, a))
2 globalstore(E[z[] — a],T).
The modified location f is in Locpy, so for all I ¢ Locyy, globalstore'(l) =

Cgiobaistore (C)(1). We have store’ D store by Proposition
Otherwise, we have Gge(z[a]) = () and C' = C, so

globalstore’ = Cgopaistore (C)
D globalstore(E, T) = globalstore(E|z[a) — a],T),

and for all I € Locpyiy, we have globalstore' (1) = Cgiobaistore (C)(1). O

Definition D.2 (Deserialized OCaml values for tables) Let Tbl be a ta-
ble of type Ty x --- x T;. The OCaml value that corresponds to an element
(b1,...,b) of this table is

Gualry... 7,(01s - 01) = (Guar, (a1), - - -, Guarry (a1)) -

Lett = [aq;...;ax] be a list of elements of table Tbl. The corresponding OCaml
list is
ef
Grbldeser (T01, 1) = [Guarry.... 1 (a1); - - - Goarry .y (ar)] -

Definition D.3 (Function filter) Let E be a CryptoVerif environment, M a
Crypto Verif boolean term, (z1,...,xk) a tuple of variables, and t a list of tuples
of Crypto Verif values of type Ty, X+ - - X Ty, . We let filter(E, M, (x1[a], ..., zx[a)),
t) be the list of tuples (a1,...,ax) in t such that the term M is true when the
variables x1[al, ..., xi[a] are bound to ay,...,ax in the environment E, respec-
tively:

ﬁlter(EaMa (-Tl[a], .. ,ZL’]JEL}),f) d:ef
[(a1,...,ar) € t| Elz1[a] = ay,. .., zx[a] = ax] - M | true]

Let us recall that our fold function on lists Gyyg is defined in Figure |E| as
follows:

Giold = f — function a — function [| = a |z 1 — f (fold f al) x
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Lemma D.4 Suppose that
th = (env, fold ¢ [] (G (Tbl,1)), stack, store)

¢ = function[env’,
a — function r — try (¢’ z) :: @ with Match_failure — q]
¢ = Grest((w1,...,28), M)
env’ D envprim U {Gyar (@) = Gyarr, (b) | z[a’] € fo(M) \ {z1[al, ..., zx[a]},
E(x[a’]) = b}
env(fold) = env'(fold) = letrec[envy, {fold — Goq} in fold]
where t is a list of CryptoVerif values of type Ty, X -+ X Ty,

and all occurrences of x1,...,x, tn M have indices a.
Then th —* th' such that
th' = (env”, Gupideser (THL, filter (B, M, (z1[a], - . ., xx[a)), t)), stack, store)
for some env” and store’ such that store’ D store.

Proof We prove this lemma by induction on the length of ¢.

In the base case, t =[], so G (Tbl,t) =[], and
th = (enwv, fold ¢ [] [], stack, store)
—* (envy, (match ¢ with Gyg) [] [], stack, store)

where env; = enwo[fold — env’(fold)]

—* (env” ,match [] with [| = a |z 1 — f (fold f al) x, stack, store)

where env” = envy[f — ¢,a— []]

—* th’ = (env”, ], stack, store)

For any E, M, (z1[al, ..., zk[a]), we have filter(E, M, (xz1[a],...,zx[a]),[]) = [].
So the lemma is correct for the base case.

In the inductive case, let ¢ = b = . Let y = Gupet( T, 0) and ! =
Gl (Th1, 1), so Gy (T, t) =y :: . Let b= (a1,...,a;) and y = (dy,...,dy),
where each d; corresponds to a;. Let (df,...,d},) = Gyarr, ... 1 (b), where Tl is
a table of type T X - -+ x Tj.

th = (env, fold c ] (y :: '), stack, store)
—* (env1, (match ¢ with Gq) [] (v :: 1), stack, store)

where env; = enwo[fold — env’(fold)]
—* (envg,match y :: I’ with [|— a |z =1 — f (fold f al) x, stack, store)

where envy = envi[f — ¢,a — []]
=" (envs, f (fold f al) x, stack, store)

where envs = envolz > y, 1+ 1]
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*

—* (enws, fold f a l, stacky, store) where stack; = (envs, f [] y) :: stack

(arguments are evaluated from right to left)
—* (enws, fold ¢ [] I, stacky, store)
—* (envy, Gpideser (T, t"), stacky, storeq) by induction hypothesis
where t” = filter(E, M, (x1[a), ..., zx[a)),t)
— (envs, [ (Gipideser (T, ")) y, stack, storey)
—* (enws, ¢ (Gupideser (TH1, ")) vy, stack, storey)
—* (enws, try (¢’ z) :: a with Match_failure — a, stack, store;)

where envs = env'[a — Gipideser(T0I, "), 2+ 1]

— {envs, (¢ x) :: a, stacks, storey)
where stacks = (envs, try [-] with Match_ failure — a) :: stack
— {envs, ¢ x, stacks, store;) where stacks E (envs, [-] 2 a) :: stacks
=" {env5[Gyar(z1) = d, - .., Guar(zk) — di],
let Guar(21) = Gaeser(T; ) Guar(z1) in. ..
let Guar(z1) = Geser(T),) Gyar(z) in
if (Gm(M)) then (Gyar(z1), ..., Guar(xg)) else raise Match _failure,
stacks, storey)
—*(envg,
if (Gm(M)) then (Gyar(21), ..., Guar(z1)) else raise Match _ failure,

stacks, stores) where enve = envs[Guar(z1) = df, . .., Guar (1) — df]
by Proposition [8.5] applied & times

— thy = (envg, Gm(M), stacky, stores)
where stacks = (enve, if [] then (Gyar (1), . . ., Guar(z1))
else raise Match_failure) :: stacks
The environment envg contains envpim and env(E[z1[a] — a1,...,zx[al —

ax], M). Let r be the CryptoVerif value such that E[z1[a] — a1,...,zk[a] — ag]-
M | r. So by Lemma [3.8]

thy —* they = (envr, Gualpoot (1), stacky, stores)

and by Lemma [B.8] Proposition [8:5 and the induction hypothesis, we have
storeg O stores O store; O store.
Let us suppose that r = true. In this case, filter(E, M, (x1[a), ..., xx[a]),t) =
b filter(E, M, (z1[a),...,z[a]),t’). Let us denote t = filter(E, M, (z[a),
L mfa), ).
the = (envr, true, stacky, stores)
—* (enveg, if true then (Gysr(x1),...,Gyar(zr)) else raise Match failure,

stacks, stores)
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— (enve, (Gyar(z1), - . ., Gyar(z1)), stacks, stores)
—* (envg, (dY, . ..,d},), stacks, stores)

— {envs, (dl, ..., dy) it a, stacks, stores)

(
(
(
—* (envs, Gupideser (T01, t""), stacks, stores)

since th|deser( Tbl, tm) = (dll, ey k) o (thldeser(Tbl; t”))
—* {envs, try Gipideser(T0l,t"") with Match_failure — a, stack, stores)

— th' = (envs, Gupigeser (T0L, "), stack, stores)

So the lemma is correct in this case.
Let us now suppose that r = false. In this case, filter(E, M, (z1[a],...,

xrlal),t) = filter(E, M, (z1[a], . .., zx[a]), t’).
the = (envr, false, stacky, stores)
—"* (enve, if false then (Gyar(21),...,Gyar(z))) else raise Match failure,
stacks, stores)
— (envg, raise Match _failure, stacks, stores)
—* (envs, try raise Match_failure with Match _failure — a,
stack, stores)

—" (envs, a, stack, stores)

. {envs, Gipideser (THI, "), stack, stores)
As in the previous case, the lemma, is also correct in this case. O

Proof (of Lemma [8.10]) Let us prove this lemma by looking at each case.

e The random number generation construct:

On the CryptoVerif side, for each element b of type T', we have the follow-
ing reduction:

E,xa) &£ T; P, T, 0,8, =11 Elza] — b, P',T,Q,8,€

The variable z[a], bound in P, is free in P’.
On the OCaml side, we have, for all b € T,

C = Clth — (env,let Gyar(7) = Grandom(T) () in (Ggie(z[a)); G(P')),
stack, store))
— C[th = (env, Grandom(T) (), stack’, store)]

where stack’ = (enw,let Gyar(x) =[] in (Ggie(z[a]); G(P')))

i stack
—* C[th = (env, envpim(Grandom (T)) (), stack’, store)]
=717 Clth — (env', Gyarr (b), stack’, store’)] by Proposition
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—* Clth — (env”, Ggie(z[a]); G(P"), stack, store’)]

11 def

where env” = env[Gyar(x) — Gvam(b)]
— C[th — (env”, Ggie(z[a)), ([[]; G(P")) :: stack, store”)]

]
—* C[th — {env”, (); G(P'), stack, store”), globalstore — globalstore']
by Lemma
— C' = Clth > (env”,G(P'"), stack, store”’), globalstore + globalstore']

This sequence of reductions describes the set of traces CTS, that cor-
responds to the CryptoVerif reduction that adds to its environment the
value b bound to z[a]. We have Pr[CTS;] = 1/|T).

Let B/ < Ez[a] — b]. We have env(E',P') = env(E, P)[Gyar(z) —
Guair(a)], so env” D envpim U env(E’, P’). By Lemma we have
globalstore’ O globalstore(E', T) and globalstore’ (1) = C yiopaistore (C)(1) for
all | ¢ Locyiy. By Lemma and Proposition we have store” D
store’ D store. Events are unchanged on both sides. So this construct
satisfies the lemma.

The assignment construct:

On the CryptoVerif side, let us suppose that £ - M || b. We have the
following reduction:

E,z[@) « M;P',T,Q,8,€ — E[z[d] —» b,P'.T,Q,8,€

Let us denote T' = Ts. The variable z[a], bound in P, is free in P’.
On the OCaml side, we have:

C = C[th + th] where th =

(env,let Gyar(7) = Gm(M) in (Ggie(z[a]); G(P")), stack, store)

— C[th — (env, GM( ), stack’, store)]
where stack’ = (enw,let Gyor(z) =[] in (Gyie(z[a]); G(P')))
i stack

—* C[th = {(env, Gyar (b), stack’, store’)] by Lemma [8.§|
—* C[th — (env', Grie(z[a]); G(P'), stack, store’)]

where env’ = env[Gyar(z) — Gyair (b)]

—* C[th = {(env’, (); G(P'), stack, store’), globalstore — globalstore']
by Lemma [D.]]

— C' = C[th — (env’, G(P"), stack, store”), globalstore — globalstore’]

This sequence of reductions describes the set of traces CTS; that corre-
sponds to the CryptoVerif reduction. We have Pr[CTS;] = 1.

Let B/ = Elz[a] — b]. We have env(E',P') = env(E, P)[Gya(z) —
Guair(b)], so env’ DO envpim U env(E’,P’). By Lemma we have
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globalstore’ D globalstore(E', T) and globalstore’ (1) = C giopaistore (C)(1) for
all | € Locyriy. By Lemmas and we have store’ D store’ D store.
Events are unchanged on both sides. So this construct satisfies the lemma.

The conditional construct:

On the CryptoVerif side, let us suppose that E - M | true. The same
reasoning can be applied in the case that E - M | false. We have the
following reduction:

E,if M then P else P,,T7,0,5,£ - E,P,7,9,S,€.

On the OCaml side, we implement the CryptoVerif bool type with booleans
in OCaml, and we have Gyajpooi(true) = true and Gyaipoor(false) = false.
Let th = Cy,(C).

th = (env,if Gu(M) then G(P,) else G(P), stack, store)
— {env, Gpm(M), stack’, store)
where stack’ = (enw, if [-] then G(P)) else G(P)) :: stack
!/

)

—* (env, true, stack’, store by Lemma [8.§
— (enw, if true then G(P) else G(P), stack, store’)

— th' = (env, G(Py), stack, store’)

By (Globalstorel)) and (Toplevel)), we obtain C —* C' = C|th ~ th]. This
sequence of reductions describes the set of traces CTS; that corresponds
to the CryptoVerif reduction. We have Pr[CTS;] = 1.

The CryptoVerif environment E and tables 7, the OCaml environment
env and global store globalstore, and the events on both sides are un-
changed. By Lemma we have store’ D store, so this construct satisfies
the lemma.

The insert construct:

On the CryptoVerif side, let us suppose that £ - M; | a;. We have the
following reduction:

E,insert Tbl(My,...,My); P',T,9,8,E - E, P, T",Q,8,&,

where T/ = T[Tbl — (a1,...,a;) == T(Thl)]. Let the type of the table
Tbl be Ty x --- x T},.

On the OCaml side, there exists a unique f such that (7bl, f) € Tables.
Let globalstore = Cgiopaistore (C). Since globalstore D globalstore(E,T), we

have
globalstore(f) = t where t = G (T0l, T (T01)).
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Let ¢/ & Giple (T, (a1, - .. ,ax)) = t. By definition of Gy, we have ¢/ =
Gupl(TbL, T'(ThI)). Let globalstore’ = globalstore[f v t'].
C =Clth — (env, f :==e = (1f); G(P), stack, store)]
where e = (Geer (Ty) Gm(My), ..., Geer(Th) Gm(My))
—* Cth +— (env, e :: t, stack’, store)]
where stack’ = (enw, f := []) = (enw, [-]; G(P")) :: stack

—* Clth — (env, Gl (THL, (ay, . .., ar)) :: t, stack’, store’)]
by Lemma [8.8 and Proposition [8.5]

— C[th — (env, f :=t', (enw, [-]; G(P")) :: stack, store’)]
—* C[th — (env, (); G(P’), stack, store’), globalstore — globalstore']

— C' = C[th — (enw, G(P"), stack, store’), globalstore — globalstore']

This sequence of reductions describes the set of traces CTS; that corre-
sponds to the CryptoVerif reduction. We have Pr[CTS;] = 1.

The global store is modified so that globalstore’ O globalstore(E,T’) and
globalstore’ (1) = Cgiopaistore (C)(1) for all I & Locpriy, and the environments
and events are unchanged on both sides. Moreover, by Proposition [8.5/and
Lemma we have store’ D store, so this construct satisfies the lemma.

e The get construct:

On the CryptoVerif side, let us consider a CryptoVerif configuration such
that its program is

P = get Tbl(x1[al,...,zx[a]) suchthat M in P’ else P".

Let the type of the table Thl be T} x - -+ x T}.

We have two cases depending on whether there is a value in the table Tbl
that satisfies M or not. Let I’ = filter(E, M, (x1[a], ..., zx[a)), T(Tbl)) =
[b1,...,bm]. This list contains every element of T(7Tbl) such that M is
true.

If I’ is empty, then:

E,PT,0,8,—E,P' T, Q8,E.
If l’/is not empty, then there is a reduction for each element b = (a1, ..., ax)
n E.P.T,Q.8.& —,, EyP'.T,Q.5.€

WithpbgZ{je{L...,meJ:b} almostunif ({1,...,m},j) and Ey= E[z,[a] —
ai, ... ,xk[Zﬂ — ak].
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On the OCaml side, let us denote

e = if | =[] then G(P') else

let (Gyar(21),...,Guar(zx)) = randomy [ in
(Gtite(z1[al); - Gme(ack[ 1); G(P))
e1 Z try (Geest((1,...,75), x) :: a with Match _failure — a

M)
There exists a unique f such that (Tbl, f) € Tables, and we have

C = C[th — (env,let | = ey in e, stack, store)]
where ey = read _table(f, Giest((21, ..., 1), M))
= let rec fold = function Gsyqg in
fold (function a — = — e1) [| !f
— C[th — (env, eq, stack’, store)]
where stack” = (env,let | =[] in €) :: stack
— C[th +— (env’, fold (function a — = — e;) [] !f, stack’, store))
where env’ = env[fold — letrec[env, {fold — Giyq} in fold]]
—* C[th + (env’, e3, stack’, store)]
where e5 =
fold function[env’,a — function x — e1] [| Gu(Tbl, T(Tbl))
—* Clth + (env”, Gpideser (T0L, 1), stack’, store’))] by Lemma [D.4]
since I = filter(E, M, (x1[al, ..., zx[a]), T(Tbl))
— C[th — (env,let | = Gipideser(THI,1') in e, stack, store’)]
— C; = Clth — (emv”, e, stack, store’)]

where env” = env[l — Gipideser (101, 1')]

Now, if I’ is empty, then env”’(l) =[], so
C; —* C' = C[th = (env”,G(P"), stack, store’)]

The sequence of reductions C —* C; —* C’ describes the set of traces
CTS; that corresponds to the unique CryptoVerif reduction that can hap-
pen when !’ is empty. We have Pr[CTS;] = 1.

The CryptoVerif environment E is unchanged and the OCaml environment
env” is an extension of env, so we have env” D envpim U env(E, P"”). The
CryptoVerif tables, the global store, and the events on both sides are
unchanged. By Lemma we have store’ D store. So, in this case, the
get construct satisfies the lemma.

If I’ is not empty, then let b = (aq,...,ax) be any element of I’ and let
v = Guairy,... 1, (T, b) = (Gyairy (a1), - - ., Guair, (ax)). We have env”(l) =
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Gipideser (T0L,1). Let env” (1) = [v1;...;0m]. The set S = {j € {1,...,
m} | v = v;} is equal to the set {j € {1,...,m} | b = b;}, because
the function b — Gyair,,... 7, (Thl,b) is injective. Hence, we have p, =
> jes almostunif ({1,...,m}, j).

Cy; —* Clth — (env”, ey, stack, store’)]

where e, & let (Gyar(z1), .-+, Gyar(2x)) = randomy [ in
(Gtie(z1[al); - - - ; Grie(wi[a]); G(P"))
—, Clth = (env”, e5, stack, store”)] by Proposition [8.5
where e5 = let (Gyar(21), ..., Gyar(z1)) = v in
(Grie(z1[al); - - . ; Grie(x[al); G(P"))

—* Clth = (env”,Ggie(21[a)); . . - ; Grie(zx[a)); G(P'), stack, store”)]

def
where env”’ =

env” [Gvar(wl) = Guairy (al)a s 7Gvar($k) = Guarr, (ak)]

—* C, = C[th — (env”", G(P"), stack, store™), globalstore — globalstore']
by Lemma [D]

The sequence of reductions C —* C; —* C; describes the set of traces
CTSp that corresponds to the CryptoVerif reduction in which the element
b= (a1,...,a) of I is chosen. We have Pr[CTS;] = py.

By Lemma globalstore’ D globalstore(Ey, T), and globalstore’ and
Cgiobaistore (C) are equal on all locations not in Locyyiy, since Ey = E[z4 [a] —
ai,...,xglal — ax). Since the OCaml environment is env”’ = env[l —
s Guar(1) = Guair, (a1), ..., Guar(zk) — Guarr, (ax)], we have env” D
eNVprim U env(Ey, P’). The events are unchanged on both sides. By
Lemmam Proposition 8.5, and Lemma we have store’”” D store” D
store’ D store. So, in this case, the get construct also satisfies the lemma.

The event construct:

On the CryptoVerif side, let us suppose that - M; | a; for all j <1. We
have the following reduction:

E,event ev(My,....M;); P',T7,9,8,6E - E,P',T,Q,8,&,

where & = ev(ay, . .. yap) : E. Let us denote Ty x - -+ x T the type of the
event ev.

On the OCaml side, let us denote

events' = Gey(E') = ev(Guarr, (a1), . . ., Guarry (a1)) :: events .
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We have

C = C[th — (env, e; G(P"), stack, store)]
where e = event ev(Gw(Mi),...,Gu(M))
— C[th = (env, e, stack’, store, )]
where stack’ = (enw, []; G(P')) :: stack
—* Clth > (env, ¢/, stack’, store’)] by Lemma [8.§|

where € = event ev(Guar (a1), . .., Guar, (a1))
— Clth = (env, (), stack’, store’), events — events']

—* C' = C[th — (enw, G(P"), stack, store’), events — events']

This sequence of reductions describes the set of traces CTS; that corre-
sponds to the CryptoVerif reduction. We have Pr[CTS;] = 1.

The CryptoVerif environment E and tables 7 and the OCaml environ-
ment env and global store globalstore are unchanged. We have events’ =
Ge(&'). By Lemma we have store’ D store, so this construct satisfies
the lemma. O

E Proof of Lemma and Proposition [8.19

Proof (of Lemma Let us first show by induction on steps that, if
CS —* CS' in at most steps steps and CS’ does not reduce, or CS —* CS’ in
exactly steps steps, C = E,P,T,Q,S,&, and P = z[a] + simulatem(s[a]); P,
then C, steps, CS ~* E|x[a] — simreturn(CS")], P, T, Q,S,E.

o If steps = 0 or CS does not reduce, then CS’ = CS and C, steps, CS ~~
E[z[a] = simreturn(CS")], P', T, Q,S, & by (Leave Simulator]).

e If steps > 0 and CS — CSy, then CS; —* CS’ in at most steps—1 steps and
CS’ does not reduce, or CS; —* CS’ in exactly steps —1 steps, so by induc-
tion hypothesis, C, steps — 1,CS; ~* E[x[a] — simreturn(CS)], P', T, Q,
S,€. By , C, steps,CS ~ C, steps — 1,CSy, so C, steps, CS ~*
E[z[a] — simreturn(CS")], P, T, Q,S,£.

Let us now prove that, if C —, C’, then there is a trace C ~; C’ and all
intermediate configurations in this trace (if any) are of the form C, steps, CS.

Let C=E,P,T,9Q,S,€.

e If P is not of the form x[a] + simulatem(s[a]); P’ for any x,a, P’, then
C <y € by (CrypioVert

o If P = zxfa] + simulatemi(s[a]); P’ for some z,a, P’, then by the se-
mantics of CryptoVerif, s[a] € Dom(E), E(s[a]) is of type Trs, and
C' = E[z[a] — simulatem (E(s[a]))], P',T,9,S,E. Since E(s[a]) is of
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type Tcs, there exists a configuration CS such that F(s[a]) = repr(CS).
By reduction rule (Enter Simulator), C ~» C{® = C, Nsteps, CS. More-
over, by definition of simulatey., CS —* CS' in at most Nsteps steps
and CS’ does not reduce, or CS —* CS’ in exactly Niteps steps, and
simulatemy (repr(CS)) = simreturn(CS'). By the result shown above,
C ~ C ~* Elx[a] — simreturn(CS")], P, T,Q,S,& =C'.

Finally, let us show that, if C does not reduce by —, then it does not reduce by
~ either. Let C=FE, P, T,9,S,€&.

e If P is not of the form x[a] + simulatem(s[a]); P’ for any x,a, P’, then
the only rule applicable to reduce C by ~~ is (CryptoVerif]), and it cannot
be applied because C does not reduce by —. Hence C does not reduce by

L

o If P = z[a] + simulatem(s[a]); P’ for some x,a, P’, then either s[a] ¢
Dom(E) or E(s[a]) ¢ Tcs. The only rule applicable to reduce C by ~ is
(Enter Simulator]), and it does not apply when s[a] ¢ Dom(FE) or E(sa]) ¢
Tecs. Hence C does not reduce by ~. (We could also show that, because
the CryptoVerif configurations are well-typed, C always reduces when P =
z[a] + simulatemy (s[a]); P'.) O

Proof (of Proposition [8.19)) For b € {true, false}, let CTS, be the set of
complete CryptoVerif traces using — starting at C and such that the list of
events £ in their last configuration satisfies D(E£) = b. By the first property of
Lemma we can map each trace CT € CT S, into a trace CT® using ~» and
starting at C, such that the configurations of the form C of CT are exactly the
same as in CT and Pr[CT*] = Pr[CT].

Let CTS;° be the set of these traces CT. Let us show that CT S} is the set
of complete CryptoVerif traces using ~~ starting at C and such that the list of
events £ in their last configuration satisfies D(E) = b.

The list of events £ in the last configuration of C7 is the same as in CT,
so it satisfies D(£) = b. By the second property of Lemma since CT is
complete, CT is also complete. Since the mapping from CT to CT is injective,
we have Pr[CT S}’ = Pr[CT Sy

Moreover, if a configuration C* reduces by ~~ into another configuration,
then the sum of the probabilities of all the possible reductions from C is 1:

S e -,

{57 |Co5~ ey C/ }

Indeed, the rules that define ~» are mutually exclusive. If C* reduces by

rule (CryptoVerif)), then the property holds because it holds for the semantics
of CryptoVerif. Otherwise, a single reduction is possible, and it has probability

1.
Using the same property for —, the probability of all complete traces using
— starting from C is 1, so Pr[CT Strue] + Pr[CT Starse] = 1. So Pr[CT She] +
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Pr[CT S5 ..) = 1. Since the sum of the probabilities of all the possible reductions

false
from each configuration by ~- is 1, the probability of all complete traces using

~> starting from C is 1, so all these traces are in CT S5, or CT Shhys- Hence
all complete CryptoVerif traces using ~~ starting at C and such that the list of
events & in their last configuration satisfies D(£) = b are in CT Sy

So Pr[C :*) D] = Pr[CT S ,.] = Pr[CT Sirue) = Pr[C :(%V) D). O

F Proof of Lemmas [8.34] and [8.35]

Proof (of Lemma Let C§° = C%(Qo, program).
Cie =0, let x[] : bitstring = Ogtart() in return(z[]) else end, 7o, Qo, 0, []
Where QO déf {Qstart(QOa pmgmmo)} U U {Qloop{a/i/}}

a< Nrand+ca||s

U oracledefset(Qo)
~ 0, P, To, Q1,S1,[]
where Q1 = Qo \ {Qstart(Qo, programy)},
P = so[] + 50(Qo, program); P,

def

P, = let r[] : Tts = loop Ojeop[1](s0) in end else end,
S; = [z[], return(z[]), end]
~ E17P27763 Ql,Sl; H

where By = {so[] — s0(Qo, programg)}
~ E17P37763 Qlasla H

where P3 = let (][] : Tts, bi,[] : b00l) = Oieop[1](s0)
in Preturn-loop (1) €lse end

~ Bo, Poop{1/i'}, To, Q2, Sioop(1), []

where Ey = E;[s[1] — so(Qo, program)],
Q2 = Q1 \ {Quoep{1/1'}},
> CF* = By, Roop{1/i'}, To, Q2, Sioop(1), ], Nsteps, CSo
where CSy = ([(D, programy, [], 0)], globalstore,, 1), Rl (
We have
Co(Qo, programg) = [(B, programy, [], B)], globalstorey, 1, Ggernar(Qo), [ ] -

Let CT be the trace that consists only of the configuration Co(Qq, program,).
Let us prove that C{® = CT. Properties and [[4] hold. The set O(RIy)
contains all the oracles that can be called at the beginning, and

Qy = U {Qioop{a/i'}} U oracledefset(Qo) ,

2<a< Nrand | calls
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SO Propertyholds. As mentioned in Section@ the initial program program
does not contain locations in Locy, so Property [[5] holds. As also mentioned in
Section [5.2.6] program, contains no closure, and as mentioned in Section [7]
program, contains no tagged function, no return, and no event except in parts
program(fiole) inside addthread. So Property holds, which proves Prop-
erty [[6f By Assumption Property [[7 holds. The global store globalstore,
maps each | € Locg to its initial value initval; and globalstore(Es, To) maps each
f € Locpyiy to its initial value initvalys (the empty string "" when (z[], f) € Files
and the empty list [] when (70l, f) € Tables), so Properties and
hold. The module set Ggemnar(Qo) and the role set Rl correspond by defini-
tion of RIy, so Property holds. The event lists are empty on both sides,
so Property holds. The sets O=(I) with T = () and Ocan(CSp) are both
empty, so Property holds. The sets Ocaitrepl (th]), O°°(Rinit-function(th])),
and O (Rinit-closure(th])) where th] is the current thread of CS; are also empty,
so Property holds, which shows Property We have 0 + Nsteps > Nateps,

so Property holds. We have a = 1, so Property holds. The set I is
empty, so Property holds. For all role[[a’, +00[,a] € Ry, we have a’ =1, so
Property [[17 holds. Therefore, C{* = CT. O

The following two lemmas serve to prove Property [[4] of the invariant.

Lemma F.1 If E,P,7,Q,8,€ —, E',P',Q", T8, &, and fo(P)U fu(Q) U
fu(8) C Dom(E), then fo(P’)U fu(Q") U fu(S") C Dom(E").

Proof This result is easily proved by cases on the applied reduction rule. [

We denote by C* = E, P, T,Q,S5,&, rest an extended CryptoVerif configuration
in which rest is either nothing or steps, CS.

Lemma F.2 If E,P,T,Q,S,&,rest ~, E',P', Q' . T",8 & rest’ and fo(P)U
f(Q) U fu(S) C Dom(E), then fu(P") U fu(Q") U fu(S") C Dom(E").

Proof This result is easily proved by cases on the applied reduction rule.
By Lemma the r preserves the invariant. The rules
(Enter Simulator)) and (Simulator) leave the environment and the set of free
variables unchanged. The rule (Leave Simulator]) introduces a new free variable
and adds it to the environment. O

The following lemma shows that a correct closure always remains correct
during execution.

Lemma F.3 Suppose that fv(Qo) C Dom(E), Qo <+ RL I, Q) <+ RI'.T', R is
an oracle reference of the form O'[a’] when oracle O is not under replication and

O’[_,gﬁ] when O is under replication, and one of the following two situations
occurs:

1. E D E, I' =1-{0[al}, 9y 2 Qo \ {Qu(0Ola])}, 75 = 10, and I, is a
restriction of lik such that, if R = O'[d’], then R € Dom(l},, ).
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2.E DE T DI, Q)2 Qy, Uy 2 ko 7 2 70, if R = O'[d], then

O'la'] ¢ '\ 1 and O'[a’] € Dom(lok), and if R = O'[_,d"], then for all a,
O'[la,+ocl,a”] ¢ '\ 1 and O'[_,a"] € Dom(7o).

Then correctclosure(R,I', E', Q4 I\, 75) 2 correctclosure(R, 1, E, Qq, liok, T0)-
Proof Let us consider the first situation.

e Case R = Ola]. Oracle O is not under replication. Since I — {O[a]} is
defined, we have Ola] € I, and since I' = I — {O[a]}, we have O[a] ¢ T'.
We also have If , (O[a]) = liok(O[a]). So, by definition of correctclosure,

correctclosure(O[a], ', E', Qp, liow, T6)
= {tagfunction?"" [env, pmo,.(Q)] |
for any Q, env(token) = I, (Ola])}
D {tagfunction® " [env, pme,..(Q(0[a]))] |
env 2 envprim U env(E, Q(O[a])), env(token) = liok(O[a]) }
D correctclosure(Olal, I, E, Qo, liok, T0) -

e Case R = O[_,a"] where @ = a',a” for some a’. Oracle O is under
replication. Since I — {O[a]} is defined, O[[a’, +00], 5’7} € I, and since
I' = 1— {O[a]}, we have O[[a’ + 1, +o0[,a”] € I
Suppose that a’ < No. Since Qp > RI I, there exist @ and 7 such that 4
does not occur in fu(Q), Qo(O[d’,a”]) = Q{a’/i}, and Qp(Ola’ +1,a"]) =
Q{a’ +1/i}. Tt is easy to see that pma, (Q{a’ +1/i}) = pma, (Q{d’/i}),
since the translation into OCaml does not depend on the indices. More-
over, fu(@Q{a’ + 1/i}) = fu(Q{a’/i}) since i does not occur in fv(Q), so
env(E,Q{a’ + 1/i}) = env(E,Q{a’/i}). Since fo(Qp) C Dom(E) and E’
is an extension of F, we have env(E’, Q{a’+1/i}) = env(E, Q{a’ +1/i}).
So, by definition of correctclosure,

correctclosure(O]_, a1, E', Q) I, 75)
= {tagfunction® [env, PMan (Q5(0la’ +1, ) |
T =75(0[_,a"]), env D envpim U env(E', Q) (Ola’ +1,a"]))}
= {tagfunctionO’T[env,pmAny(Qo(O[a’,&W]))] |
7 =10(0]_,a"]), env D envpim U env(E, Qo(O[d’, a”']))}

= correctclosure(O]_, 217], I, E, Qo, liok, T0) -
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Suppose that a’ = Ng. By definition of correctclosure,

correctclosure(O]_, a”], 1, E', Q) Il 76)
= {tagfunctionO’T[enupmAny(Q)] | 7= 76(0[7,;1\’/’]), for any Q, env}
D {tagfunction®[env, PMpny (Qo(Old, 217}))] \
7 =10(0[_,a"]), env D envpim U env(E, Qu(Old’, "))}

2 correctclosure(O]_, ZLT’L I, E, Qo, ltok, T0) -

Suppose that a' > Np. We have correctclosure(O[_,J],]ICE’, Q4 Uk
75) = correctclosure(O[_,a"],1, E, Qo, liok, To) since E, Qo, liok are not
used and 74 = To.

e Other cases. All references to Q((O’[a']) in the definition of correctclosure
satisfy O'[a’] # Ola]. In this case, we have Q)(O'[a']) = Qo(O'[d]).
Since fv(Qp) € Dom(E) and E’ is an extension of E, we have env(E’,
QL(O'[a'])) = env(E', Qo(O'[d"])) = env(E, Qy(O'[a’])). Moreover, when
R = O'[d/], we have I/, (0'[a']) = lok(O'[a’]). Hence, by definition of

correctclosure, correctclosure(R, 1, E', Q,1}.,.76) = correctclosure(R, 1,

E7 QO? lt0k7 TO)'
Let us now consider the second situation.

e Case R = O'[d/]. Since O'[a’] ¢ I \ I, we have O'[a/] € I’ if and only if

O'la/] € I. We have I/, (0'[a"]) = Lok (O'[a]).

If O'[a’] ¢ 1, these points are sufficient to conclude that correctclosure(R,
I',E', Q, Ui\, 75) = correctclosure(R, 1, E, Qq, liok, T0)-

tok?
If O’[c;’] € I, there is an oracle O’[g’] in Qqp; since Q) 2O Qp, we have
04(0'[a']) = Qo(O’[d']). Since fu(Qy) C Dom(E) and E' is an exten-
sion of E, we have env(E’, Q)(0'[a'])) = env(E', Qy(0'[a])) = env(E,
Qy(0'[a])). So correctclosure(R, T, E', Q0 liows 7o) = correctclosure(R, 1,
E, Q07 ltoka 7_0)~

e Case R = O'[_,d"]. Since for all a, O'[la, +oo], (fz\’/’] ¢ '\ I, we have
O'[a, 4o0], 217’} € I if and only if O'[[a/, +00], ZL\///] el
If there is no @’ such that O'[[a’, +o0], Zzﬂ € I, this point is sufficient
to conclude that correctclosure(R,1', E', Qg i\, 7,) = correctclosure(R,
L, E, Qo, ltok; T0)-
If O'[[a/, +o0], (/17] € I and ¢’ < Ny, then there is an oracle O’[a’,EL’v’]
in Qu; since Q) D Qp, we have Q)(0'[d,a"]) = Qo(O'[d,a"]). Since
fv(Qo) € Dom(E) and E’ is an extension of F, we obtain env(E’, Q(O'[d’,
a"))) = env(E', Qo(0'[d,a"])) = env(E, Qy(O'[d’,a"])). Moreover, we
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have 76(0’[_,&7]) = 70(0'[_,a"]). So correctclosure(R,1', E', Q)1 rok>
75) = correctclosure(R, 1, E, Qq, liok, T0)-

If O'[[a’, +o0, &ﬂ € I and ¢/ > Nos, then we have T(’)(O’[_,E’J’]) =

70(0'[_,d"]), so correctclosure(R, 1, E', Q) ok 7o) = correctelosure(R,
H7Ea QOaltOk7TO)' ‘:l

Let Pbop be the process from hne to line of Figure Let Pliop be
the process from hne E to line 5 for the if o = o; branch. Let P| be the
process from line[I9 to e expansion of the let construct with pattern—
matching introduces a fresh Varlable Let us denote xs[i’] the variable created
for the let matching on line [7}, za;[i'] and i;[i’] the variables created on lines[1]]

and [I2] for oracle number j.

Proof (of Lemma [8.35) Let us consider C* and CT such that C= = CT.
Let C= = E, Poop{a/1'}, T, Q, Sioop(v), €, steps, CS and let C be the last config-
uration of CT. Let

CS = ([th1, . . ., thy), globalstore®, tj), RI, T,

C = [th], ..., th]], globalstore®, tj, M, events ,
thyj = th® = (env®, pe®, stack®, store®) ,
th;j = th® = (env®, pe°, stack®, store®) .

We use the exponent s for the elements of the simulator configuration and the
exponent o for the elements of the OCaml configuration.

Let us first distinguish cases depending on whether Property [T1] or Prop-
erty [I'2]is satisfied for the current thread.

Case 1. Property is satisfied for the current thread, that is, we are at the
beginning of the initialization of a protocol thread. There exists a program
program’ such that

th® = (0, program ;.;; program’ (role1 [a1]);; . . . 5; program’ (role,, [am])s;

program/’, [],0) .

There is no closure, no tagged function tagfunction’ pm, no event, and no
return in program’, except in program(fiee) in arguments of addthread. The
OCaml thread verifies th® = replaceinitpm(th®), so

th® = (0, DrOGram yims; Program(fiole, )3; - - - 33 Program(firole,, );; program’, [],0) .

By Assumption [8.2] there is exactly one complete thread trace TT that
begins at (0, program ;.;;, [],0), and the last thread of this trace is (envprim, ¢,
[1,0). So there is no call to the random function inside the initialization of
the primitives. Let TT(definitions) be the trace TT where, in each thread, we
replace the empty definition list ¢ by definitions. As no OCaml reduction rule
depends on the contents of a definition list, the trace TT(definitions) is a valid
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trace for any definition list definitions. So, by taking definitions the definitions
after program, in th® and th°,

th® —* thS = (envprim, program’ (roley [a1]);; .. . 3; program’ (role,, [am]);;
program’, [], 0)

th® —* thS = (envprim, program(tiole, )s; - - - 3; program(ile,, );; program’, [], 0)

in exactly the same number of steps.
Let I; (j < m) be m distinct locations. For j < m + 1, let th} = (env®

j,
5 def der

program, [, store$) where env eNVprim U { Lhrole; - init — ¢; | i < j} with ¢; =

j
tagfunction""e"’”[em}i,pmiolei[(fi}] and env; = envs[token — 1], program; def
program’ (role;[aj]);; .. . ;; program! (rolem, [am])s; program’ for j < m, program; S

program’ for j = m + 1, and store =

thread thj— reduces as follows:

{l; — Callable | i < j}. For j < m, the

ths = (env$,let piole, .init = e5;; program; 4, [1, stores)

where e} = let token = ref Callable in tagfunction™® pmiolej @]
— (env3, e, stack}, stores)
where stack’; = [envs, let piole,-init = [-];; program ;4]
—* (enwj, tagfunction™ PMyore, a5)» Stacks, store )

since env; = envj[token + [;] and store, ; = storef[l; — Callable]
— (envy, cj, stacky, stores , ;)
=" ths 1y = (env5q, program, ,[], store5 )
since env$ q = envj [Lirole, - i1t 1+ ;]

Let th? S replaceinitpm (th}). We have th = (env?, program’, [], store$)

J
where envg is the environment envs in which we replace pm/, e:[d] with pm
T £

for all i < j, program/; o program(firole, )3; - - - 35 Program(firole,, )3; program’ for

Hrole;

j < m, and program’; < program’ for j = m + 1. For j < m, the thread th
reduces as follows:

th; = (env}, let puole, .init = ef;; program9+1, [], store)

where €2 & let token = ref Callable in tagfunction™® pm

J Hrole;

(o} o
i

— (env§, €],

stack$, store3)
where stack; = [env,1et firole,-init = [-];; program’; |

* ! . role; o s
=" (env];, tagfunction™* pm,, - stack], store; ;)

Hrole ;

def
where env); = env§[token — 1]
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! /

o S
— (envj, ¢, stacks, store 1)

role;,7; [

/ def . /
where ¢; = tagfunction env;, pmum‘ej]

* o o / S
=" th 1 = (env§ 1, program}_ ,[], store5 )
: o _ o . /
since envj = env§|iole; - init — c;]

Moreover, th; = th] and thg = thy, so th® —* th;, | and th® —* thy ;. There
are exactly the same number of steps in both traces. Let steps® be this number
of steps.

Let CT; be the extension of the trace CT until C[th — thy,,,]. Since
th® —* th} ., without using (Randoml), we have CS —* CS[th — th}, ]
by (Globalstorel)), (Toplevel), and (Simulator toplevel). Furthermore, by defi-
nition of Ngeps, all traces of the OCaml program have at most Nseps steps, so
in particular |CTy| = |CT| + steps® < Ngeps- Hence, by Property steps >
Niteps — |CT| > steps®. So, with C§° Y E PT,Q,8,E, steps — steps®, CS[th —
thy, 1), we have C* ~~T C{* by since steps remains positive during
the reduction. (More generally, the same reasoning shows that, if the simulator
trace has at most as many steps as the OCaml trace, then the extended Cryp-
toVerif configuration can reduce by because steps remains positive
by Property We shall not detail this point in the other cases.)

Let us prove that C$° = CT;. Properties 4] [7, 9]
are inherited from C® = CT. As mentioned in Section there
are no local store locations in the initial program, so there are no local store
locations in program’, so the locations l1, . . ., [, are the only local store locations
present in th;, , ;, and they are all in the domain of store, ;. So Property
holds. Let liok be the empty function. The set Ocan(th;, ;) is empty. We have
that gettokens(I, Ocan(thy,4 1), liok) = 0 and thy, | = replaceinitpm(th;, 1) €
replacecalls(replaceinitpm(th;, 1), L, E, Q, ok, T0), so Property E@ holds for
the current thread. Using the function linitox that maps role;la;] to I; for
j < m, Property holds for the current thread. The environment of the
tagged closures that we created contains envpim, so Property holds for
the current thread. Since there is no tagged function, no event and no return in
program’ except in program(jile) in arguments of addthread, Property [T2[d)]
holds for the current thread. Threads that are not the current thread did not
change, so Property [[6 holds. The only change in the oracle sets is that the roles
role;[a;] are transferred from Rinit-function (th°) t0 Rinit-closure (th°), S0 Property
is preserved. We have

|CT1| + steps — steps® = |CT| + steps® + steps — steps® > Niteps
so Property holds. Properties and are preserved, because all

components of these inequalities are unchanged. Therefore, we have proved that
C(l:s = (CTl

Case 2. Property [T2]is satisfied for the current thread. We now distinguish
cases on the form of the simulator configuration CS.

Case 2.1. The current expression of CS is pe® = call(O;[a]) (v1,...,vm,;) and
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CS cannot reduce, that is, the configuration CS makes a successful call to O;[a],

an oracle not under replication. By definition of simreturn, simreturn(CS) S

(repr(CS), 04, @, args) where args = (b1,...,bm;) and by L G\;}Tj)k(vk) for k <
mj.

So C* reduces in several steps into the configuration £y, By, {a/i'}, T, Q,
Sioop (), € that corresponds to line [8 where

Ey = Elzs[a] — (repr(CS),0;,a, args),
s'[a] = repr(CS), ola] — o;,i[a] — @, args[a] — args].

Let a,...,a,, = @ As Ei(ola]) = o, this configuration reduces in several

» ¥

steps into the configuration Es, Riop{a/i'}, T, 9, Sioop(), E where
Ey = Eir[zaj[a] v args,ajq[a] = by, ... s om0 = b
zijla] = @ ij1la] = ay, ..ol = ag ]

The oracle O;[a] is in I, otherwise CS could reduce using (FailedCalll). By
Property [[3] of the invariant, there exists Qp such that Qy <> I,RI and Q =

{Qioop{a/i'} | & < a < Nuandscals} U Qo. Let Q = Qo(0;jla]). The oracle
definition @ is of the form Oja](wi[a] : Tj1,...,%m,la] : Tjm;) := Po. The

previous configuration reduces in one step into C & Es, Po, T, Q1,81, € where
B3 = Eplas[al = by, ..., 2m, [a] > bm,]
S1 = (1, T, ), return(simulatereto, (s, (75,1, - - - S Tjm )), continue),
return(simulateendo, (s”), continue)) :: Sjoop ()

Q; = 0\ {Q}

Let us now look at C. By the invariant, there exists an injection Ik that sat-
isfies Property [T2[a)l The current expression pe® is of the form ¢ (vq,..., vy, ),
where ¢ € correctclosure(O,al, 1, E, Q, liok, To), SO ¢ = tagfunctionoj’T[env‘{,
PMonee(@Q)] where envy O envpim U env(E, Q) and env§(token) = lLiok(O;[al).
By the same property, store®(liok(O;[a])) = Callable.

th® = (env®, ¢ (v1,...,Um,), stack®, store®)
— (envg, match (v1,...,vy;) With pmo,(Q), stack®, store®)
— thS = (enw$, e, stack®, store®)
where env$ S env?[Guar(z1) = v1,. .., Guar (T, ) + Ui, ] and
e = if (token = Callable) &&
(Gpred(Tj,l) Grar(z1)) && ... && (Gpred (Tj,mj) Gvar(mmj))

then (token := Invalid;¢’) else raise Bad Call

¢ = Grie(21[a)); .- -; Gtite(zm, [a]); G(Po)
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For all k < my, there exists by, such that Gaiz; , (b)) = vk, 50 Gpred (T} 1) Guar (1)
evaluates to true using Proposition Moreover, env$(token) = liok(Oj[al).
So, the configuration C reduces as follows

C —* C' = C[th + thS]
—* C[th — (env3, token := Invalid; €, stack®, store3)]
—* C[th — (env3, €', stack®, store$)]

where storeS = storeS[liok(O;]a]) — Invalid]

—* C; = Clth — (envS, G(Pp), stack®, store3), globalstore — globalstores)
by Lemma applied m; times

where storey D store§, store§ D store®, globalstore; O globalstore(Es,T)
since globalstore® 2D globalstore(E,T) by Property of the invariant, and
globalstoreS (1) = globalstore®(l) for all | & Locpyiy -

We prove that for any traces CT1,...,CT,, beginning at C such that
Y i<m Pr[CT;] = 1, none of these traces is a prefix of another, and there is
no intermediate configuration inside any of these traces with a return, end,
call, or loop as current process, there exist m disjoint sets of OCaml traces
CTSy,...,CTS,, all starting at C; such that none of these traces is a prefix
of another of these traces, Pr[CTS;] = Pr[CT;] for all i < m, and if Cy4 is the
last configuration of a trace CT' € CTS;, then C4 = C[th ~ th], globalstore
globalstorey, events — eventsy] where

thy = (envy, G(Py), stack®, store}) with
envg O eNVprim U env(Ey, Py) and store§ D store3,
globalstorey 2 globalstore(Ey, Ty),
globalstorej (1) = globalstore®(l) for all I ¢ Locpyy ,
eventsy = Gey(E4)

and the last configuration of CT; is Fy, Py, T4, @1, S1, &4.

The proof proceeds by induction on the total length of the traces CT1,...,
CT m- In the base case, m = 1 and CT is the trace that consists only of the
configuration C. Let CTS; comnsist of the single trace that contains just the
configuration C;. We have env§ O envpim U env(E3, Po) since env® D envprim U
env(E,Q), the variables x1[a], . .., &, [a] are added on the CryptoVerif side, and
Guar(1), - .., Guar(2m; ) are added correspondingly on the OCaml side. As shown
above, globalstore] 2 globalstore(E3,T) and globalstore] (1) = globalstore®(l) for
all | € Locpiy. By Property of the invariant, events = Ge (). So the
property holds for the base case. The inductive case follows from Lemma [8.10]

Let us take the maximal CryptoVerif traces CT1,...,CT, that begin at C
and that contain no return, end, call, or loop as current process in intermediate
configurations. Let CTSy,...,CTS,, the trace sets as defined above. The final
configurations of the CryptoVerif traces CT; contain either return or end, since
the oracle O;[a] does not contain loop or call constructs. Let us take one such
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trace CT; and a trace CT' € CTS;. Let C, and C4 be the last configurations of
CT; and CT’ respectively. Let Cy = E4, Py, T2, Q1,S1, E4. We distinguish cases
on the form of Py.

o If P, =end,

Cs ~ Ey, return(simulateenqo, (s'[a]), continue), Ty, Q1, Sioop (), €4
~ B, Pretum-loop (@), T1, @1, [z[], return(z[]), end], &4
where E5 = Ey[r!, ,[] + s,bqa, — continue],
s = repr(CS/),

CS' is CS in which the current expression is replaced
with raise Match failure and the set I is replaced

with I = T — (0[]
~ Es, Ps, Ty, Q1, [x[], return(z[]), end], &4

def

where P5 = let 7[] : Tes = loop Ojoopla + 1](r7, ,.[])
in end else end
~ Es, Pg, Ta, Q1, [x[], return(z[]), end], &4
where Py = let (Tot1.,1] : Tes, bata,r[] = bool) =
Ooopler + 1](r7, ) in Preturn-loop(cx + 1) else end
~ Bg, Poop{ar + 1/i'}, Ta, Qa, Sioop (@ + 1), E4

def

where Eg = FEs[s[a+ 1] — 3],

QQ = Ql \ {Qloop{a + 1/i/}}
(Let CT” be the trace CT followed by CT’. By definition of
NrandJrcaIISa Nrand+ca||s Z (Nrand ((CTH) + ZO,T Ncalls(07 T, (CT”)) +

1 = (Nrand((CT) + Eo,r Neas(O, T, (CT)) + 2 since CT” makes
one more call to O; than CT. So, by Propertyl@7 Nrandtcalls =
a+1. So, by Property|[[3] Quop{a+1/i'} € Q, 50 Qoop{a+1/i'} €
Q1.)

is d:Cf E67 Hoop{a + 1/1/}7 721; QZ; S|00p(a + 1)7 847 Nstep57 (CS/

By definition of the translation of end, the current expression of Cy4 is
raise Match_failure. Let CT” be the trace CT followed by CT’. The

last configuration of CT” is Cy.

Let us prove that C§* = CT”. By the form of C$° and C,4, Properties
and [I2| hold. The set Qj is the set Q where we removed the oracles O;[a]
and Ojooplc + 1]. We have I' = I — (O,[a]), so Property [[3|is preserved.
Property [[4]is an immediate consequence of Lemmal[F.2] No new locations
were created in the simulator, and the domains of stores can only grow,
so Property [[5]is preserved.
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For all threads tj’ # tj, the thread #j' does not change so, to prove Prop-
erty |16, we just have to show that Property [T2{a)|is preserved; the other
elements of Property [I6| are obviously preserved. Suppose that thread ¢’
satisfies Property @Eﬂ initially, with a function liox. By Lemma
Item |1} for all call(R) that occur in th;, = replaceinitpm(thyj:), we
have correctclosure(R, 1, Eg, Qa, liok, To) = correctclosure(R, 1, E, Q, liok,
T0), SO replacecalls(th/t;/,]l’, Eg, Qa,liok, T0) 2 replacecalls(th't;/,H,E, Q,
liok, T0). Furthermore, the oracle O;[a] is in Ocan(thy;), so by Prop-
erty of the invariant, it is not in Ocan(thy). Hence, Ocan(thy ) N1 =
Ocan(thy) NI and Ocan(thy) \ I' = Ocanlthy) \ I, so gettokens(I',
Ocanl(thyjr), liok) = gettokens(I, Ocan(thy), liok). So thread ¢’ continues
to verify Property [T2{(a)| with the same function lyok.

Let us now consider the current thread. The current thread of the simu-
lator is th] = (env®, raise Match _failure, stack®, store®) and the current
thread on the OCaml side is th = (envg,raise Match_failure, stack®,
store$) where store§ D store§. By Property [T2[a)] there exist store? and
liok such that

(enw®, pe°, stack®, storet)
€ replacecalls(replaceinitpm (th®), 1, E, Q, lyok, T0)
storeg U gettokens (I, Ocan (th®), liok) C store®.

def def

Let us denote th” = replaceinitpm(th®) and th] = replaceinitpm(th3).
The thread th} is the thread th” in which the current expression is replaced
with raise Match failure. This is an exceptional value, so the definition
of replacecalls allows any environment in the threads it returns, hence

the < (envg, raise Match _failure, stack®, storeg)
€ replacecalls(thy, 1, E, Q, liok, T0) -

Let I}, S ltok|Ocan(ths)- By Lemma Item for all call(R) that occur
in thY, we have correctclosure(R,1', Eg, Q2,1 ,,To) 2 correctclosure(R,1,
E, Q,liok, To), so thg € replacecalls(th,T', Eg, Qa,1,,,,70). We have

storeg U gettokens(I', Ocan(thy), liox)

C storeg U gettokens (I, Ocan(th®), liok) [liok (O, [@]) — Invalid]
C store®[liok(O;[a]) — Invalid]
C store? [liok(O;]a]) +— Invalid] = store§ C store3 C store ,

so Property |T2(a)| holds with the function i ,. Properties T2{c)|
T2|(d)| are clearly preserved, so Property [I6| holds.

Properties [[7} and are also preserved. Properties [[9]
and hold because they are kept inside Lemma [8.10, We have
o=(') = 0> \ {Oj[a]}. If there remains no occurrence of
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call(O;[a]) in the thread th], then Ocan(th]) = Ocan(th®) \ {O;[a]}
and Ocall(CS/) = Ocau((CS) \ {Oj [5]}, SO OOO(H/) U Ocau(CS/) =
O0*(I) U Ocan(CS) \ {O;[a]}. Otherwise, Ocan(th]) = Ocan(th®) and
Ocau(CS/) = Ocau((CS), S0 OOO(]I/) U Ocau((CS') = OOO(H) U Ocau(CS).
We also have Ocall—repl(thsl) = Ocall—repl(ths)a OOO(Rinit-function(thsl)) =
OOO(Rinit-function(ths))7 and OOO(Rinit-closure(thsl)) = OOO(Rinit-closure(ths));
so Property is preserved. The set O®(I') U Ocan(CS') is included
in O°(I) U Ocan(CS) and the set willbeavailable(CS') is included in
willbeavailable(CS), so Property is preserved, which shows Prop-
erty We have |CT”| + Nsteps > Nstepss S0 Property holds. The
number of calls to O; increases by 1 and « increases by 1, so Property
is preserved. Properties and are preserved, because all components
of these inequalities are unchanged. So C{° = CT” in this case.

If Py = return(My, ..., M,
such that E4 . Mz »u C;.

); @', let ¢; (i < m;) be the CryptoVerif values

l.
J

Cy ~» Es, return(simulaterero, (s'[c], (rj1[e], . . . ,7j,m [0])), continue),
7:17 Ql ) Su 54
where Fs S E4[’I"j71 = C1,... ,Tj’m;_ — Cm}]

s C55 E By, Poopla + 1/i'}, Tay Q2, Sioop (@ + 1), E4, Nateps, CS’
where Eg O Es[s[a + 1] — repr(CS')],

Qs = Q) U oracledefset(Q') \ {Qioopicr + 1/i'}}
repr(CS') = simulateeto, (repr(CS), (c1, - . -, cj7m3_))

where we show that Qeep{cx + 1/i'} € Q; using Property as in the
case Py = end.

Let oracledeflist(@) = [(@1,71). . (Qu,7)] and oraclelist(Q') = [O4[a],
..., Ojla]]. A thread (env, Go(Q;,7i), stack, store) where env D envpyim U

def

env(Ey, Py) reduces into (env’, c(Q;, ), stack, store’) where ¢(Q;,vi) =
tagfunction?™ [env', pm., (Q;)] and

— if 7; = Once, then env’ = env[token — [;] and store’ = store[l; —
Callable| where [; is a fresh location: I; ¢ Dom(store);

— if 7; = Any, then env’ = env and store’ = store.

So in both cases, env’ D envpim U env(Ey, Py).
Let thy = (envg, G(Py), stack®, store3) be the current thread of C4. We
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have env§ DO envpim U env(Ey, Py) and store§ D stores.

thy = (envy, (Go(Q1,M); -, Go(Q1, M), Gm(M1), ..., Gm (M),

J

stack®, store3)
=" (envy, (Go(Q1,M),---,Go(Qi, M), Guair (c1)s- -y
(cm;, ), stack®, storeg)
by Lemma applied m/; times
—* thy ot (envg, (c(Q1,71), -+, c(Qr, M), Gvamjf,’l (c1),-.. ’G"a'T},m/v (cm/j))7

J

GvalT]{

m/.
J

stack®, storeg)

where store = store? U {I; — Callable | v; = Once} D store D store.

Let CT” be the trace CT followed by CT’ and extended until C5 =
Cy[th +— thg]. Let I’ be the set T of CS'.

Let us now prove that C§* = CT”. We define 7, = 70 U {O}[_,a] — 7 |
~vi = Any}. (This function is well defined, because O} ,a] ¢ Dom(7o).
Indeed, for any o', Olld’,a] € willbeavailable(CS), so by Property
Ojla’,a] ¢ O>(T), hence for any o/, O}[[a’, +oc[,a] ¢ I. The main reason
why we introduced the set O>°(I) is that at this point, we are able to
distinguish between an oracle under replication that has not been called
yet and an oracle whose calls have been exhausted. If we used the set
O(I) instead here, we would not be able to conclude that there is no
oracle O}[[a/, +oc[,a] in I: if @’ > No/, then O({O}[[a/, +o0[,a]}) = 0.)
By the form of C§® and Cs, Properties and [[2] hold. The set Qy is the
set Q where we removed the oracles O;[a] and Ojpop[a + 1] and where
we added the new oracles oracledeflist(Q'). By definition of simulatereto, ,
the set I’ is the set I where we removed O;[a] and added the elements of
oraclelist(Q'). So Property [[3]is preserved. We also have Q,(0}[a;]) = Q;
for i < . Property [[4]is an immediate consequence of Lemma [F-2] No
new locations were created in the simulator, and the domains of stores can
only grow, so Property [[5] is preserved.

For all threads tj’ # tj, the thread #j’ does not change so, to prove Prop-
erty [I6) we just have to show that Property [T2|a)|is preserved; the other
elements of Property [I6| are obviously preserved. Suppose that thread ¢’
satisfies Property @Eﬂ initially, with a function liox. By Lemma
Ttems 1| and |2} for all call(R) that occur in th;/j/ = replaceinitpm(thy),
we have correctclosure(R,1', Eg, Qa, liok, 75) 2 correctclosure(R, 1, E, Q,
liok, TO), SO replacecalls(th;;-,,]l',Eﬁ,Qg,ltok,T(')) D replacecalls(thgjl,]l,E,
Q, liok, T0). Furthermore, the oracle Ojlal] is in Ocan(the;) and the or-
acles Of[a;] that are not under replication are in willbeavailable(CS), so
by Property of the invariant, they are not in Ocan(ths). Hence,
Ocau(thtj/) NI = Ocau(thtj/) NI and Ocau(thtj/) \I' = Ocau(thtj/) \ I, so
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gettokens(I', Ocan(thy;r), liok) = gettokens(I, Ocan(thyr), liok). So thread
tj’ continues to verify Property [T'2{a)| with the same function lio.

Let us now consider the current thread. The current thread of the sim-
ulator is th = (env®, pes, stack®, stores) where pes = (call(O}[a1]), ...,

call(Ojfai]), Gyarrs  (c1),- -, Guairr , (¢p)) and the current thread on the
g, .m; J

OCaml side is thY = (enw3, pel, stack®, stored) where pe = (c¢(Q1,71),
SRR C(le 7l)7 (G’valT]{’1 (Cl)a R GvalT]{ m (Cm; )) By Property 12 a‘) there
™y

exist store? and lok such that

(enw®, pe°, stack®, store)
€ replacecalls(replaceinitpm(th®), 1, E, Q, liok, T0)
store$ U gettokens (I, Ocan (th®), liok) C store®.

Let us denote th” = replaceinitpm(th®) and th = replaceinitpm(ths).
The thread thY) is the thread th” where the current expression is re-
placed with peS. Let thy = (env®,(), stack®, store’) be a thread in-
termediate between th°® and thj, in which the result of the call has
not been inserted yet in the thread. When +; = Once, Ojla;] is in
willbeavailable(CS), so by Property O}la;] is not in Ocan(th®), so we
can define I}, < Lok |Ocan (th3) U {Oilai] — 1; | v = Once} and Ii, is an
extension of liok|0.(th)- By Lemma Ttems 1| and [2| for all call(R)
that occur in thy = replaceinitpm(th3), we have correctclosure(R, 1, Eg,
Qo lln76) 2 correctelosure(R, 1, E, Q, liok, To). Moreover, ¢(Q;,7;) €
correctclosure(Oj[a;], 1, Eg, Q2,11 74) for i < I, and pej is a value so
replacecalls allows any environment in the threads it returns, so (env§,
peg, stack®, store2) € replacecalls(th’,1', Eg, Q2,1l.,, 7). We have

store U gettokens(I', Ocan (ths), liox)

C storey U gettokens(I, Ocan (th®), liok) [ltok (O;[a@]) — Invalid]
U {l; — Callable | v; = Once}
store®[lyok(O;[a]) — Invalid] U {l; — Callable | 7; = Once}
store$ [liok (O;a]) — Invalid] U {l; — Callable | 7; = Once}
storeg U {l; — Callable | ~; = Once}
storeg U {l; — Callable | ; = Once} = storeg,

so Property [T2[a)] holds with the function I/,,. Properties T2{c)|
[T2[(d)] are preserved, so Property [[6] holds.

Properties and are also preserved. Properties [[9]
hold because they are kept inside Lemma [8.10] The oracles coming from

oraclelist(Q') are removed from willbeavailable(CS) and added to O (T)U
Ocann(CS). The oracle Oj[a] is removed from O>(I); it is also removed
from Ocan(CS) if there remains no occurrence of call(O;[a]) in the thread

N 1N NN
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thi. So Property is preserved. The oracles coming from oraclelist(Q’)
are added to O®(I) U Ocan(CS) and to Ocallrepi(th]) or Ocan(th]) de-
pending on whether they are under replication or not. The oracle O,[a]
is removed from Ogcan(th]) if and only if it is removed from O°°(I) U
Ocan(CS). So Property is preserved, which shows Property We
have |CT"| + Nateps > Nateps, 50 Property holds. The number of calls
to Oj increases by 1 and « increases by 1, so Property is preserved.
For the oracles O}[a;] (i <), when O} is under replication, O}[[1, +ocl, a]
is added to I; Property [[16]is obviously satisfied for these oracles because
the number of calls to these oracles is not negative. Property [[I6] for
the previously present oracles and Property are preserved, because all
components of these inequalities are unchanged. So C$* = CT” in this
case.

If Py = return(My, . .., Mm;)}; Q’, the CryptoVerif process reduces in ex-

actly the same manner as above. The configuration CS’ is the configura-
tion CS in which we replace the current expression pe® with (GV3|T]( . (c1),

-»Gyairr_, (¢mr)), the set T with T = 1\ {0y[a]}, and the set RI with

RI' = RI U {role[@] | (trole; Once) € Ggenur(Q')} U {role[[1, +oo, @] |
(ﬂrolea Any) € GgetMH(Ql)}'
Let thy be the current thread of C4. We have

thg = (env§, return(Ggenu(Q'), (Gm(Mi),...,Gm(Mp))),

i
stack®, store3)
— (env}, (Gm(M1), . ..,Gum(M,,)), stacks, store3)

where stack] = (env$, return(Ggeam(Q'), [-])) :: stack®

= th = (enn§, (Guarry, (c1), - -- ,Gvam]{ » (em)), stack?, storeg)
5

by Lemma applied m/; times

where storeg D store§ and C4 —* Cyfth — thl] —* C5 = Cyfth — thS,
o def

MI — MI'] where thy = (env$, (Gvam]g (c1)s-- s Gairr , (em)), stack®,
, d.m J

store2) and MI’ < MIU Ggernir (Q'). Let CT” be the trace CT followed by

CT’ and extended until Cs.

Let us now prove that C{* = CT”. By the form of C& and C”, Prop-
erties [[7] and [[2 hold. The set Qs is the set Q from which we removed
the oracles O;a] and Ojeopler + 1] and to which we added the new ora-
cles of oracledeflist(Q’). The set T’ is the set I from which we removed
O;la). We added the elements of oraclelist(Q') to O(RI'). So Property
is preserved. Properties[[4] to and [[T4] to are proved as in the
case P, = end. We added matching elements in MI’ and in RI', so Prop-
erty is preserved. The oracles coming from oraclelist(Q’) are removed
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from willbeavailable(CS) and added to O (RI). The oracle O;[a] is re-
moved from O (I); it is also removed from Ocay(CS) if there remains no
occurrence of call(O;[a]) in the thread th]. So Property |O1]is preserved.
The oracle Oj[a] is removed from Ocan(th]) if and only if it is removed
from O%(I) U Ocan(CS), and the other oracle sets of Property are
unchanged, so Property is preserved, which proves Property So
Css = CT” in this case.
Case 2.2. The current expression of CS is pe® = call(O;[_,a]) (v1,...,Vm;)
and CS cannot reduce, that is, the configuration CS makes a successful call to
O,]_,a], an oracle under replication. We prove this case by a reasoning similar
to the previous case.

We show that a copy of the oracle O;[_,a is available in Q using Property
as follows. By Property pe® = tagfunctionof’T[envj’,pmAny(Q)] (v1,
- Um,), With 7 = 70(0;[_,d]) and Of[a’,+o0[,a] € I for some a’. Let
CT’ be the extension of CT with one step. By definition of No,, we have
NO]‘ > Ncalls(OjaTa CTI) = Ncalls(oja T, CT) +1, so by Property a < NOja
so Ojla’,a] € O(I), so by Property Qq contains a process of the form
Oj[a’,&'](ml[a’,Zﬂ : Tj}l, s Ty [a’,Zﬂ : Tj,mj) = Po.

Due to the call, the index a’ such that O[[a’, +00[, @] € I increases by 1 and
the number of calls to the closure with tag O;, 7 increases by 1, so Property@
is preserved.

Case 2.3. The current expression of CS is pe* = random (), that is, the
configuration CS samples a random boolean. By Property [[6] the current ex-
pression of C is pe® = random (). For b € {true,false}, C —;,5, C; where

Cp & C[th — (env®, Gyaipoor (b), stack®, store®)]. Let CTy be the extension of the
trace CT until C,.
The configuration CS cannot reduce, and simreturn(CS) = (repr(CS), or,

(), (). Let us denote s = repr(CS). The simulator configuration reduces in the
following way for a CryptoVerif value b € {true, false}.

C= ~" By, ‘Plloop{a/i/}77-7 Q, Sioop(a), €
where By = E[zs[a] — (s,0r, (), (), s'[a] — s, 0[a] — o,
ila] = (), argsla] — ()]
" By, Poop{a/i'}, T, Q, Sioop(@), €
~=1/2 Ea, return(simulater(s'[a], br[a]), continue), T, Q, Sioop(@t), €
where Ey = Ej[br[a] — b]
" C5® B3, Poop{a +1/i'}, T, Q1, Soop(@ + 1), €, Nateps, CSp
where E5 D Es[s[a+ 1] — repr(CSy)],
Q1 = 9\ {Qioop{er + 1/i'}},
CSp & CSlth — (env®, Gualpooi (b), stack®, store®)]
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We verify that Qoop{c + 1/'} € Q using Property as follows. By defini-
tion of Nrand+caII57 Nrand+ca|ls > (Nrand(CTb) + ZO,T Ncalls(O;T; (CTb)) +1=

(Nrand(CT) —|—EO’T Neais(O, 7, (CT)) + 2 since CT; makes one more random

number generation than CT. So by Property @ Niand+calls => a+ 1. So
by Property (I3} Qoop{a+1/i'} € Q.

In this step, a becomes a + 1, the number of random number generations
in the trace increases by 1, the current thread is modified exactly in the same
manner on both sides, and the other threads, the oracle sets, the global store,
and the events are left unchanged, so it is easy to see that Cg,, = CTyye and

f;lse = (CTfaISC'
Case 2.4. The configuration CS does not reduce, and does not make a call
to an oracle nor sample a random boolean. In this case, simreturn(CS) =
(repr(CS), 0s, (), (). Let us denote s = repr(CS). The simulator configuration
reduces in the following way.

C= ~" En, Rgop{a/i/}’ T Q, Soop(a), €
where By = Elzsa] — (s,0s, (), (), s'[a] — s,0[a] — os,i[a] = (),
argsa] = ()]
~ FEy,return(s’[a], stop), T, Q, Sicop (), €
~> B, Preturn-loop(@), T, Q, 81, €
where Ey = Eq[rl, [] ~ s,ba,.[] — stop],
S1 = [z[], return(z[]), end]
~ Bo,r[] <=1, [];end, T, Q,81,&
~ FE3,end, T,Q,851,&
where E3 = Es[r[] — 5]

~ CF = Eyend, T,0,[],€

This configuration cannot reduce. By Property [[6] the OCaml configuration
C also cannot reduce. (If it could reduce, then the simulator configuration CS
would reduce by the same rule as the OCaml configuration.) Moreover, by
Property of the invariant, events = Ge,(€), so this case satisfies the second
point of Lemma [8.35)

Case 2.5. The current expression of CS is pe® = tagfunction®” [env, pm] v,
that is, CS calls a tagged closure. By Property the tagged closures
present in the current thread are of the form tagfunction™®"[envs3, PMojefa)]
for a given role role[a], with envyim C env. Such a closure corresponds to
the initialization of the role role[a]. Since our programs are well-typed, and
these closures expect an argument of type unit, the current expression of CS is
pes = tagfunctionm'e’T[envSl,pmﬁolem] 0.

Let Q;,v; for ¢ < m be the oracles present in oracledeflist(Q(role)[a)),
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and let a; = @ or _,a such that Ojla;] is the oracle associated to @Q;,7; in
oraclelist(Q(role)[al).

By Property [T2[a)|

pe® = tagfunction™®7|

envy, piy,) ()

By Property [T2[b)] env§ (token) = lini-tok(role[a]) is a location. Let us denote [
this location. By Property [T2[a)] we have env$(token) = env$(token) = l. By
Property [ is in the domain of store®*. By Property [ is also in the
domain of store®.

Let z1[],...,xzx[] be the free variables of the role role.

Let us denote

pes = (call(0}[a1]),. .., call(O) [am]))

Pe2 = Greag(z1[]) in ... in Geaq(xx[]) in
(GO(Q1a71>7'"7GO(Qm77m))

The simulator reduces as follows:

role,‘r[

th® = (env®, tagfunction envs, pmige) (), stack®, store®)

— (envj, match () with pm/,., stack®, store®)
— thS = (envs, pes, stack®, store®)
where pe5 = if Itoken = Callable then (token := Invalid; pe®)

else raise Bad Call

and the OCaml side reduces as follows:

roIe,T[

th® = (env®, tagfunction envy, pm,, | (), stack®, store®)

— (env$, match () with pm,,  stack®, store®)

Hrole?
— thS = (enw®, peS, stack®, store®)
where peS = if Itoken = Callable then (token := Invalid; pe®)

else raise Bad Call
o If store®(l) = Invalid, then by Property [T2(a)l store®(l) = Invalid, so

thS —* thy = (env$, raise Bad _Call, stack®, store®)

thS —* thS = (envS, raise Bad _Call, stack®, store®)

Let CT; be the extension of the trace CT until C[th > thS], CS; =
CS[th — th3], steps® the number of steps of the trace CS —* CS;, and
C = E,P,T,Q,8,&, steps — steps®, CS;. We have C ~1 C§5.

Let us prove that C{* = CT. As the current expression is an exceptional

value, replacecalls allows any environment in its image. Moreover, the
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other elements of the configuration are the same and I did not change,
so Property [[6] is preserved. The number of steps in the reduction is the
same on both sides, so Property is preserved. All other properties of
Definition [8:32] are trivially inherited from C= = CT.

Otherwise, store®(l) = Callable. By Property[I'2{a)l store°(l)=Callable.

On the simulator side:

def
thy =" thy = (envi, pes, stack®, store])

where storeS = store®[l — Invalid]
By Property[[4] the variables 4[], ..., z[] are present in the environment
E. Let af,...,a) be the values of these variables in the environment E.
By Property globalstore(E,T) C globalstore®, so globalstore’(f;) =

ser(Ty,,al) where (z;[], f;) € Files for all i < k. Let C; = CJth > thS].
We have

Cy =" C[th — (envs, ped, stack®, store?)]
where store® = store®[l — Invalid]
—* Cy = Clth — (env$, peS, stack®, store3)]
where pe3 = (Go(Q1,7):- - - Go(Qm:Tm));
envy = envs[Guar(21) — Guary,, (a}), ...
Guar(k) = Guair,, (a1,)],

store§ D storeS

)

by Proposition applied k times to show the correctness of the deseri-
alization primitives.

Let ly,...,ln be pairwise distinct locations that are not in Dom/(store3)
and 7y, ..., T, be pairwise distinct fresh tags. By the same reasoning as
in Case sub-case Py = return(My, ..., M,/ ); Q’', we have

i
Cy —* C3 = Clth — (env$, peS, stack®, store3)]
where pe§ = (tagfunctionoll’T1 [envg 1, pm,, (Q1)],- - -,
tagfunctionoin Tm [em)‘c”m, pm., (@Qm))),
storeS = store$ U {I; — Callable | i < m,~; = Once}

o
c,t

where, for all i < m, env
otherwise.
Let CT5 be an extension of the trace CT until Cs. Let CS3 & CS[th —

thg]. Let steps® be the number of steps of CS —* CSs. Let C$ = E, P,
T,09,8,E, steps — steps®, CS3. We have C® ~»T CSS.

is env$ when ; is Any and env$[token — ;]
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Let us prove that CS° = CT,. We define 7 as 7o except that for all i < m,

if 7; = Any, then TO(O’[ ,al) = 7. Propertles 1] [2] . . 5], [[7} [18] .
[10} [T} [[12] [15] [17] hold because they hold for C= =

Let us prove Property [[6l First, we prove Property for the cur-
rent thread. For all i < m, the free variables of (); are contained in
{z1[], ..., zk[]}, so env?, D env(E,Q;). Moreover, by Properties
and@a eNVprim C em;l, SO envc’l 2 env§ O envg D eNVprim. We
have role[a] € Rinitclosure(th°). By Property O (Rinit-closure (th®)) is
included in O (I) U Ocan(CS), and furthermore O (Rinit-closure (th°)) is
disjoint from Ocan(th;) for all i < n, so from Ocan(CS), so O=({role[a]})
is included in O*(I). Hence, when O} is not under replication (that is,
~vi = Once), Ojla;] € I, and when O is under replication, a; = ,a and
O;[[1,+oc],a] € I. By Property when O} is not under replication,
Q; = Q(0j[a;]), and when O} is under replication, Q; = Q(O}[1,al).

By Property [T2(a)| there exist store§ and liok such that

(enw®, pe°, stack®, store)
€ replacecalls(replaceinitpm(th®), 1, E, Q, liok, T0)
storeg U gettokens(I, Ocan (th®), liok) C store® .

Since O (Rinit-closure (th°)) is disjoint from Ocan(CS) as noticed above, the
oracles O}[a;] are not present in Ocan(CS). So we can define the injective

function I, = Ik U {O4[a@;] = I | i < m,v; = Once}. By Lemma
Item 2] for all call(R) that occur in replaceinitpm(th®), correctclosure(R
LE Q1l.,,1) 2 correctclosure(R,1, E, Q, liok, To), noticing that, when
1 < m and ~; = Any, O] [NO/ +1,q] € (9 (Rinit-closure (th°)), so by Prop-
erty. 02, O;[No: +1,4d] ¢ Ocall. repl (th°), so call(O}]_, N]) does not occur in
replacezmtpm(th ), so the transformation of 7o into 75 does not affect the

computation of these correct closures. Moreover, tagfunctlon T [envc i
pm.,, (Qi)] € correctclosure(Ojla:], 1, E, Q, ltok,To) for i < m and pes is a
value so replacecalls allows any environment in the threads it returns, so
(enw$, pes, stack®, store§[l — Invalid]) € replacecalls(replaceinitpm(th),
LE,Q,l,15). We have

store§[l — Invalid] U gettokens (I, Ocan(th3), liox)
C storel[l — Invalid] U gettokens(I, Ocan (th®), liok)
U {l; = Callable | v; = Once}
C store®[l — Invalid] U {I; — Callable | v; = Once}
C store] U {l; — Callable | 7; = Once}
C store§ U {l; — Callable | 7; = Once} = stores,

so Property - (a)| holds with the function I/ ,. Properties _ -

T2[d)]are preserved, so Property [[6|holds for the current thread. The other
threads and I, F, @ are unchanged, and as above, the transformation of
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7o into 7¢ does not affect the computation of correct closures in these
threads, so Property [[6] holds for all threads.

The role role[a] is removed from Rinitclosure (th°), so the elements added to
Ocann(th®) and Ocalrrepi (th*) are removed from O (Rinit-closure (th°)), hence
Property is preserved. There are more steps on the OCaml side than
on the CryptoVerif side, so Property is preserved. For the oracles
Olla;] (i < 1), when O} is under replication, we have already shown that
O;[[l,Jroo[,E} € I; Property is obviously satisfied for these oracles
because the number of calls to these oracles is not negative. Property
is preserved for the other oracles, because all components of these inequal-
ities are unchanged.

Case 2.6. The current expression of CS is pe® = addthread(program), that
is, we add a new thread to the current configuration. By Property
the expression pe® is addthread(program), and by Property [T2(d)l program
contains no closure, no tagged function, no event, no return except in parts
program(fiole), and in program(pwle) in arguments of addthread.

Suppose first that program is an attacker program: it does not contain
program(puole) except in arguments of addthread. In this case,

CS — CS; & ([thi, ..., thy—1, (env®, (), stack®, store®), thyi 1, ..., thy,
(@, program, [], D), globalstore®, tj), RI, T

C—Cy = [th),..., th;jfl, (env®, (), stack®, store®), thyji1, ..., thy,

(0, program, [ ], 0Y], globalstore®, tj, M, events

Let CT; be the extension of the trace CT until C; and C§® “ EPT,Q,S,
&, steps — 1,CS;. We have C® ~» C{°. Let us prove that C{* = CT;. The
new thread contains no closures and no tagged functions. It contains no call
since program is an OCaml program (not a simulator program), so it satisfies
Property [T2] The other properties are inherited from C= = CT.

Otherwise, the program program is of the form

PTOGram i s; Program(firole, )s; - - - 3; Program(firole,, );; program’

where program’ does not contain program(u) for any p € Mg. By Assump-
tion for M & {tiroles s - - - s fhrole,, }, we have M C M, and Vu € M, 3y,
(u,7v) € MI. By Property for each i < m, if role; is not under replication,
then the set RI contains role;[a] for some @, and if role; is under replication,
then the set RI contains role; [[a’, +oal, E] for some a’,a. By Property the
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oracles present in RI are not in I. We can then define

~ —— def

a = smallest(RI, roley), ..., an, = smallest(RI, role,, )
RI” = {rolei[a1], ..., roley,[am]}
RI' = RI-RI”  T'= add(I,RI”)
program® < PrOGram yims; program’ (role1[ay));; - . . ;; program’ (role,, [am]);;
program’
MI’" = {(1,Once) | 1 € M A (11, Once) € MI}
We have

CS — CSy = ([th, . . ., thyj_1, (env®, (), stack®, store®), thij 1, . . . , thy,
(0, program?®, [],0)], globalstore®, tj), RI', T’
C— Cy = [th,..., thi; 1, (en®, (), stack®, store®), thyj 1, ..., thy,
(0, program, [], 0)], globalstore®, tj, MI \ MI, events

Let CTy be the extension of the trace CT until Cy and C§° “ EPT,O,S,
E,steps — 1,CSy. We have C= ~» C5°. Let us prove that C§° = CTy. The
oracles under replication added to I are the oracles O[[1,+00[,@;] such that
O[_, ai] € oraclelist(Q(role;)[a;]) for any ¢ < m. We define 75 as the extension
of 70 that maps all the oracles O] ,a;] to fresh distinct tags 7. Properties
[[4] [I8] [19] and [[15] are inherited from C* = CT. By Property
Q = {Qiop{a/i'} | @ < a < Nuandscalis} U Qo and Qp <> RI, L. If role; is under
replication, then by definition of smallest, role;[[a}, +oc[,a}] € RI with a; =
a;,al. By definition of Nygle;, Nrole; = Nexec(role;, CT3) = Nexec(role;, CT) + 1.
By Property [[17} a; < Niole,. Therefore, the set O(RI) contains the first oracles
of role;[a;] for i < m. The set O(RI') is the set O(RI) from which we remove
the first oracles of role;[a;] for ¢ < m and O(I') is the set O(I) to which we
add these oracles. So Qg «+ RI',I’ and Property [I3| holds. There are no local
store locations in program, so Property [I5| holds. For each thread th; of the
simulator except the new thread, let us show that Property [[f] is preserved.
The only changes are that the current expression is replaced with () and that
I' = add(I,RI"), so we just have to show that Property is preserved;
the other elements of Property [[6] are obviously preserved. By Lemma [F.3]
Item |2} the correct closures are preserved. By Property the set Ocan(th;)
does not contain any of the oracles added to I, so the tokens are preserved.
Hence, Propertyis preserved. Since program’ already occurs in the initial
program, it does not contain closures. By Property it does not contain
tagged functions, events, or returns, except in program(piole) in arguments of
addthread, so Property [T holds for the new thread, which implies Property [[6]
By Property program’ does not contain any location | € Locpiy except in
program(fiole) in arguments of addthread, so Property [I7] holds. When role;
is not under replication, we remove one copy of the module gy, from the
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multiset MI, and correspondingly, we remove role;[a;] from RI. When role; is
under replication, we add 1 to the first index of roles role;[a;] in RI, and MI is
not affected by this change. (The role role; can still be called.) So Property
is preserved. The first oracles of rolej[ai],...,roley[a,,] are transferred from
O>(RI) to O>(I), so Property is preserved. More precisely, these oracles
are added to O™ (Rinit-function (thn+1)), where th, 1 E (0, program®, [],0) is the
new thread, so Property [O2] is preserved, which proves Property For the
oracles O[[1,+00[,@;| added to I, Property is obviously satisfied because
the number of calls to an oracle is not negative. Property [[10] is preserved
for the previously present oracles, because all components of these inequalities
are unchanged. For the roles role;[[a}, +0c[,a}] € RI, with a; = af,a/, we

) 7 77 27

have role; [[a] + 1, 400], Ztﬂ € RI; the elements role;[...] in RI with indices
that do not end with a are unchanged; and Neyec(role;, CT) increases by 1, so
Property [[17]is preserved for the roles roley, ..., role,,. Property [[17]is preserved
for the other roles, because all components of the inequalities are unchanged.

Therefore, C5* = CTs.

Case 2.7. The current expression of CS is of the form pe® = call(O[a]) v
and CS reduces, that is, we call an oracle but the call fails. By reduction
rule (FailedCalll)) or (FailedCall2)),

th® — th = (env®,raise Bad _Call, stack®, store®),

and CS — CS; = CSfth — th]. By Property pe® = c v, where
¢ € correctclosure(O[al, I, E, Q, liok, T0)-

We suppose that the program is well typed, so the value v is a k-tuple
(v1,...,vg), where k is the number of arguments of oracle O. Let T1, ..., Ty be
their CryptoVerif types. Let x1,...,x; be the CryptoVerif variables that are
the arguments of O. By Assumption the value v' does not contain closures
nor locations, so v/ = v.

Let us first suppose that the oracle O is under replication. In this case,
a = _,a’. There exists a” such that O[[a'ﬂ—i—oo[,a’] € I, because otherwise
we would have correctclosure(O[a), 1, E, Q, liok, 7o) = @. The closure c is of
the form tagfunctionO’T[envj’,pmAny(Q)]. Let CT’ be the extension of CT by
one step. By definition of No, No > Neas(O,7,CT’) = Neis(O,7,CT) + 1.
Hence, by Property , a’ < No. Therefore, by definition of correctclosure,
Q = Q(O[a", ). Since (FailedCall2) applies, there exists i such that Ya € T},
v; # Gyair, (a). By Proposition [8.5] for any environment env, stack stack and
store store,

(env, envprim(Gpred (T3)) vi, stack, store)

*

—* (env’, false, stack, store’) where store’ D store
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So,

th® = (envo,tagfunctionO’T[env‘f,pmAny(Q)] v, stack®, store®)

*

—* {env3, pes, stack®, store®)

where envs = envS[Gyar(z1) — v1, . . ., Guar(zr) — Vi),

p@g B if (Gpred (Tl) Gvar(xl)) && .. && (Gpred (Tk) Gvar(xk))

then (Grie(1[]); .. . ; Grie(w [1]); G(P))
else raise Bad Call
—* thS = (enw$, raise Bad _Call, stack®, storeS)

where store§ D store® by Proposition applied k times.

If the oracle O is not under replication, then (FailedCalll)) applies, so either
Ola] ¢ T and in this case by Property store®[lyok(Ola])] = Invalid, or
there exists i such that Va € T}, v; # Gyair,(a), so we have a reduction similar
to the case in which O is under replication.

Let CT; be an extension of the trace CT until Cfth — th$] and C$® = E, P,
T,9,5,&, steps—1,CS;. We have C= ~» C®. Let us prove that C{* = CT;. The
current expression is an exceptional value, so replacecalls allows any environment
in the current thread, and store§ D store®, so Property [T'2(a)| is preserved for
the current thread. The OCaml side uses more reductions than the simulator
side, so Property [[14] is preserved. There is one more oracle call, and « and I
are unchanged, so Properties [[15] and [[16] are preserved. The other properties
are inherited from C* = CT.

Case 2.8. Let us finally deal with the remaining cases. Cases[2.1] 2.2} 2:3] 2:4]
present all cases in which CS does not reduce. Case covers the reduction
rule (Simulator add thread]). So CS reduces using rule (Simulator toplevel)). So
let us denote CS; the configuration such that CS = C*,RI,I — CS; = C{,RL, L.
Since the case of failed oracle calls is already handled in Case 2.7, C° — Cj is
obtained by rules of the OCaml semantics, not by (FailedCalll)) or (FailedCall2]).

If pe® = schedule(j’), then by Property [T2(a)l pe® = schedule(t;"), so C?
and C reduce in the same way by (Toplevel schedulel|) or (Toplevel schedule2))
for C* and by (New toplevel schedulel)) or (New toplevel schedule2)) for C. Let
C; be the configuration such that C — C; and CT; be the extension of the
trace CT until C;. Let C < E, P, T, Q, S, &, steps —1,CS;. We have C*= ~ C$®
and C§® = CT;.

In all other cases, C* reduces by (Toplevel). By Property the cur-
rent thread of the OCaml configuration has the same form as in the simulator
configuration: the semantic rules are parametric in the elements that are re-
placed by replaceinitpm and replacecalls, so the OCaml configuration C reduces
by , using a reduction th, globalstore —s, th', globalstore’ ob-
tained by exactly the same semantic rules as on the simulator side. Let C; be
the configuration such that C — C; and CT; be the extension of the trace CT
until C;. Let C{° Y EPT,0,8,E, steps —1,CS;. We have C= ~ C$® and we
briefly show that C{® = CT;.
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If the reduction touches a local store location [, then by Properties [T2{a)|
and [T2[b)| I cannot be in the image of liok OF linit-tok- Moreover, in all cases, the
reduction commutes with replaceinitpm and replacecalls, so Property [[6] holds
for C$* and CT;. (Since calls to tagged closures are already handled in Case
we do not consider this case here. This is important, because the reduction
would not commute with replaceinitpm in this case: replaceinitpm replaces the
pattern-matching inside the tagged closure before the call, but would not replace
it in the reduced configuration.) If the reduction touches the global store, that

is, it uses rule (Globalstore2), let [ be the concerned location; by Property

the location [ is not in Locpriy, and in OCaml the same operation is carried out
on [. So in all cases, Properties M9 and hold for C§® and CT;. The
oracle sets may only decrease, in case a subexpression is removed by reduction,
so Property is preserved. The reduction is performed in one step on both
sides, so Property [[14] is preserved. The other properties are inherited from
C= =CT, so C$* = CT,. O

G Proof of Proposition [8.36

Definition G.1 The relation CTS,...,CTy =, CTSy,...,CTS, is verified
when the following properties hold:

1. All traces CTS,...,CTy start at Co(Qo, programg), and none of these
traces is a prefix of another of these traces.

2. The trace sets CTSy,...,CTS,, are pairwise disjoint, all traces in these
sets start at Co(Qo, programg), and none of these traces is a prefirx of
another of these traces.

3. Vi < n,Pr[CT5’] = Pr[CTS,].
4o Dicn PCTT] = 1.
5. For each trace CT, i < n,

(a) either CT5 is complete, every trace CT € CTS; is complete, and the
event list € of the last configuration of CT;> and the event list events
of the last configuration of CT verify events = Gey(E),

(b) or for every trace CT € CTS;, the last configuration C* of CTS
verifies C= = CT.

The next lemma applies to any traces, so in particular to OCaml traces and
CryptoVerif traces.

Lemma G.2 Let CTy,...,CT,, be traces such that none of these traces is a
prefir of another of these traces. If CT,”,...,CT,." are extensions of CT,
such that none of these traces is a prefiz of another, then none of the traces
CTy,...,CT,_1,CT,",...,CT,." is a prefiz of another of these traces.
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In particular, this is true when, for all i < n'/, CT;" is the concatenation
of CT,, and CT;" where CT,’,...,CT,,  are traces that start at the last config-
uration of CT,, such that none of these traces is a prefix of another of these
traces.

Proof Let us prove the first point. Consider two traces among CTq,...,
CT,,_1,CT,”,...,CT,,". If they are both among CTy,...,CT,_;, they are not
prefix of one another by hypothesis. If they are both among CT,”,...,CT,.”,
they are also not prefix of one another by hypothesis. Now consider CT; with
1 <n-—1and (C']I‘j” with j < n’. If CT; was a prefix of (C'I[‘j”, then either its
length is less or equal to the length of CT,,, so CT; would be a prefix of CT,,
which is impossible by hypothesis, or its length is greater than the length of
CT,,, so CT; would be an extension of CT,,, that is, CT,, would be a prefix
of CT;, which is also impossible by hypothesis. If CT;” was a prefix of CT;,
then a fortiori CT,, would be a prefix of CT;, which is impossible by hypoth-
esis. Hence, none of the traces CTy,...,CT,_;,CT,”,...,CT, " is a prefix of
another of these traces.

To show the second point, if CT;” was a prefix of (CTj”, then CT;" would
be a prefix of (CT/, which is a contradiction. So we can apply the first point in
this case. (]

Lemma G.3 Suppose that CTT,...,CTy =¢ CTSy,...,CTS,,. FEither all
traces CTS,...,CT are complete, or there exist CTS,...,CTS' and CTS,,

...,CTS],, such that there are strictly more reduction steps in traces C’Tﬁsl, ey

CTS' than in traces CTS,...,CTS and CTY,...,CTS = CTS),...,CTS,.

Proof Suppose that CTT,...,CTw = CTSy,...,CTS,, and there is a trace
CT3® that is not complete. We can renumber the traces so that the last trace
CT+: is not complete.

By Property the last configuration C* of the trace CT, and all traces
CT € CTS,, verify C* = CT. By Property 2] CT is a trace beginning at
Co(Qo, programy). Let us denote CTS,, = {CT4,...,CT,,}. We can then apply
Lemma B35 to C.

e Either there exist n’ configurations Cf,...,CS, n' traces C= w;rl Cs®,

oo, Ce w;fn, CS5 such that none of these traces is a prefix of another,
Y i<nPi = 1, and for each trace CT;,j < m, there exist n’ pairwise
disjoint trace sets CTS;1,...,CTS;, such that all traces in these sets
are extensions of CT;, none of these traces is a prefix of another, and for
each trace CT € CTS;;,Cs*" = CT and Pr[CTS; ;] = p; - Pr[CT;]. Let us
denote CTS; = |J i<m CTS;i. Let us also denote Css' the extension of the
trace C* until C$5, for @ < n'. There is at least one new reduction step, so
there are more reduction steps in CTS,...,CTS |, CTS,...,CTS' than
inCTS,...,CT®. Let us prove that CTS,...,CTS |, CTS,....CTS =
CTS,,...,CTS,_1,CTS,,...,CTS,,. All traces CTS,...,CTS ,,CTS,
., CTS start at Co(Qo, program,) and by Lemma none of these
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traces is a prefix of another of these traces, so Property [I] is verified.
Similarly, by applying Lemmal[G.2|to each trace CT) for j < m, Property 2]
is verified. By Property [3|on the initial traces, Vi < n, Pr[C] = Pr[CTS;].
We have that Pr[CTS]] = > j<m PI[CTS; ;] because all the sets CTS;; are
disjoint. So,

Pr(CTS]] = > pi- Pr[CT;] = p; - Pr[CTS,], so
j<m
Pr[CTS] = pi - Pr[CTS] = Pr[CTS]],
Property [3] is verified. By Property [] on the initial traces, we have
> i<n PT[CTS] = 1. We have that

S PreT =Y pi- Pr[CT5] = Pr[CT5], so

i<n’ i<n’
SO PrCTE 4+ Y PreT ) =) PrleT =1.
i<n—1 i<n’ i<n

So Property [4]is verified. We inherit Property [5]for the n—1 first elements.
For all i < n/, for all traces CT € CTS], we have C* = CT, and C is
the last configuration of CTS*. So Property [5{b)| is verified for all the
new elements. Hence Property [5|is verified. Therefore, CTY,...,CT 1,
cTs,....CTS = CTS,y,...,CTS,_1,CTS/,...,CTS,,.

n! =

e Otherwise, each trace CT € CTS,, is complete, C= —* C$*, C{° cannot
reduce, and the event list £ of C{® and the event list events of the last
configuration of CT satisfy events = Ge,(€). Let CTS' be the extension
of the trace CTS until C$°. The trace CTS  contains more steps than
CT<, so there are more reduction steps in CT5,...,CTS_;,CTS' than in
CTS,...,CT. Let us prove that CTS,...,CTS ,,CT® =, CTS,,...,
CTS,. By Lemma no traces in CTS,...,CTS |, CT are prefixes of
one another, so Property [I] is verified. Property [2] is inherited. We have
that Pr[CT’] = Pr[CT<), so Properties |3 and are verified. The trace
CT:LS/ is complete, every trace CT € CTS,, is complete, and the event list
events of the last configuration of traces in CTS,, and the event list £ of
C§® verify events = Gey(E), so Property holds for the last elements.
Other elements inherit Property [5| so Property [5| holds. Therefore, CT,

o, CTS ,CTS = CTSy,...,CTS,. O

n

Proof (of Proposition By Lemma we have a trace CT o = Co(Qo,
programg) ~>* C% where C® = CTy and CTy = Cy(Qo, programg). We
prove easily that CTy =; {CTy}. The number of steps in complete traces
from configuration Co(Qo, program,) is finite. Let us consider traces such that
CT¢,...,CTS =, CTSy,...,CTS, with the maximum number of reduction
steps. By Lemma the traces CTT,...,CTS are complete. (Otherwise,
we could extend them.) Since the sum of their probabilities is 1, these are all
complete traces starting at Co(Qo, program). The proposition follows. O
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H Index of Notations

Q < RI,I Correspondence between processes in Q and oracles in RI, T
RI — role[a] The set RI without role role[a]

RI — RI The set RI without all roles in RI’

I - Ola] The set I without oracle O[d]

—p Semantic reduction

~ Reduction of intermediate CryptoVerif semantics

list of -, where - is either 7 or a

env @ env’ Add bindings of env to env’

HEBEREEEBEEBR

=" Value equivalence between configurations

Ryih Value equivalence between threads

(! CryptoVerif term evaluation

= Relation between CryptoVerif and OCaml traces

y Boolean indicating whether the oracle or role can be called only
once or not. Either Once or Any. B7

I OCaml module B4

Hprim OCaml module for cryptographic primitives 211

Hrole Translation of role [0l

T Fresh tag for every closure

TO Function that maps oracles to a closure tag 7 [72]

a CryptoVerif constant I3

add(I,RI) Add first oracles present in RI in I

addthread Add thread to thread list

almostunif (4, b)
Probability of b € A according to an almost-uniform distributio

Any Can be called any number of times
C OCaml configuration (after Section |7} the instrumented one)
C CryptoVerif semantic configuration

Co(program)Initial OCaml configuration for program
C[th > th, globalstore — globalstore, Ml — MI, events — events]
Modified OCaml configuration

ce Intermediate semantic configuration
Cevents(C) Event list of configuration C
Cglobalstore ((C)
Global store of configuration C
Gi(Qo) Initial CryptoVerif configuration for Qg
Cn OCaml minimal evaluation context
Ce OCaml minimal expression evaluation context
Crp OCaml minimal program evaluation context
C,e(C) Current program or expression of configuration C

BENEREE BER EHEBHX

Ci(C) Current thread of configuration C
call(O[a]), call(O]_,a])
Values representing calls to oracles in the simulator
Callable Oracle is callable
CI OCaml instrumented configuration

HEH
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continue CryptoVerif loop continues. An alias of true. I
CS Simulator configuration
CT OCaml trace
CT CryptoVerif trace I8
CTS OCaml trace set
CTS CryptoVerif trace set K
D Distinguisher on event lists 19
E CryptoVerif environment 13
e OCaml expression 23
& CryptoVerif event list I3
env OCaml environment
env(E,-)  Minimal environment for describing - where - = P, M or @ 53
€NVprim Environment after evaluation of f4prim 49
ev Event 11
events OCaml event list 36)
f CryptoVerif function symbol
Files Association set between files and variables to save 201

function[env, pm]
OCaml closure

fu Free variables

G Translation function for oracle bodies

Gdeser (') Deserialization of type T

Gev Translation function for events

G Translation function for CryptoVerif functions
Gile Write a variable into a file

Ggernr (@) Set of modules in @

Gm Translation function for terms

Go Translation function for oracles

Gpred(T)(v) Return whether value v corresponds to a value of type T'
Grandom(T)  OCaml function for generating random values of type T

BEEEHBBEEEEBEEERR

Gread Read a variable from a file

Gser(T') Serialization of type T

Gt(T) OCaml type corresponding to CryptoVerif type T

Gip) OCaml value of a table row 52
Giblel Serialized OCaml value of a table row 52
Gyair(a) OCaml value corresponding to the CryptoVerif value a : T’ 19
Guar Translation function for variables )
gettokens  Function that returns part of the store corresponding to tokens [73]
globalstore  OCaml global store B3
globalstore(E,T)

Global store corresponding to F and T B3
globalstore, Initial global store B4
i CrypvoVerif replication index I
I Set containing available oracles with their replication indices
nitval; Default value for location [ in global store 34
interface(p) Interface of module p B4
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interface

rm
Invalid ’ Oracle or role cannot be called again
L OCaml reduction label
l OCaml store location
Lok Function that maps an oracle not under replication to its token
letrec[env, {x; — function pm.,...,z, — function pm,} in ;]

OCaml closure for recursive functions
Locg Locations allowed only in global store
Locy Locations allowed only in local store
Locpriy Global locations reserved for private use
M CryptoVerif term
M Set of generated modules
MI Module set
N Bound on replication
No Bound on replication under oracle O
Niand+calls  Maximum number of oracle calls and random generations
Nrole Bound on replication under role role
Nsteps Maximum number of reduction steps of program,
noinstrcy  Remove instrumentation
O CryptoVerif oracle
O1,...,0, Oracle names present in Qg
01,...,0, CryptoVerif constants representing oracles in Qg
OR CryptoVerif constant for random choice
0s CryptoVerif constant for end of program
@ Function that returns the oracles present in its argument
0> Same as O, but ignoring replication bounds
Ocan Set of oracles not under replication appearing in argument
Ocall-repl Set of oracles under replication appearing in argument
Ostart Oracle called at the beginning
Once Can be called only once
oracledeflist(Q)

List of oracles in @), no instantiation of replication indices
oraclelist(Q)List of names and replication indices of oracles in @
oracledefset(Q)

Set of oracles in @, indices in replications instantiated
P CryptoVerif oracle body
Pioop Oracle body of Qstart(Qo, program,)

Preturn—loop(a)

The process in the loop between two steps, in the simulator
pat OCaml pattern
pe OCaml program or expression
pm OCaml pattern matching
pm.(Q) Translation of Q
pm e[a] Pattern matching corresponding to role role
Pr[] Probability of a trace or trace set

Interface of ftprim
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Pr[C :(V) D]

Probability that a CryptoVerif trace beginning at C verifies D

Pr[C .(ML) D]

Probability that an OCaml trace beginning at C verifies D

Pr[ce :(*) D]

prim
program
program

prim

Probability that a trace beginning at C* using ~» verifies D
OCaml primitive

OCaml program

Program of module fiprim

program(p) Program of module p

program

OCaml program that interacts with the translation of Qg

program’(role[a])

Q(0O[a])
Q

Qla]
Q{a/i}
Q(role)
Qo

Simulator program corresponding to role role

CryptoVerif set of callable oracle definitions

Element of Q corresponding to O[a]

CryptoVerif oracle definition

Process @ where elements of @ are substituted for elements of i
Process @ where a is substituted for ¢

Oracle definition corresponding to role role

The CryptoVerif process we consider

Qadv(Qo, programy)

CryptoVerif adversary that simulates program,

Qc(Qo, programy)

Qloop

Stepping oracle of Qaav(Qo, program,)
Oloop[i/](s . TCS) = Ploop

Qstart (Q07 Z"’Ogmmo)

S
Rinit-function
Rinit-closure

Sloop (@)
randomy

Starting oracle of Qaay(Qo, program)

CryptoVerif call stack

Set of roles whose modules are not evaluated yet

Set of roles whose modules are evaluated but whose init
function has not been called yet

The contents of the call stack, in the simulator

Random element in list

replacecalls Replace calls to oracles with corresponding closures
replaceinitpm

repr(CS)
return

Replace simulator role initializations with OCaml ones
Function returning the bitstring representation of CS
Return list of new roles

returnoracles(Ola))

RI
RI,
role

Oracles returned by the return statements of O[a]

Set containing available roles with their replication indices
Initial role set

CryptoVerif role

50(Qo, programy)

Representation of initial simulator configuration
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schedule Schedule another thread
ser(T,a)  Serialization of CryptoVerif value a
simreturn(CS)

BE

Return value of simulator
simulatey,  CryptoVerif function that simulates OCaml code
simulatee,go Function that integrates the fact that an oracle terminated

with end into the simulator configuration 63
simulateg ~ Function that integrates the result of a random choice into the

simulator configuration 64

simulate,eto Function that integrates the return values of an oracle into the
simulator configuration
smallest(RI, role)

E

Smallest indices for role role in RI 9]
stack OCaml call stack
steps Number of remaining steps
stop CryptoVerif loop stops. An alias of false. I
store OCaml store 31
T CryptoVerif type
t Closure tag containing the oracle corresponding to the closure
T CryptoVerif set of tables I3
To Initial table set v
Tcs CryptoVerif type that is the image of repr
T Type of term M z81|
To CryptoVerif type containing constants for oracle names,

random and stop
Tables Association set between files and tables

tagfunction’ pm
Tagged function
tagfunction”” [env, pm]

I
B

Tagged closure 36l
) CryptoVerif table [0l
tj Thread number B3
th OCaml thread 31
thg Thread that only evaluates fiprim 49
token Boolean reference indicating whether an oracle can be called
TT Trace for a single thread 49
v OCaml value
willbeavailable

Set of oracles that can eventually become available
x Variable

BE
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